Vulnerability Assessments for
Power-Electronics-Based Smart Grids

Jinan Zhang, Jin Ye, Lulu Guo, Fangyu Li, Wenzhan Song
School of Electrical and Computer Engineering
University of Georgia, Athens, Georgia, USA
jinan.zhang @uga.edu, jin.ye@uga.edu, lulu.guo@uga.edu, fangyu.li@uga.edu, wsong@uga.edu

Abstract—TIn this paper, a novel method is proposed to evaluate
the cyber security of the power-electronics-based smart grids
(PESG). The proposed method considers the performance and
stability of both the individual inverter and the grid. To our
knowledge, this is a first attempt to evaluate the performance
and stability of PESG due to cyber attacks. We first develop
impedance-based modeling and cyber-attack modeling for PESG.
Then we propose innovative two security criteria to evaluate the
security of PESG, including stability-based and metrics-based.
For metrics-based criteria, we propose to use both total harmonic
distortion (THD) and space phasor model (SPM) to evaluate
the inverter performance. The simulation results with a two-
inverter-based power grid verify the validity and accuracy of the
proposed security evaluation method. Results have shown that
the performance and stability of PESG are significantly affected
by cyber attacks, and thus there is indeed a need to further study
cyber security issues of PESG.

Index Terms—cyber attacks, PESG, stability, impedance-based
modeling, SPM, THD

I. INTRODUCTION

As smart grids are evolving into an advanced cyber-physical
system, cyber security becomes increasingly important to
operators in the power grid. The high integration with the
cyber system not only brings the evolution of power gird but
also extends the attack surfaces and their ultimate impacts.
In particular, communication technology updating offers more
possibilities for the application of the Internet of Things (IoT)
in a physical system. A typical example is shown in Fig.1,
where a large amount of power electronics and controllers
are deployed in a power grid, which is referred to as power-
electronics-based smart grids (PESG) thereafter. Once hackers
compromise any of the controllers in the electrical system, a
series of cascaded damages will occur inevitably. For instance,
in 2010, the Stuxnet worm infected supervisory control and
data acquisition (SCADA) of the power system [1]. In 2015,
a cyber attack made several substations disconnected to the
primary grid for three hours in Ukrainian [2]. Therefore, more
attention should be paid to the cyber-physical security of the
smart grids.

The impacts of cyber attacks on the grid or other physical
systems were studied extensively. In [3], the authors discussed
the limitation of the existing security measures with consid-
eration of cyber-infrastructure. In [4], a novel approach is
proposed to evaluate the risk of cyber attack considering the
dependence on cyber-infrastructure. In [5]-[7], the impact of
data integrity attacks on power electronics, drive, and electric
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vehicles are analyzed. A novel method is proposed for system
condition monitoring and fault diagnosis in a power grid in [8].
A data-driven detection method of cyber and physical attack
is applied in the power grid with PVs [9].

Although the power community has been aware of the
importance of grid security, cyber attacks on power electronics
systems are not well studied. This paper will focus on evalu-
ating the performance and stability of PESG under a variety
of cyber attacks. To our knowledge, this is a first attempt to
evaluate the performance and stability of PESG due to cyber
attacks. In order to assess the vulnerability of the PESG under
cyber attacks, we propose a novel evaluation methodology.
The contributions are as follows: (1) Novel impact indexes
are introduced to evaluate the device performance under cyber
attacks. (2) An improved impedance-based method is proposed
to assess device-level and system-level stability. (3) Through
combining the impact indexes and stability analysis, a novel
approach is proposed to evaluate PESG due to cyber attacks
comprehensively.
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Fig. 1. A power electronics based Smart Grids

II. POWER ELECTRONICS BASED SMART GRIDS (PESG)
AND CYBER ATTACK MODELING

In general, to connect distributed energy resources (DER)
to the grid, DC/AC inverters work as interfaces. Voltage
source inverters (VSIs) and current source inverters (CSIs)
are considered as standard interfaces that connect DERs to
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the grid. DER models based on VSIs and CSIs are introduced
respectively in the following section. As shown in Fig. 1,
DC voltage represents a solar panel, a wind turbine, or other
DERs, providing a DC voltage. Variable symbols description
are shown in TABLE 1.

TABLE I
NOMENCLATURE
Symbol Description
DERy; kth DER is modeled as CSI
DERmwy mth DER is modeled as VSI
L Inverter side inductance in DE Ry;
Crii Capacitor in DERy;
Lggi Grid side inductance in DFE Ry;
Zgki Impedance connecting DFE Ry,; to grid
Lmo Inverter side inductance in DFE Ry,
Cfm,(, Capacitor in DE R,y
gmv Grid side inductance in DE Ry,
Zgmu Impedance connecting DE Ry, to grid
Zmov Virtual impedance in controller of D E Ry,
ki Inverter-side current in DERy;
Ucki Filter capacitor voltage in DFE Ry;
lgki Grid-side current in DERy,;
L fmo Inverter-side current in DE Ry,
Uemn Filter capacitor voltage in DE Ry,
Lgmu Grid-side current in DE Ry
ifkd qi Zf]“ in d-q frame
i}kd,qi ifkd,qi reference in controller
lgkd,qi gk in d-q frame
Ukd,qi PCC voltage of DERy; in d-q frame
Uy d - Voltage reference generated by droop control loop
Uemd,qv Ucmo in d-g frame
ur g o Uemd,qu Teference in controller
i fmd,qu % fmo in d-q frame
i;}m doqu i fmd,qu Teference in controller
Lgmd,qv igmo in d-q frame
Umd,qv PCC voltage of DE Ry, in d-q frame
Umvd,qu virtual impedance voltage droop of DE Ry, in d-q frame
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Fig. 2. Current control loop in the CSI

A. Impedance-based Modeling for CSI

To clearly demonstrate, letter k is overlooked in the deriva-
tion in CSI. Fig. 2 illustrates current control loop in the

CSL %4 ,; comes from outer power control loop in inverter

controller. _ .
Vidi| _ oy f}di]
. - Gu -5k 1
[quz} () [qui )
Gii(s) Gipii(S)Gipi(s)GPWM(s) )

T 1r Gipii(8)Gipi(8)Gpwa(s)’

where Gipii = k,‘pi + km'/s, Gl}” = 1/(8Lf,‘). G; is closed
transfer function. PWM is used to generate a control signal to
the inverter so that the inverter produces a voltage that is the
same as the controller output voltage. Thus, G pyyas represents
inverter and PWM, which is assumed as one here. Then, grid
side current can be calculated as,

’L:gdi — Gl |:Z?dz:| —Y,(s |:ucdi:| 3)
[qui] () iqi (5) Ucqi
| sxCp —wxCyy
Yoi(s) = L) «Cp  s%Cp } 4

Based on grid side feeder impedance, the 7,4 4; is also calcu-

lated as
[Zad} _ _Zoi8)Guils) [Zfd} e [Ud]
Ygqi Zoi(S) + Zg7(5) Z?qi Zoi(s) + Zgi(s) uql(s)

Ry +sx L, —wx* Ly,
Zyi(s) = | ot + ¥ L 7 (6)
: w* Lg; Ry +sx* Ly
where Z,; = I/ Ysi, I24o is an identity matrix.
* o iaw
* Hegy — gy - ity
Upgp+ o~
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Fig. 3. Voltage and current control loop in the VSI

B. Impedance-based Modeling for VSI

Fig. 3 shows the inner voltage and current loops in the VSIL.
To clearly express, letter m is overlooked in the derivation. The
Uy, and uy,, come from the droop control loop. This droop
control loop is to realize active power-frequency and reactive
power-voltage control method, which is derived as

wsz+ka(P0—P)
E=Ey+kq(Qo — Q)

Where w is frequency reference and E' is voltage magnitude
reference, wg and Ej are the nominal frequency and voltage,
P and (@ are the instantaneous active power and reactive

@)
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power, Py and (g is the power reference. To decouple the
active and reactive power, virtual impedance is brought into
the voltage control loop. The virtual makes inverter output
impedance more inductive. The virtual impedance voltage drop
is calculated as

Updy | _ | Ry + 8% Ly —w * Ly, Tgdv ®)
Uyqu N W * L’U R’U + 5% Lv Z‘gqv
_|Ry+sxL, —w * L,
Zu(s) = [ w * L, R, —Q—s*LJ ©)

where the R, and L, are the virtual resistance and inductance.
* *
Then, uy.;, and u;,, can be expressed as

|:u:dv:| — |:u2dv:| + |:uvdu:|

uiqu u:qv Uvqu
According to the Fig. 3, G, (s) is the closed-loop transfer

function of current control loop in VSI, which is derived as

_ Gipiv(s)Gipv(S)GPWM(s)
1+ Gipiv(5)Gipu(8)Grwm (s)
where Gipiv = kipv + kiiv/sa Gipv = 1/(5Lfv)v GPW]le-

Thus, the closed-loop transfer function of current control loop
is shown as,

(10)

Giv (S)

(In

_ vaiv(s)vav(s)Giv(S)
L4 Gopiv(8)Gupu(8)Gin(s)

where Gupiv = kupy + kviv/S, Gups = 1/(5Cy). The tean
and u.q, can be calculated as,

Uedv | u:d'u . Zouw(s) 0 igd'u
[ucqu} = Guu(s) {uq] { 0 Zoutn(5)] |igqw

Gup(9) (12)

(13)

_ Zoutv(s) 0
Zov(s) - |: 0 Zoutv(s):| (14)
Zoutv (5) = vav (S) (15)

T 14 vaiy(S)vav(s)Gi’U(S)

Considering the virtual impedance voltage drop, the inverter
output voltage is derived as,

] = Gunto) [15] = (@129 + Zunto) [ 2]

Ucqv

rqU gqv
(16)
Zo’u’v = GUU(S)ZU(S) + Zm)(s) (]7)

Also, the PCC(Point of Common coupling) voltage is obtained
considering the Z,, voltage drop as following equations.

{udv} — Gule) [zd] — Zows(5) + Zyo(5)) [@}qdv] (18)

Uqv TqU tgqu

C. Cyber Attack Modeling for PESG

To analyze the impact of cyber attack, we consider two
types of cyber attacks in this paper. The attack model considers
power electronics controllers being hijacked directly, including
parameter modification, fake measurement, and attack duration
time. For clear description, we denote the cyber attacks as,

p(t) = yp(),
9(t) = ay(t),
where p and p represent the power electronics parameter and
modified parameter; y and ¢ are the measurements and fake

measurements, respectively; Tuitack = [To,To + T]; v and «
can be greater or smaller than 1.

te Tattack

(20)
te Tattack

III. PROPOSED TWO-STEP CYBER SECURITY CRITERIA
FOR PESG

G,','i';g i

: . G, >
Zgl u;u-rr Igv ZJD' ZO'I"I' vty

Fig. 4. Impedance model of a PESG

In this section, we propose innovative two security criteria
to evaluate the performance and stability of PESG due to a
variety of cyber attacks. To clearly illustrate the methodology,
a impedance model of PESG is shown in Fig. 4.

A. Stability-based Cyber Security Criteria

To analyze the impact of the cyber attack on the whole
system, two stability methodologies are proposed to access
the operation status of this PESG in this section.

1) Impedance-based stability criteria: As discussed in the
above section, the PESG impedance model in Fig. 4 can be
derived as,

lgdgi | = Gn | Tjagi | = Znlipecd,q @D
Z.l(m.dd,q 0
_ Guy
Zovv (8)+Zgv(s) z OG 0
G, = Zat+dem 0| 22
0
I TS
Zo'uv(s)"'_zg“(s)
In=| Zuiza 23
o ZL02:¢12(S)

Based on Kirchoff’s circuit laws, voltage at node PCC is
expressed as,

G L.
| Rgw + 5% Ly —w * Lg, Upeed.a = Gim Zovu(8)+Zg0(s) |:L.er,q'u:| (24)
Zgo(s) = { WLy RptssLy| 19 peccha s S
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Lo
ZLoad (S)

P
me(s) + ng(s)
(25)
The current in different branch can be calculate using equation
(21), thus 4104dd,q 1s derived as,

Iz
Zoi(8) + Zgi(s)

Gim:(

i _ T GUU(S>ujd,qv ZO%(S)G”(Sﬁ}d,qz
00dbd =TT\ Zowo(5) + Zgo(s)  Zoa(s) + Zgi(s%6
(
T o 1242 < 1242 n Ioyo >
" ZL()(Ld(S) Zmﬁ(s) + Zgi(s) ZOU’U(S) + Zg71(8227)
where lf%m can be defined as a small loop gain to assess

the system stability with Nyquist stability criterion (NSC).
By applying the NSC to the impedance ratio 7, that can be
expressed as

P(Tn) — N-1jo(Tm) =0 (28)

We can assess the system stability. Here P(-) denotes the
numbers of RHP (Right Half Plane) poles, and N_q ;(-) is
the number of the times the Nyquist trajectory encircles the
critical points (-1, jO) in the anti-clockwise direction [10]. If
the NSC criterion can be satisfied, the system is considered to
be stable.

However, during a cyber attack, some parameters in the
inverter controller are maliciously modified, thus modifying
both the closed-loop transfer function and output impedance,
especially in the VSI. Specifically, if T,,, alone is used to assess
the stability of the system, some poles in the transfer function
could be overlooked. Therefore, to evaluate the stability under
a cyber attack, we calculate the poles of the closed-loop
transfer function of the controller in advance.

2) Small signal stability criteria: To evaluate the system
level, the small-signal stability evaluation method is used in
this section. VSI’s capacitor voltage and CSI’s inductance
current is denoted as following,

)*1 B. Index-based Cyber Security Criteria

Io order to offer an insight into the impact of a cyber attack
on the PESG, we propose to use the total harmonic distortion
(THD), which indicates the current harmonics caused by the
attack. The index can be expressed as

THD; = \[[I} + .. + I3/ 12, (34)

where [;...I,, are the amplitudes of the phase current in
frequency domain, and I, is current amplitude of the nth
harmonic [11]. Generally, T'H D; should be less than 5%.

The space phasor model (SPM) is proposed as a supplement
of the THD. This index shows unbalance and distortion of
voltage in the grid, which is derived by

SPM, = |2(V, 4+ aV, + a*V,) /3] (35)

where a = €727/3_ and the absolute value of SPM,, is around
1 pu. Here, it takes 10% margin for harmonic distortion and
voltage magnitude variations. To describe the characteristic
of the inverter performance, we calculate TH D; and SPM,
according to the different periods, such as normal (before an
attack), attack, and after the attack.

IV. SIMULATION RESULTS

As shown in Fig. 4, for a PESG developed in the MATLAB,
the simulation is conducted to assess system stability and
security under cyber attacks. Table II shows parameters of
inverters in the PESG. Here, cyber attacks on the VSI’s inverter
controller and sensors are analyzed, which causes unexpected
performance degradation at both the inverter and the system
levels. Fig. 5 illustrates grid voltage uy.. and load current 7;,44
in normal condition.

TABLE 1II
INVERTER PARAMETER

u*
Pbcd,qv} =G, [_:d,qv} + Zcupccd,q (29) Parameter Symbol Value
Lgd,qi Yrd,qi DC voltage Vbc 900
Zg (5) G (5) Droop coefficients in VSI kp, kp 0.00157, 0.0076
% 0 Virtual Impedance in VSI Ry, Ly 2, 30mH
G, = | Zovls ) gv (¢ Zoi(5)Gai(5) (30) Voltage Loop PI in VSI kvpu, kviv 0.015, 10
Z0i (8)+Z4i(5) Current Loop PI in VSI Eipv, kiiv 70, 400
Zoo (5) Power Loop PI in CSI Kppi, Epii 0.005, 0.1
#m Current Loop PI in CSI kipi, kiii 70, 400
Z. = LT (31) Tnverter side inductance in VSI [ Lz, Ry, 8mH, 0.3Q
Z0i(8)+Zgi(s) | Grid side inductance in VSI gus 11mH, 2.5
. . . s Capacitor in VSI and CSI Cro, Cps 47uF
Accorlng to equation (24), (29) s mampulated as, Inverter side inductance in CSI Lyi, Rys 8mH, 0.3Q2
Gim Gos 7 N Grid side inductance in CSI Lgi, Rgi 10mH, 2.4%)
Ucd, Zrowu (8)+Zgu Upg
[ ] = (Get Ze | Ter 000 | ) [ o
gd,qi Zoi(8)+ Zgi(s)/ | fd.qi
Generally, the small signal model of the PESG is derived as, . Load Current 100- Grid Voltage
3 S o I YISV Y
Au Aur s 200 200 0T
A — (G4 ZH) | T 33 & oflmAIAMATAAT g ol AN
Aigq, qi Alfd,qi 3 -20 JUNAASAASAA A 8 -200 AN o Lill
GimG GimZoiGii . 4008 0.6 07 Y 06 07 ‘
where H = [;— 2T Zorle +°é_q,-,’(s)]' The eigenvalues of Tise (6) Times)
closed transfer function matrix G, = G + Z.H can access
the stability of whole system. Once anyone of eigenvalues shift Fig. 5. Grid Voltage and Load Current
to RHP, the grid is not stable.
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Fig. 6. 4j0ad; Upce, THD and SPM in Case 1
A. Case 1

A cyber attack occurs at VSI’s controller. The proportion
parameter in PI controller is modified from 70 to 0.7, which
can be represented by p = 0.01p, Tsracr = 0.5 — 0.7s. Fig. 6
shows load current ¢;,,q and PCC node voltage uy... It can be
observed that voltage and current deflect their normal status.
There is a tremendous increase in THD in Fig. 6(c). Also,
voltage SPM illustrates the voltage performance during the
attack. In Fig. 6(d), the blue, red, and yellow trajectories
represent three different periods of voltage distortion, which
is before-attack (normal), attack, and after-attack, respectively.
The normal current is the blue cycle, a unit cycle. When a
cyber attack occurs, the blue cycle turns into a red cycle, in
which a deviation is generated. When the attack stops, the
red cycle becomes yellow, which means the system recovers
to normal conditions. Because it takes a little time for the
system to restore, the yellow one is not a standard unit circle.
Based on the distorted current and voltage, it can be speculated
that the inverter controller might be unstable due to this cyber
attack.

To evaluate system status, both impedance-based and small-
signal stability methods are applied. Figs. 7 (a,b) are the
Nyquist plot and pole-zero map of a small loop gain 7},,. Ob-
viously, discrepancy between P(T,,,) and N_q jo(T,) equals
two, which means the system is unstable. Also, there are
several eigenvalues of closed transfer matrix G, shift to the
RHP in Fig. 7(c). To figure out the cause of the instability
operation status, the pole-zero map of the closed transfer
function of VSI's controller is drawn in Fig. 7(d), which
concludes that VSI’s controller is destroyed due to cyber
attacks.

B. Case 2

A cyber attack compromises VSI’s controller sensor. The
inductance current % f(t) is changed into a fake one, i},
expressed as ¥ = 0.1y, Tuttack = 0.5 — 0.7s. Fig. 8(a,b)
shows the load current 4,44 and node PCC voltage ... Both
t1oad and up.. deviate from their normal waveform due to the
wrong measurement. Fig. 8(c,d) describes the distortion degree
of load current and grid voltage. Impedance-based and small
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Fig. 7. Nyquist and PZ map plot of T},, Eigenvalue, and G, PZ map in
Case 1
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Fig. 8. 410ad, Upce, THD and SPM in Case 2

signal stability methods are applied to evaluate system status.
The difference between P(T5,) and N_; jo(T,,) is obtained
easily from Fig. 9 (a,c). Thus, the system is unstable because
P(T,,) — N_1,j0(T;») = 2. The same conclusion is also made
from Fig. 9(c), in which several eigenvalues of G;,, move to
RHP.

C. Case 3

According to case one and case two , two security assess-
ment criteria are effective for PESG due to cyber attacks.
To monitor system status, these methods are also used to
exhibit the system vulnerability under cyber attacks. When
an inverter controller sensor is attacked, the system will enter
into different operation region under different PI parameters in
the controller. In this section, two cyber attacks temper sensor
and controller in VSI successively. They can be indicated as
9 = 0.4y (attack I), Tyyqitack = 0.5 — 0.7s, p = 0.07p (attack
1), Thattack = 0.6 — 0.7s. Load current ¢;,,4 and node PCC
voltage .. are drawn in Fig. 10(a,b). In the period-I (0.5-
0.6s), VSI's controller sensor is attacked. In Fig. 10(c,d), THD
and SPM show that this sensor attack’s impact is limited, and
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Fig. 10. 41044, Upce, THD and SPM in Case 3

the system is still stable during the period-I. The second attack,
which changes the PI parameter in the current loop of VSI’s
controller, begins at 0.6s. According to Fig. 11(a,b), system
is still stable, since P(T,,) — N_1 o(T,) = 0. But from
Fig. 10(c,d), distortion appears in the current and voltage in
period-11(0.6-0.7s). THD of load current 4;,,4 approaches 5%.
The green circle is not a unit one, which means deviation is
generated in voltage waveform.
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Fig. 11. 41044, Upce, THD and SPM in Case 3

The eigenvalues of the closed transfer function matrix in
different situations are shown in Fig. 11(c) to further analyze
the security of PESG. Compared with the normal condition,
eigenvalues move closer to RHP after sensor attack. It also
exhibits that the inverters’ controller parameter has significant
impacts on the system security operation margin. Thus, the
system is more likely to collapse due to cyber attacks on
PI parameters. This also explains why current and voltage
distortion appear in period-II. Thus, two stability methods help
operators evaluate security vulnerability.

V. CONCLUSION

This paper presents a comprehensive methodology to assess
the stability and security under cyber attacks. For validation,
two parallel inverters based power grid is modeled; two per-
formance indexes and two stability assessment methodologies
are proposed to evaluate the system condition under different
cyber attacks. To obtain insight into impacts of a cyber attack,
the evaluation index calculation considers three different time
periods. A comprehensive assessment methodology that com-
bines evaluation index and stability criterion is validated by
simulation, which could be used for evaluation of the system
vulnerability.
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