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Vulnerability Assessments of Electric Drive Systems
due to Sensor Data Integrity Attacks

Bowen Yang, Lulu Guo, Fangyu Li, Jin Ye, Wenzhan Song

Abstract—In this paper, a systematic and generalized method-
ology is originally proposed to assess the vulnerability of electric
drive systems due to sensor data integrity attacks. Novel evalu-
ation metrics from the perspectives of steady-sate and transient
performance of electric drive systems are established to evaluate
the system condition under different attacks. By using these
metrics, innovative index-based resilience and security criteria,
together with the stability theorem, are proposed specifically for
electric drive systems, which can then be used for cyber attack
detection and diagnosis in a more systematic manner. Then, based
on the simulation results under 15 attack cases (5 typical types),
the qualitative attack impacts on the dynamic characteristics and
the statistical damage of different cyber attacks to the defined
metrics are analyzed, which can serve as useful guidelines for
attack detection, diagnosis and countermeasures.

Index Terms—cyber physical system, cyber security, industrial
system, electric drive system.

I. INTRODUCTION

ECENT years have witnessed a significant development

in cyber-physical systems, which has permeated modern
industrial systems, including energy production, power electron-
ics, manufacturing, and automotive industry [1]. However, due
to a large number of communications and complex networks,
it also brings cybersecurity concerns [2], [3]. Especially for
the electric systems (like power grids, wind farms and electric
vehicles), as huge amount of energy contained in the power
equipment is fully controlled by networked electronic units,
the systems are directly exposed to the cyber threats. Once
the attackers have compromised any of the controllers without
being detected, catastrophic damages are usually inevitable.
For instance, on August 14, 2003, a large scale electric power
blackout occurred in North America which was caused by a
software program failure in the power system, and this events
affected around 50 million people and 61,800 megawatts of
electric loads [4]. In 2010, a computer worm ’Stuxnet’ was
discovered targeting Siemens industrial software and equipment
to unstable the power system operation [5], [6]. In addition to
power systems, electric drive systems, which are playing an
increasingly important role in industrial applications, can also
be attacked through maliciously modifying controller in real-life
applications. In 2015, an unnamed steel mill in Germany was
attacked. The hackers were reported to maliciously manipulate
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the control system such that a blast furnace could not be
properly shut down, resulting in unspecified massive damage.
This is the second confirmed case of a cyber-physical attack
that caused physical destruction of equipment after Stuxnet [7].
Most recently, in March 2019, hackers in Tencent Keen Security
Lab attacked Tesla’s autopilot and manipulated the control of
the vehicle that is powered by electric drive systems. This
cyber-attack can have serious consequences such as causing
the electric vehicle to suddenly switching lanes [8]. In August
2019, security researchers found a zero-day vulnerability in a
popular building controller used for managing various systems,
including HVAC (heating, ventilation, and air conditioning) [9],
and they were able to maliciously modify the controller
such as through modifying sensors (for instance, temperature
sensors). This will later adversely impact HVAC systems, which
are primarily electric drive systems. Therefore, electric drive
systems are vulnerable to a variety of cyber-attacks, including
sensor data integrity attack we study in this paper. These cyber-
attack events have received an increasing concern, but have not
yet been addressed in many industrial applications. Realistically,
manufacturers may implant trojans in the controllers, or
attackers may initiate the port scan to find the weak point
in cyber networks and implant a malware for data integrity
attacks. Therefore we consider a general electric drive system
shown in Fig. 1, which are vulnerable to a variety of cyber-
attacks. We use attack vectors denoted in red to represent
potential cyber-attacks on electric drive systems. For example,
local sensor signals could be modified or blocked to make
the system unstable (attack A); or control signals from higher
level controllers could be delayed or fabricated to lower the
system efficiency (attack C); or even more malicious attacks
could target on the switching signals to make power modules
nonfunctional (attack D), etc.

To address these cyber attack issues on electric systems,
cyber security has received increasing attention and much
effort has been devoted to vulnerability assessment, cyber-
physical attack detection and resilient control. In the field
of smart grids, [10] analyzed the data integrity attacks on
automatic generation control loop. In [11], the cyber security
policies for flexible alternating current transmission devices
are discussed. In [12], [13], intrusion detection methods are
proposed for advanced metering infrastructures and power
system operations. In [14], [15], advanced data processing
approaches (e.g. data mining and neural network) are used
to detect and classify different cyber attacks targeting on
smart grids. With regard to vulnerability assessment, [16]
presented the impact of integrity attacks on electric market
operations; [17] used reachability methods in graph theory
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: General diagram of the electric drive systems.

to assess the risks and vulnerabilities of two-area power
systems; [18] proposed the attack and defence modeling for
critical cyber infrastructures. In addition, in [19]-[21], methods
of assessment, detection and possible countermeasures for
process control systems have been researched.

However, cyber security works in smart grids and critical
infrastructure are mostly focused on system-level, to the best
of our knowledge, to date, no works have been developed for
device-level cyber security in electric drive systems, which are
an important and vulnerable part of industrial environments
(e.g. electric vehicle, intelligent manufacturing, renewable
energy and smart city). Fig. 1 shows a general diagram of
the electric drive systems with a large number of information
exchanges between sensors and local/higher controllers, which
are vulnerable to cyber and physical threats. Although some
methods for smart grids can be effective in addressing some
types of cyber attacks, they can hardly be applied to electric
drive systems directly. The reasons are as follows: (1) existing
resilient control methodologies for smart grids mainly focus
on few metrics such as active (or reactive) power, system
frequency, node voltage, and power angle, which may be
unfeasible for electric drive systems; (2) the power equipment
(like generators, motors, transformers and transmission lines)
are often modeled as voltage sources, impedance, or electric
power loads in power grids to simplify vulnerability assessment
since only stability, efficiency and economic performances of
the grid are of concern. However, in electric drive systems,
more detailed models (device and system) and different metrics
should be considered to evaluate the system comprehensively.
For example, an electric vehicle requires fast and accurate
tracking of the torque and speed references to ensure dynamic
performance, low torque ripple to reduce mechanic vibrations
and noise, low current total harmonics distortion (THD) and
high power factor to extend the life cycle of battery packs,
as well as minimizing power losses to enhance the driving
range. Therefore, it is essential and important to emphasize
the cyber security challenge of the electric drive systems, and

novel methodologies of vulnerability assessment, detection and
resilient control should be developed. Among these works, in
this paper, we present a first, systematic methodology to assess
the vulnerability of electric drive systems due to sensor data
integrity attacks. The contributions are as follows:

« Novel evaluation metrics specific to electric drive systems
are established to evaluate the system condition under a
variety of sensor data integrity attacks, including more
realistic and sophisticated attacks.

« Together with the stability theorem, innovative index-based
resilience and security criteria are proposed specifically
for electric drive systems by considering the nonlinear
characteristics, which can then be used for cyber attack
detection and diagnosis in a more systematic manner.

« The qualitative attack impact on the dynamic performance
and the statistical results of impact index due to different
cyber attacks are analyzed, which can serve as useful
guidelines for attack detection, diagnosis and countermea-
sures.

The paper is organized as follows. In section II, the cyber-
physical model of electric drive system is introduced. The
evaluation metrics are discussed in section III. Then, section
IV focuses on the mathematical modeling of typical sensor
integrity attacks. In section V, stability, security and resiliency
analysis, simulation results under different integrity attacks, and
vulnerability assessments are given. Finally, the conclusions
are summarized in section VI

II. CYBER PHYSICAL MODELING OF IPM BASED ELECTRIC
DRIVE SYSTEM

Fig. 2 shows the cyber-physical model of an IPM-based
electric drive system. In the physical part, the battery packs
and DC/DC converter form the DC power supply, which can
provide the power input to the DC/AC inverter. Then, the
inverter drives the IPM under the control of the PWM signals,
which are generated by the local controller (S; — Sg). Sensors
are implemented on the inverter output ports and sample the
three phase currents of the electric machine windings. The
cyber system is mainly in charge of receiving and processing
the sensor signals, generating the PWM control signals, and
communicating with higher level controllers.

A. IPM models

IPM is currently widely adopted in the applications of electric
vehicles. Under the traditional three phase static reference
frame, the electrical relationships in each phase could be
described as

d
v=Ri+ —A, A=Li

1
7 (1)
with
Laa Lab Lac Laf
| Lva Ly Lpc Lpy
L= Lca ch Lcc ch (2)
Lya Ly Lye Lgg

where voltage vector v = [vg, vp, Ve, v] T, current vector i =
[iayib,ic,i¢]7, flux linkage vector A = [Ag4, Ap, Ae, Af]T and
winding resistance matrix R = diag[R,, Ry, R¢, Ry]. L is the
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Fig. 2: Cyber-physical model of the IPM-based electric drive system.

inductance of and between each phase. More specifically, the
flux linkage Ay = A, is produced by the magnet mounted in
the rotor; vy, iy, Ry represent the equivalent excitation voltage,
current and resistance, respectively; Ly, and Loy, * = a,b,c
reflect the flux linkage in each phase provided by rotor magnet.

To simplify the analysis, Direct-Quadrant-Zero (DQ) trans-
formation is adopted to transfer the variables in the stator static
reference frame to the rotor rotating reference frame. Then the
results could be described as

1) Flux Linkage:

Ag = Lgig + Apm

{ Aq = Lgiq ©)
2) Voltage:

{ Vg = Rsid + de'titd — weLqiq (4)

Vg = Ryig + Ly Gt + weLdia + welApm
3) Torque:
3 . .
T, = §p[Apmzq + (Lq — Lg)iaiq) (5)

where Lg and L, are the inductance of d-axis and g-axis; w, is
the electrical angular speed; p is number of pole pairs; and R,
is the equivalent winding resistance in the DQ reference frame.
It should be noted that when the stator winding is connected in
'Y’ model, the zero component will always be 0 as suggested
by Kirchhoffs Law. That is the reason why zero component is
not included in the DQ model described above.

A
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Fig. 3: Control diagram of three PI controllers.

B. PI controllers

PI (Proportional-Integral) controllers are one of the most
widely used controllers in the industrial environment, so the

electric drive system researched in this paper adopts three PI
controllers, as shown in Figs. 2-3, to regulate the error between
the reference and the actual torque, d-axis and g-axis current.

C. Reference Current Vector Optimization

As shown in Fig. 3, the reference current vector [ig,44]7
is selected to track the torque command. To achieve the
maximum system efficiency while producing the same torque, a
widely implemented algorithm, Maximum-Torque-Per-Ampere
(MTPA), is adopted to optimize the current vectors. The
diagram of the optimization is shown in Fig. 4, where the
blue circle denotes the current limits and the red ellipse is
the voltage limits; the yellow and green trajectories are MTPA
and Maximum-Torque-Per-Voltage (MTPV), respectively; the
purple trajectory defines the constant torque profile. Detailed
procedures of the algorithm are described below:

1) If the system is operating with a speed lower than the
basic speed wy, the reference current vector should follow
the MTPA trajectory defined by

-

If the speed is higher than w; but lower than we, the
reference current vector should follow MTPA trajectory
while the vector is inside the voltage limit. Otherwise, if
the vector is outside the voltage limit, such as point E, the
current vector should be selected by the Flux Weakening
Control (FWC) as

Apm, 1
Ly  Lq
denoted as point D in the figure.
If the speed is higher than ws, the reference current vector
should follow the MTPA trajectory while the vector is
inside the voltage limit ellipse. Otherwise, the current
vector should follow the MTPV trajectory defined by

Aprm
Z(Lq - Ld)

2
AS,

2
KL, - Lo+

gref

(6)

7f.d'r‘ef =

2)

(Vsmam )2 _ (

We

Z'dref = Lqiq'r‘ef)2 (7)

3)

Ldid'r'ef + Apm
Lq

)2 - igref]

Ldidref + Apm
Lq

(La = Lq)[(

+ Apm )=0 (®
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Generally speaking, the grey region in Fig. 4 (OABC) is where
the optimal reference current vector should be selected.
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Fig. 4: Diagram of the reference current vector optimization.

III. EVALUATION METRICS

In order to provide an insight into the impact of sensor attacks
on the system, as well as to give a guideline for developing
monitoring and detection methodology, we propose to use a
series of new metrics below. To obtain the transient process of
the attack, all metrics are calculated within a sliding window,
denoted as 7.

A. Torque Ripple and Speed Ripple

The torque and speed ripple (marked as S; and Sy, re-
spectively) reflect the mechanical characteristics, which are of
vital importance to an electric drive system. Large torque or
speed ripple can normally bring damages to the mechanical
components such as rotor and shaft, and can lead to other
negative consequences like drive performance discomfort in
electric vehicles and poor motion accuracy in manufacturing
and servo systems. The two indices are defined as

maz{T(t)} — min{T(t)}
ave{T(t)}

max{n(t)} — min{n(t)}
ave{n(t)}

where t € [to, to+ T]; T and n are the electromagnetic torque

and the rotating speed.

S1(to)
€))

Sa(to) =

B. Current Distortion Index

The current distortion index S3 is defined to show the degree
of current distortion caused by the attack, expressed as

JI PHdf + [ (f)df
S s

where I(f) is the amplitude of the phase current in frequency
domain after the Fourier Transformation. As harmonics apart
from operating frequency may lead to damage to hardware

S3 = (10)

devices such as battery packs and IGBTs in the inverter,
the distortion should be maintained as low as possible. The
dominant current frequency is found to fluctuate around the
operating point, and thus a frequency band [ f;, f,,] is introduced
here to differentiate the normal frequency fluctuation and the
current distortion caused by attacks,defined by

fu=To+Af, fi=fo—Af. (an

Here fj is the operating frequency calculated from the average
speed, and A f denotes the bandwidth.

C. Torque Tracking Error

The torque tracking error, due to the ability to depict the
dynamic response characteristic, is normally defined to measure
the torque tracking performance and determine whether the
system is working at desired operating point. It is defined by

oV E T s ) T P
1T ave{Tres (1)}

where T} s is torque reference; T, denotes actual torque which
could be directly measured or calculated by the phase current.

(12)

D. Three Phase Current Unbalance Components

The three phase current unbalance components is calculated
by the asymmetric components methods, which reflects the
asymmetry features among three phase currents. The detailed
calculating procedure is shown in Fig. 5, wherein, [N — Park]
is the Park transformation matrix in the negative sequence;
LPF represents low pass filter and is derived by

__@r-f)?
=G

where f is the cut-off frequency. Then, the index S5 is the
amplitude of the unbalance components, calculated by

S5 = v a? + b2

The unbalance current will bring a great damage to the system,
even leading to instability. Normally, if the system is on healthy
condition, the unbalance components are approximately zero;
if not, there probably exist some attacks or faults.

A=

Fig. 5: Calculation procedure of Ss.

13)

(14)

|.a,)

[N-Park] v,

LPF Fen [-»Ss

E. Impact Index

As these five metrics describe different characteristics of the
electric drive system respectively, a more general impact index
Kimp is proposed for the purpose of comprehensive assessment.
The calculation of Ky, is shown as

5
Kimp =Y ks (15)
z=1
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where kf;;p is the impact factor for each evaluation metrics.
The calculation expression is shown as

attack after—attack
kS + k2

Sz —_— J—
kimp - ( knm’mal 2)’ (16)
X
where kgttack — fafter—attack = gnormal are the root-mean-

square of S; — S5 during the attack period, beyond attack
period and the normal period. The detail calculation process
are shown as Eq. 17, where Tastacks Efte'r'—attack, Tnormal are
the different time periods.

k;ttack — 1 / S%dt,
7:1/“(1(«']4 Tattack

kgormal — 1 / S%dt (17)
Trormal Trnormal

kafterfattack:
T

1
Efter—attack Taftcr—attack

IV. ATTACK MODELING

To quantitatively analyze the impact of cyber attacks on
electric drive systems, we suppose the real and fake feedback
measurements are denoted as y and ¢, respectively, and the
time horizon under attack is TaTk = [to, to + T). Then, two
common attacks are modeled as

. [y (t ¢ Tark)
y_{ -y (tGTATK) (18)
. [y (t ¢ TaTk)
y‘{ y+B (t€Tark) (1%

where tg is the start time of the attack, and T}, is the time of
attack duration. In the above attack model, «v could be greater
than 1, meaning the signal is falsely amplified, or smaller than
1, meaning the signal is falsely reduced; 3 could be a constant
or a complex function. In this paper, 8 is modeled as three
different functions: a white noise injection, a decaying high
frequency harmonics injection, and a periodic pulse injection,
which can be expressed as follows:

(8 = white noise 20)
which is defined by the energy and sampling time;
B=Ae ! .sin(2r - f 1) 1)

where A, 7, and f represent the oscillation amplitude, decaying
coefficient, and oscillation frequency, respectively;

(K (KT,<t<D-T,+kT,)
10 (DT, +kT, <t<(k+1)T,)

where k is an integer, and D, T, K are the duty cycle, signal
period and attack amplitude, respectively. Based on such attack
models, five specific types attacks are established targeting on
single phase, two phases and three phases respectively, which
results in fifteen cases as shown in Table I. It should be pointed
out that all these 15 cases are not meticulously designed for
some specific attack purpose. Nevertheless, they could be used
as preliminary demonstrations

B=7(t) (22)

V. SIMULATION RESULTS AND IMPACT ANALYSIS

To analyze the impact of the attack cases in Table I, a SOkW
IPM-based electric drive system is built in MATLAB Simulink
with the same hardware topology and controller diagram shown
in Fig. 2. Three main works are presented here: 1) basing on
the defined evaluation metrics and control theory, we propose
an analytic methodology of evaluating system stability, security
and resilience, and the metric-based boundaries can be used
further to detect the malicious attacks online; 2) qualitative and
quantitative impact of attacks are analyzed in detail, and then
general guidelines are summarized; 3) the statistical graph is
shown in the last part, under which, we evaluate the potential
damage and influence of different types of attacks on the defined
metrics, which can serve as guidelines for attack detection and
countermeasures in real-life applications.

A. Stability, Security, and Resilience of the System

1) Stability of the system: As the system is a high order
nonlinear system, it is hard to find a proper Lyapunov function
to establish the stability criteria. Therefore, to illustrate the
system stability, we propose a proposition in a broad sense.

Proposition 1. Given a continuous state space X C R", if the
system has an equilibrium point X, and there exists a set B",
which satisfies: 1) B™ CR"™; 2) Xo C B™; 3) for any initial
point Xog C B", the state space X will eventually converge
to the equilibrium point Xe. Then, the system is stable in B",
and B" is defined as stable region of the system around the
equilibrium point Xe.

Fig. 6 shows the 2-D phase portrait (¢4, i4) of the system.
As long as the state space trajectory of the system belongs
B" during the attack, the system will be stable. As shown
in Fig 6, when a minor attack occurs, the deviation from the
initial point is quite small and the whole phase trajectory is
inside the boundary B”, the system is stable; however, if the
attack is drastic, as the red trajectory, the operating point will
go beyond B"”, thus the system becomes unstable.

2) Security of the system: To evaluate the security of the
system, we define metric-based boundaries, as

Proposition 2. Define S,,, m 1,2,3... as a system

evaluation metrics. If a boundary K, = [k[3, o kypper| could
be found, which has the following properties: 1) ki, .. and
kiyper is finite; 2) if Sy, € K, the damage caused by the
attacks are acceptable. Then, the system is secure.

Fig. 7 shows the index S7 under two cyber attacks. Although
the index under ATK — 1 can come to the equilibrium range
after attack is removed, during the dynamic process, the damage
caused by the attacks are not acceptable (S; ¢ K1) and thus
the system is not secure.

3) Resilience of the system: The resilience refers to the
ability of recovery after suffering from malicious attacks. We
consider the recovery time 7). ,, of the mth index S, (m =
1,2,...) from the time when the attack is withdrawn to the
time when the index restores to its original value. Then, the
boundary reflecting the resilience is defined as:
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TABLE I: Attack Modeling and Case Definition

. Attack Targets
Case Definition
Phase A | Phase A and B | Phase A, B and C
N a = 0.8 (type 1) Case 1 Case 6 Case 11
=«
Y Y a = 1.2 (type 2) Case 2 Case 7 Case 12
B = noise (type 3) Case 3 Case 8 Case 13
g=y+p B = 25¢~ /91 .sin(27 - 200 - ) (type 4) Case 4 Case 9 Case 14
B = Z(t) where K = 30,Ts = 0.001, D = 0.25 (type 5) | Case 5 Case 10 Case 15
70 I<I:|—Iq Dorlnain
Estimating
60 Stable Region
50 I P
40 ‘ 4 7
S 0L
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.30 . =
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o | ) QT
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Fig. 6: Phase Portrait of id and iq under sensor attacks.

Proposition 3. Define T, ,,, m = 1,2,... as the system

. . _ T, m T,Mm
evaluation metrics. If a boundary Ty, = [T ”%313%7"]
:

could be found, which has the following properties: 1) T},
and ng;}er is finite; 2) as long as Ty ,, € Ty m, Trm could
restore to its original value when the attack is withdrawn. Then,

the system is resilient.

This boundary represents the resilience performance of the
studied electric drive system. The larger boundary demonstrate
the better resilience of the systems against cyber attacks.

4) Remarks: The metric-based boundaries could be obtained
through massive simulations or experiments, and may vary with
different application scenarios. In this subsection, we suppose
the electric drive system is applied to a four-wheel driven
electric vehicles. Then, the torque ripple (S7) boundary could
be selected as [0,0.2] to avoid destroying the yaw stability.

B. Simulation Results Under Sensor Attacks

Based on the evaluation metrics and index introduced in
section III, 15 caces in Table I are simulated and analyzed.
Table II shows the detail results of the impact index for each
cases, which is calculated through Eq. 15-Eq. 17. Among these
results in Table II, the ones in case 13 - case 15 are strangely
identical. The reason is that in these three cases, sensors of
three phases are added by the same false signals, which means
all false signals will be transferred to zero-axis component after
DQZ transformation. As the control algorithms only adopt d-

Fig. 7: Metrics boundary in phase portrait.

and g-axis information, false signals in these three cases will
not influence the controller performance. Meanwhile, besides
these three, we present several cases for better observation,
and a sliding window is constructed on the time axis. The
trajectories are plotted in Figs. 8-13. It should be pointed out
that due to the simple relationship between torque and rotation
speed in this model and the similarity between the profiles
of S and Ss, these two metrics are drawn in one figure, for
the space saving purpose. Besides, current distortion Ss3 is
calculated from phase A current, which is always one of the
attack targets in the simulation.

1) Case 1: y = 0.8y, t € Tark, targeting phase A: Fig. 8
shows the results when the feedback signal of phase A is
reduced to 80% of the original value. It can be observed that
this reduction can heavily deflect the actual current from its
reference. Once the current of phase A increases, the current
of phase B and phase C will drop to achieve the Kirchhoff
current theorem. As a consequence, the three phases become
unbalanced, which is reflected by S5 profile. Meanwhile, as the
inaccuracy of the current value, torque ripple will be increased
and the current distortion will be worsened. It is also worth
noting that all five metrics are bounded in the whole process
and when the attack is eliminated, the system performance
could be restored while a transient process is required.

2) Case 2: § = 1.2y, t € Tark, targeting phase A:
Fig. 9 shows the results when phase A current sensor signal
is enlarged by 1.2 times. From the results we can see that
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TABLE II: Detailed Simulation Results of the Impact Index

Torque Ripple & Speed Ripple (S1 & S2) Current Distortion (S3)

0.50

kiilp k;gri,p k;grpr kfr:,p k;snip ICIWP 0.40 ‘ij_/ -
1 1.689 1492 -0.003 1275 9.521 27.40 030 :
2 1.616 14.16 -0.006 0948 7427 24.15 020
3 [ 1.023 4375 -0.007 0.024 0088 5503 | .o .
4 3.090 6.446 0.034 1.664 3.1781 14.41 1.0 14 1.2 13 ﬁr:.f(s)1'5 6 17 18 10 14 12 13 14 A5 16 17 18
5 11.15 31.93 0.226 4.534 3.899 51.74 Torqlfe Tracking Error RMS (S4) Current Unbalance Com;.)onent (A) (S5)
6 | 1.995 2812 0005 2014 10865 4301 | °° ' '
7 | 1783 2541 -0.003 1448 6567 3520 | °°
8 1.576  5.086 -0.008 0.059 0.126  6.838 010 o
9 | 2757 6263 0.006 1.612 2.663 13.30 0.05
10 | 10.32 29.35 0.087 4.271 3.098 47.12 0.00 ; ;
10 11 12 13_14 15 16 17 18 10 11 12 13 _14 15 16 1.7 18
11 | 0471 3749 0.005 1.940 0.350 40.26 Time (s) Time(s)
121 0946 3625 0.001 1.862 -0.074  38.98 Fig. 8: Case 1: reducing attack, y = 0.8y, t € T aTk, targeting
13 | -0.048 -0.089 -0.012 -0.225 -0.008 -0.383 phase A.
14 | -0.048 -0.089 -0.012 -0.225 -0.008 -0.383
151 -0.048 -0.089 -0.012 -0.225 -0.008 -0.383 Torque Ripple & Speed Ripple (S1 & $2) Current Distortion (S3)
0.60 e e . i i
0.50
through the attack duration, the current of phase A decreases 2:2 F—'J L .
heavily, and that smaller current in phase A can lead to larger " Ta )
current in phase B and phase C. As the required torque cannot 010 '
be provided in time, the torque controller intends to request 0.001'0 1T 12 13 14 15 16 17 18 10 11 152 T3 14 15 16 17 1.8
larger current, which may cause the controller saturation, higher Torque Trac;?rr:‘; Enor RMS (s4) Current Unbalance. Eznponem (A) (S5)
current distortion, tracking error and ripples. Meanwhile, we 2 250 5
notice that the changing pattern of the current distortion S5 is

opposite between case 1 and case 2, which could be a helpful
tools to distinguish increasing attacks and decreasing attacks.

3) Case 4: ) = y+ 25e~ /%1 .sin(27 - 200 - t), t € TaTk,
targeting phase A.: Case 4 demonstrates the impact when a
decaying high frequency harmonics is introduced to phase A
current feedback signals. The magnitude of the harmonics is
25 ampere, the decaying coefficient is 0.1 and the oscillation
frequency is 200Hz. The results are shown in Fig. 10. As shown
in the figure, all metrics have a step change, and then a decaying
change similar to the attack appeals. This feature could be an
useful tool for detecting and diagnosing the decaying attacks.
However, it should be noted that some physical faults also has
the decaying characteristics such as some short circuit faults. So
in real application, it should be addressed with enough attention
for distinguishing physical faults and malicious attacks.

4) Case 5: § =y + Z(t), t € Tark, targeting phase A:
Case 5 discusses the attack with a periodic pulse signal defined
by Eq.(22), where f = 1000Hz, K = 30A,D = 0.25. As
the results shown in Fig.11, the system will have a periodic
fluctuation with the similar frequency of the attack. Like case
4, this feature could be used to determine if the attacks are
periodic. From case 4 and case 5, it is obvious that when some
false signals are injected to the sensor signals, the metrics
response will have similar pattern to the injected signals. This
could be used as one of the detection and diagnosis criteria.

5) Case 8: § = y + white noise, t € Tark, targeting
phase A and phase B: Case 8 talks about double phases
attack with white noise. Such attacks are rather more difficult
to detect and diagnosis, because white noise is a inherent
attribute for all sensors. It could easily trick people into wrong
diagnostic conclusions, such as device aging or environment

Tark

0.00

1.0 117 12 13_14 15 16 17 18 10 11 12 13 _14 15 16 1.7 18
Time (s) Time(s)

Fig. 9: Case 2: enlarging attacks, ¢
targeting phase A.

1.2y, t € Tark,

change. The results are shown in Fig.12. When the same noise
is injected to two phases (phase A and phase B), the three
phase current balance is damaged, but the current distortion is
likely to maintain the healthy conditions as the noise power is
relatively small. However, such small power noise is able to
generate significant torque ripple. This case shows that not all
evaluation metrics could reflect a deliberate designed attack, so
the detection and diagnosis process need to consider enough
evaluation metrics to come up with the accurate conclusion.

6) Case 13: § = y + white noise, t € T aTk, targeting
phase A, phase B and phase C: When the noise is injected
into all three sensors, the results of case 13 are shown in Fig.13.
It is hard to distinguish the attack duration from the metrics
waveform as the white noise power is relatively small. So this
kind of attacks may not change the system operating conditions
a lot. However, this also means this kind of attacks are hard to
detect. In this case, the white noise could be brought by cyber
attacks like interception, where the system operation is not
affected but the system information is lost. Meanwhile, once
the noise power becomes larger, it also could make the system
unstable as demonstrated in section IV-A.

From the features of simulation results and the impact
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Fig. 10: Case 4: decaying high frequency harmonics, § =
y+25e~t/01 .gin(27-200 - t), t € T aTk, targeting phase A.
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Fig. 12: Case 8: § = y + white noise, ¢t € T aTk, targeting
phase A and phase B.
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Fig. 11: Case 5: periodic pulse injection, § = y + .Z(t),
t € TaTk, targeting phase A.

analysis of several typical cyber attacks, an guideline for the
sensor attack detection and diagnosis can be summarized:

1) When one or more of the aforementioned performance
metrics have drastic variation, there is likely an attack
targeting on the system.

If the metrics profiles maintain similar to the healthy
operation conditions, it could be assumed that the system
is not under attacks or the attack is minor and do not
harm the system operating performance.

When profile of the current distortion S5 has two obvious
spikes, there is likely an attack defined by Eq.(18). Then
its variation pattern could be used to determine if the
attack increases or reduces the feedback signals.

If the current unbalance component (S5) profile has a
huge jump, it is likely a single phase attack.

If the current unbalance component (S5) is small or does
not obviously change and other metrics (57 — S4) have
abnormal profiles, it is likely a three phase attack.

If the metrics have a decaying feature, the attack is likely
to have the same decaying signal;

If the metrics have a periodic feature, the attack is likely
an periodic signal with the same frequency.

2)

3)

4)

5)

6)

7)

14 15 16 17 18 10 11 12 13 14 15 16 17 18
Time Time(s)
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10 11 12 13
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13 14
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Fig. 13: Case 13: y = y + white noise, ¢t € TaTk, targeting
phase A, B and C.

C. Vulnerability Assessments of Different Attacks

In order to comprehensively assess the system vulnerability
due to sensor data integrity attacks through the evaluation
metrics and impact index we proposed, two types of common
attacks modeled by Eq. 18 (ATK I) and Eq. 19 (ATK II) are
simulated with & = 0.5--1.5 and 8 = —30--30. The simulation
results are shown in Table III and Table IV, respectively.

From the results shown in Table III, Table IV and Fig. 14, a
ground truth could be proved that the more deviation an attack
could cause, the more sever impact it will bring to the systems.
It should be noticed that the case where a < 0 is not taking
into consideration, because in such case, the feedback control
will become positive, which means the system will be unstable,
and then such attacks could be easily dealt with by protection
components like relays.

Meanwhile, a statistical graph based on the results in Table II
is shown in Fig. 15. In this diagram, each impact index is
analyzed independently in each cases. Then, we can make the
following conclusions:

1) Three phase attacks will barely have impact on the electric

drive system as three phase bias are filtered by DQZ
transformation. Nevertheless, these kinds of attacks may
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TABLE III: Simulation Results of ATK I

« 0.5
Krmp | 88.929
« 1.1
Krmp | 10.359

0.6
65.924
1.2
24.145

0.7
46.015
1.3
36.274

0.8
27.397
1.4
48.755

0.9
11.319
1.5
61.776

TABLE IV: Simulation Results of ATK II

B8 30
Kimp | 82.839
3 5
Kimp | 10.931

-20
52.774
10
24.460

-10
24.773
20
53.273

-5
11.090
30
84.070

also cause security issues from other point of view, such
as information stealing.

The impact of white noise attacks is relatively smaller,
which means such cyber attacks are more difficult to detect.
Besides, the impact of white noise is also dependent on
the noise energy.

Except for three phase additional attacks like case 13-15,
multiple phase attacks could casue more sever impact to
the systems.

Among 15 cases we proposed, none of them has a drastic
impact on kf;flp, which means that these attacks will not
drastically increase the current distortion. Thus, we could
come to the conclusion that increasing current harmonics
distortion requires more sophisticating attacks.

2)

3)

4)

VI. CONCLUSION

This paper presented a first, systematic methodology to
assess the vulnerability of electric drive systems due to sensor
data integrity attacks. For demonstration purpose, an IPM
based electric drive system is modeled, and novel evaluation
metrics from the perspectives of steady-sate and transient
performance are established to evaluate the system condition
under different attacks. Then, a number of typical cyber attacks
are mathematically designed and all evaluation metrics are
calculated in a sliding window to generate time series data of
each cases. Based on the defined metrics and simulation results
under 15 attack cases (5 typical types), we proposed innovative
index-based resilience and security criteria, together with the
stability theorem, specifically for electric drive systems, which
can then be used for cyber attack detection and diagnosis in a
more systematic manner. The qualitative attack impact on the
dynamic characteristics and the statistical damage of different
cyber attacks are analyzed, which can serve as useful guidelines
for attack detection, diagnosis and countermeasures.
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