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Abstract—Cyber attacks and malfunctions challenge the wide
applications of Internet of Things (IoT). Since they are generally
designed as embedded systems, typical auto-sustainable IoT
devices usually have a limited capacity and a low processing
power. Because of the limited computation resources, it is difficult
to apply the traditional techniques designed for personal com-
puters (PCs) or super computers, like traffic analyzers and anti
virus software. In this paper, we propose to leverage statistical
learning methods to characterize the device behavior and flag
deviations as anomalies. Because the system statistics such as
CPU usage cycles, disk usage, etc. can be obtained by IoT
APIs (application program interface), the proposed framework is
platform and device independent. Considering IoT applications,
we train multiple machine learning models to evaluate their
feasibility and suitability. For the target auto-sustainable IoT
devices, which operate well-planned processes, the normal system
performances can be modeled accurately. Based on time series
analysis methods, such as local outlier factor (LOF), cumulative
sum (CUSUM) and the proposed adaptive online thresholding
(AOT), the anomalous behaviors can be effectively detected. Com-
paring their performances on detecting anomalies as well as the
computation sources required, we conclude that relatively simple
machine learning models are more suitable for IoT security, and
a data-driven anomaly detection method is preferred.

Index Terms—Internet of Things (IoT), failure and intrusion
detection, deep learning, machine learning, anomaly detection.

I. INTRODUCTION

L IMITED computation ability and small capacity of Inter-
net of Things (IoT) devices result in poor built-in security

and forensics capabilities [1]. Increasing connectivity between
various devices through the Internet, IoT leverage heteroge-
neous edge nodes (a diverse set of computing resources),
which causes the vulnerability to attacks. Note that, in this
paper, we focus on the auto-sustainable, i.e.,self-organized [2],
IoT devices with limited computation and communication
resources. Unlike traditional computer systems, it is difficult
to frequently update and patch these systems and any such
operation requires months of advanced planning [3], [4]. Thus
traditional signature based intrusion detection systems are
difficult to implement on these embedded devices.

Statistical learning based anomaly detection has been widely
applied and studied in the computer security domain [5],
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[6], [7]. Assuming normal behavior of a device follows a
pattern, thus, models can be trained to learn and predict if
the observed behavior is normal or abnormal. For example,
Al-Garadi et al. [8] made a comprehensive survey on learning
based methods developed for IoT security. In real applications,
some IoT devices are designed to operate self-optimizations
or autonomous system adaptations when unnoticed for cer-
tain time length [9]. If they are known beforehand, these
processes can be considered during the model training. Or,
system administrators can update the model when these system
behaviors are recognized as anomalies. Anomaly detection is
well suited for IoT security since it does not impose any heavy
requirements such as installation of special devices in the
network [10]. Nowadays, the system statistics can be collected
by the application program interfaces (API) associated with the
IoT devices, so the system statistics based anomaly detection
has broad applications. In case of more powerful devices
like Beagle Bone Black (BBB), Raspberry Pi’s or other such
embedded devices which have an operating system on board,
we can even run the model locally. Since different kinds of
anomaly detection models can be trained according to the ap-
plications and hardware configurations, learning based security
methods have a better generalized property in comparison to
traditional signature based intrusion detection systems [8].

Various architectures have been proposed for IoT sys-
tems [11]. Khan et al. described a general architecture and
divided IoT into five layers: perception, network, middleware,
application and business [12]. Apart from known attack vec-
tors, IoT devices in the perception layer are also vulnerable to
various physical attacks since they usually operate in external
environments [13], [14]. An attacker may steal or tamper with
the data that sensors collect. On the network layer, the system
is vulnerable to man-in-the-middle attacks, denial of service
(DoS) attacks [15], etc. The application layer is in many
cases vulnerable to the same attacks that plague traditional
computer systems, i.e., attacks ranging from structured query
language (SQL) injections to authentication failures depending
on the application. The same is true in the case of network
layer devices which use the TCP/IP (transmission control
protocol/Internet protocol) protocol stack for communication,
which is already a very broad attack surface. In our study, we
focus on the IoT security issues on fog services, which are
based on small and low-power computers, such as Raspberry
Pis, to be clustered together as independent and portable mini-
clouds and deployed in indoor or outdoor environments [16].

In this paper, we introduce a statistical learning based
anomaly detection technique to monitor the operation of
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Fig. 1: General system operation workflow for IoT security.

IoT devices and detect possible cyber attacks or malicious
activities. Our technique uses simple system statistics like
CPU usage, memory consumption, network throughput, etc.
to model the normal behavior. Collecting these data can be
relatively trivial compared to running security software locally.
Furthermore, because system statistics can be easily collected
by APIs designed for different IoT platforms, our proposed
approach can be viewed as a platform/device independent
solution. Our contributions are as follows:

1) We use different machine learning models to predict the
behavior of IoT devices and then observe the deviations
from the expected behavior using time series analysis
methods. A general workflow is shown in Fig. 1.

2) Our method can be used for general failure detection
since failures have not been modeled by the prediction
model, so the anomalous behaviors can be detected.

3) We propose a time series analysis based anomaly de-
tection method. The proposed method achieves better
performances than the traditional methods.

4) Comparing the performances and required computation
resources, we discuss the suitabilities of different learn-
ing models with IoT security, and simpler models with
acceptable performances are adapt to IoT applications.

II. RELATED WORK ON IOT SECURITY

In this section, the security threats in IoT and possible
solutions are introduced. Our IoT security solutions are related
to system usage analysis and the existing cyber-physical
systems (CPS) security solutions. Most detection techniques
identifying these attacks are specific to the attack type and try
to adapt traditional security solutions like intrusion detection
systems to IoT. Here, we introduce the previous work in the
related domain to clarify our motivations and innovations.

A. Cyber Security in IoT

Granjal et al. described protocols at various layers of the
IoT stack which are used to ensure reliable and authorized
communication between devices in [17]. This is analogous to
the implementation of various protocols at every layer of the
TCP/IP stack. However, secure communication protocols alone
are not enough to protect networked devices. Da Silva et al.
proposed a rule based intrusion detection system for wireless
sensor networks in [18]. The challenge in adapting this system
for general IoT is to design rules in order to cover numerous
attacks, which may not generalize well. Raza et al. proposed a
light weight intrusion detection system specially designed for
IoT [19]. And, they also proposed a light weight distributed
firewall for IoT networks. Their work, however, is limited to

detecting specific types of attacks on the network layer, leaving
a large number of attacks out of scope of detection.

Another important threat type in IoT networks is DoS
attacks. Kasinathan et al. summarized the following types of
DoS attacks that IoT devices are vulnerable [15]:

1) Jamming: Jamming attacks usually take place at the
lower layers of the IoT architecture. The attacker sends forged
packets to create collisions and force the device to drop
legitimate packets [15]. Raymond et al. discussed the effects
of various DoS attacks on wireless sensor networks [20].
Xu et al. analyzed the efficiency of detecting these attacks
using parameters like packet delivery ratio, signal strength
and carrier sensing time [21]. They found that detection of
a jammer is difficult using these measurements individually.

2) Routing attacks: Routing attacks employ spoofing tech-
niques to alter routing information in order to change the
network structure. Homing attack, desynchronization, hello
flooding, black hole attacks are a few routing attacks against
IoT devices [22]. In hello flooding, the attacker replays hello
messages using a high power transmitter. Even nodes which
are not in range of the broadcasting node will try and connect
to it. This causes unreliable forwarding of traffic. In the black
hole attack, the attacker makes himself a part of the network,
then changes routing information to make most traffic passes
through the attacker’s node and drops the packets [22].

B. Resource Usage Analysis and Anomaly Detection
Resource usage patterns have been modeled for security and

behavior analysis [23]. Caviglione et al. discovered malicious
processes communicating through covert channels, where neu-
ral networks and decision trees were used to detect anomalies
in usage patterns [24]. However, their work mainly targeted on
smart phones, which run a variety of applications unlike IoT
devices that are geared towards specific type of applications.
Sorkunlu et al. used resource usage patterns to detect anoma-
lies in high performance computing (HPC) clusters [23]. Their
technique is geared towards computer clusters but not IoT
devices. In case of IoT devices, the resource usage patterns are
likely periodic since they run a specific application. And, all
features will vary periodically. The values will oscillate around
the mean. This creates a bimodal distribution of data points. So
it is difficult to find a low dimensional approximation since the
principal components will always align towards these periodic
time series due to their high variance.

Anomaly detection in CPS and sensor networks is primarily
applied with the objective of detecting faulty measurements
and failures. Janakiram et al. used Bayesian belief networks
to detect faulty measurements [6], which has to be designed
manually. Also, faulty measurement may not necessarily detect
faults or security breaches. A sensor may still transmit correct
data while being compromised. Ide et al. used correlation
between multiple sensors to form neighborhood graphs [7].
However, their method treated the system as a collection of
sensors. They did not evaluate the deviation of individual
sensors. Also, since they measured the difference between
neighbors, the anomaly may go undetected if it is correlated
across multiple nodes. Ide et al. [25] proposed an eigen decom-
position based anomaly detection method mainly to servers
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and computer devices. Their technique could be adopted
to detect anomalies on IoT networks. But it required the
construction of dependency graphs and modeling the activity
in terms of activity vectors. Also the dependency graphs have
to be constructed from overall network activity which requires
a single node analyzing the network traffic.

III. ALGORITHM AND SYSTEM DESIGN

The purpose of system statistics prediction is to model the
system processes which can produce the given time series. The
modeling error can be calculated as the difference between the
predicted and observed value. Once the model is sufficiently
trained, a high error would signify a deviation from expected
behavior. Thus the error sequence at each time step can be
thresholded using a time series analysis method and any point
above that can be treated as an anomaly.

The prediction of the next step Xpred can be obtained based
on the previous value Xpast:

Xpred = f(Xpast) + ε, (1)

where, f(·) represents a trained model, ε is random noise. The
prediction error E in the time series modeling is then calcu-
lated as the difference between the prediction and observation.
The anomaly detection process based on thresholding τ(·) can
be broadly described as:

τ(data) =

{
anomalous, if E > threshold.

normal, if E < threshold.
(2)

A. Statistical Learning Models

A predictive model gives a value of the time series variables
at the next time sample according to the previous time steps.
There are many ways to model a time series behavior based
on the values of visual and hidden variables. In this paper, we
adopt statistical learning methods to model the IoT system.
From simplicity to complication, linear regression, neural
networks (NN), recurrent neural networks (RNN) models are
introduced, whose performances are compared in Section V.

1) Linear Regression: The linear regression models assume
linear relations between the target sample and the previous
samples. The Markov property is a prerequisite, i.e., the
current sample is only dependent on previous i samples.
For instance, a second order auto regression model can be
written as xi = w0 + w1xi−1 + w2xi−2 + ε, where, w0

is a constant, w1 and w2 are the regression coefficients.
Similarly, a 50th order auto regression model can be written as,
xi = w0+

∑50
n=1 wixi−n+ε, which can be more appropriately

represented in form of matrices:

Xpred = XW +C, (3)

where, Xpred ∈ Rt×1,X ∈ Rt×n,W ∈ Rn×1. The model is
parameterized by the learned weights W can be represented
as a linear function f in Equation (1).

The objective of learning is to obtain accurate estimates of
the regression coefficient parameters wi assure that the error
between the predicted value and true value is minimum. We
use the mean absolute error (MAE) as a metric to measure

how well our model fits the true data, whose definition is
MAE = L(W) = 1

n |(X
pred −Xtrue)|, where Xtrue is the

observed value. The algorithm uses an iterative method, and
stops when the error converges. The weight update based on
the gradient descent can be expressed as, W := W − α ∂L

∂W .
Then, predictions are estimated by Equation (3).

2) Neural Networks: As machine learning models, neural
networks (NN) are good at modeling non-linear relationships.
A general NN architecture is shown in Figure 2. The NN
essentially operates in the same way as Equation (3), but
models a non-linear function. The non-linearity is induced by
using activation functions on the layers. For our experiments,
we use the rectified linear unit (ReLu) activation function,
which can be written as r(x) = max(0, x). In the output layer,
we use a sigmoid activation function as f(x) = ex/(1 + ex).
In our experiments, we try NN with different hyper parameters
and evaluate their performances in the time series modeling
(Details are shown in Section V).

Input
Hidden

Output

Fig. 2: A fully-connected NN model with one single hidden
layer [26].

3) Recurrent Neural Network (RNN): A RNN is similar
to a NN but it has connections across successive time steps.
Thus, it is better at modeling relationships in time series
data. RNNs are essentially fully connected neural networks
unrolled over a specific number of time steps. Vanilla RNNs
are difficult to train since they suffer from problems like
vanishing gradient [27]. Hence several improvements to the
vanilla RNN cell have been proposed. For our experiments,
we used RNN with a gated recurrent unit (GRU) cell, shown
in Figure 3, which can be summarized as.

zt = fg(Wzxt + Uzht−1 + bz), (4)
rt = fg(Wrxt + Urht−1 + br), (5)
ht = (1− zt) ◦ ht−1 (6)

+ zt ◦ fh(Whxt + Uh(rt ◦ ht−1) + bh)

where, xt is the t time input, ht, zt, and rt are the output
vector, update gate vector, and reset gate vector, respectively.
W , U and b are parameter matrices and vector [28]. A single
RNN layer is built by stacking GRU cells such that the ht
of one cell is the input of its adjacent cell. A full RNN is
constructed by stacking these layers on top of each other.

In terms of the computational complexity, we compare
the computation costs of linear regression, NN and RNN
models. Calling n the number of observations and p the
number of weights, the overall complexity of linear regression
should be O(n2p + p3). For a NN layer with li−1 input
nodes, li output nodes, t training examples, and m epochs,
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Fig. 3: A GRU cell used in RNN [29].

the computational complexity is O(mt(li−1 ∗ li)). For a
RNN with H hidden units, I forward-connected units, K
output units and m epochs, the computational complexity is
O(m(IH +H2 +HK)). Note that when m is large, NN and
RNN are much heavier than linear regression.

B. Statistical Anomaly Detection

Based on prediction models, we obtain the differences
between observations and predictions. In order to identify
the anomalous events, the prediction errors are analyzed by
statistical methods. Thresholding based anomaly detection is
an important component of the system for deciding if a
particular point is actually an anomaly or just noise. If the
error probability distribution is known, thresholding can easily
be done by checking if the number of outliers exceeds the
percentage of the distribution. For instance, if the data are
assumed to follow a normal distribution, sample points which
are greater than µ + 3σ or smaller than µ − 3σ (µ is the
mean value and σ is the standard deviation), are very likely
to be anomalies (The probability is greater than 99.7%). Here,
we introduce three different thresholding methods, and their
performances will be later compared in Section V.

1) Local Outlier Factor (LOF): The LOF measures the
local deviation of a given data point A with respect to its
neighbors Nk(A) based on the reachability distance [30]. The
local reachability densities are then compared with those of

the neighbors as LOFk(A) :=

∑
B∈Nk(A)

lrd(B)

lrd(A)

|Nk(A)| , where lrd(·)
is the local reachability density. If LOF value is larger than 1,
the sample point will be recognized as an anomaly.

2) Cumulative Statistics Thresholding: Cumulative sum
control chart (CUSUM) is another time series change point
detection method [31], which calculates a cumulative sum,
defined as a process xn with assigned likelihood weights ωn.
When the CUSUM value exceeds a certain threshold value, a
change point is detected.

3) Adaptive Online Thresholding (AOT): As mentioned
above, a classic threshold for normal distribution data is 3σ.
However, the real applications do not always follow the normal
distribution. Since 99.8% values in our observations are less
than 5σ away from the mean, any value outside the range of
|µ± 5σ| is statistically likely to be an anomaly.

Thus, an AOT method is proposed to obtain a data-driven
threshold based on online statistics. To compute µ and σ

online, we use Welford’s algorithm:

µn =
(n− 1)µn−1 + xn

n
= µn−1 +

xn − µn−1

n
,

σ2
n =

M2,n

n
=
M2,n−1 + (xn − µn−1)(xn − µn)

n
,

(7)

where, M2,n is the second order moment.
In order to allow the historical data to make different

significances, we propose to update thresholds using different
forgetting factors according to the online µ and σ. The initial
threshold is 5σ according to Chebyshev inequality. If a change
point (anomaly) is detected, a small forgetting coefficient
is adopted in the local statistics calculation to balance the
influence from the anomaly. Otherwise, a large forgetting
coefficient is used to characterize more temporal properties.
The algorithm is written in detail in Algorithm 1.

Algorithm 1 The proposed AOT algorithm.
Input: Prediction error
Output: Detected anomalies

Initialize:
Anomalies, expanding mean, threshold as EmptyArray, µ = 0, σ = 0
for i = 1 to Error.length do

if i < 100 and Error[i] > threshold then
expanding mean[i] = µ
threshold[i] = µ+ (λ× σ)
Anomalies[i] = 1
Update λ with small forgetting coefficients

else
µ, σ = Compute running mean, standard deviation.
Update λ with large forgetting coefficients

end if
end for
return Anomalies

Comparing LOF, CUSUM and AOT, the computational
complexity of the statistical anomaly detection step is much
smaller than the statistical learning step discussed in the last
subsection. Specifically, if the number of observations is n,
the complexity of LOF is O(n2), while CUSUM and AOT are
both O(n). Thus, the computation costs of the learning model
training should be given more attentions when considering the
computation overhead.

IV. EXPERIMENT

A. System Setup

In order to simulate a real IoT system operation, we run
a program, which samples random data with a fixed interval
and carries a variety of signal processing, storage, compression
and transmission operations. The system consists of 12 BBB
wireless boards connected to a router in a LAN topology.
Besides, the network contains one aggregation server which
collects and stores the statistics sent by BBB nodes.

B. Attack Design

Recently, a comprehensive IoT attack survey has been made
by [32]. There are various attacks leading to different system
statistics performances. To evaluate our proposed method, we
design a set of cyber attacks, which will be discussed in
Section V-C, as follows:
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• Unauthorized access: Since the target IoT devices are
auto-sustainable, the log-in actions are well planned by
the system administrator. So the accidental log-in usually
lacks of authentication. Then sensitive data manipulation
is the main goal of such attacks [33].

• Port scan: The attackers use a port scan tool to send a
message to each port to test if the port has some weak-
nesses, which can be compromised [34]. The behavior of
this attack can be reflected using the network properties.

• Virus: Virus services attack system weaknesses in IoT
devices. Those programs may send out sensitive data or
run processes [35]. The system performances of virus
services are related to the virus action types.

• Flood: As a kind of DoS attacks, an attacker sends a large
number of packages to make the device unreachable [36].
If the flood attack happens to the network communication,
a large number of received packages can be observed.

TABLE I: System usage statistics used in our experiments.

Attribute Time Series
CPU Usage idle, interrupt, nice, softirq, steal, system,

user, wait
Interface TX lo if dropped, lo if errors, lo if packets, lo

if octets, wlan0 if dropped, wlan0
if errors, wlan0 if packets, wlan0 if octets

Interface RX lo if dropped, lo if errors, lo if packets, lo
if octets, wlan0 if dropped, wlan0

if errors, wlan0 if packets, wlan0 if octets
Disk IO time mmcblk1, mmcblk1p1, mmcblk1boot0,

mmcblk1boot1

C. Data Collection

We use “collectd”, a statistics collection daemon for
Linux/Unix systems, to collect various system statistics from
the 12 BBB nodes [37]. All of these statistics are collected
through collectd by configuring its plug-ins. Each of these
individual statistics may contain multiple attributes. These
are recorded and time stamped accordingly by collectd. The
statistics are then sent to the aggregation server every 5
seconds. This is a reasonable sampling rate as it does not
excessively load the system. We configure collectd to gather
data on the statistics listed in Table I. The aggregation server
has tools to store time series data efficiently and also to
create visualizations for analytics. For storing the data, we use
InfluxDB, a time series database [38], which makes it possible
to query and group data for various devices efficiently. We use
the HTTP API to query for batches of data in order to create
a database for training the machine learning models.

D. Data Preprocessing

The collected data have different amplitude ranges. We
normalize the time series data between 0 and 1. Scaling can
be very sensitive to outliers since the maximum and minimum
of any time series are used for deciding the scaling factor. In
presence of outliers, for instance abnormally high readings,
the other data points may get scaled to a very narrow range.
In order to prevent this, we clip these series to lie between
certain values and then scale them between 0 and 1, as shown

in Figure 4. Some time series in Table I are redundant, i.e.,
they are flat or constant, so not modeled in our experiments.

Fig. 4: Normalized system statistics after preprocessing.

E. Model Training
We use linear regression, NN and RNN models to predict

system behaviors. All the models are implemented using
Keras [39], a deep learning framework with TensorFlow [40]
on the back end. MAE is used as a metric to judge how
well the model has fit the data. We use early stopping to
decide if the model has converged, which keeps a track of
the performance on the validation set. Once the error stops
decreasing, the model training stops. We use 5 fold cross-
validation in the training procedure, which means random 80%
of the data for training and the rest 20% for validation.

V. RESULTS AND EVALUATION

A. Model Suitability
We train and test linear regression, NN, and RNN models

with various window sizes, respectively. The MAE in model-
ing the time series for all models is summarized in Table II.
The results show that models perform best when the window
sizes are around 20 time samples. Figure 5 depicts how the
error changes as the window size varies. From the figure and
table, it is clear that NNs perform the best. The RNNs with
GRU units usually perform better at time series prediction.
However, in our experiments, they show poor performances.
This may be because the time series is too simple to learn
for the RNNs or the data may not be sufficient to converge.
Another observation is that the error rate generally stops
improving when window size is larger than 50 time samples.
Thus, it can be concluded that models can learn the device time
series patterns based on the previous 50 time sample data.

TABLE II: MAE with different models and time window sizes.

Model\Window size MAE ×(10−2)
2 5 10 20 50 100 200

Linear 1.23 0.78 0.76 0.74 0.77 0.83 0.96
NN (1 layer) 0.80 0.69 0.69 0.70 0.68 0.76 0.76
NN (2 layers) 0.80 0.66 0.69 0.67 0.67 0.70 0.72
NN (3 layers) 0.83 0.70 0.70 0.71 0.71 0.75 0.77
RNN (1 layer) 0.88 0.77 0.79 0.80 0.82 1.09 0.87
RNN (2 layers) 0.88 0.77 0.78 0.79 0.78 0.95 1.11
RNN (3 layers) 0.89 0.77 0.78 0.77 0.75 0.74 0.77
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While it is certainly desirable to have a model with very low
error rate, performance can be traded off for lower complexity
and computation requirements. The plots from Figure 5 clearly
show that NNs perform better. But the linear regression model
also performs quite well. Additionally, the linear regression
model is also much simpler than NN, so there is no problem
to run linear regression model on IoT devices.
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Fig. 5: Prediction error vs. window size of different models.

B. Anomaly Detection Method Comparison

In Section III-B, we introduce anomaly detection methods.
Here, we use the F1 score to quantitatively evaluate how well
the methods detect anomalies with different durations. The F1

score is defined as, F1 = 2×precision×recall
precision+recall , where the precision

and recall scores are determined as precision = tp
tp+fp , recall =

tp
tp+fn . And tp, fp and fn stand for true positives, false positives
and false negatives, respectively.

Given a reasonably accurate detector, as the duration of the
anomaly increases, the F1 measure of the anomaly should
increase since the overlap between the true anomaly and
prediction increases. In such a case, the model with the better
F1 measure for a given time window is better for anomaly
detection. Figure 6 shows the F1 and recall scores of the
model for various anomaly durations. The method using AOT
performs better than CUSUM and LOF. Recall score measures
the true positives. Note that the recall score is highest for
LOF method. However, the F1 score is very poor for the same
method. This shows that the LOF method has a lot of false
positives. A probable reason for such poor performance of
LOF is likely to be the violation of the normality assumption.
The LOF method assumes normally distributed data. But the
real distribution is skewed and has a heavy tail. In contrast,
the AOT method decides the decision boundary based on
the percentiles computed on the real distributions. Hence, it
performs the best among other techniques. The actual F1 and
recall scores for all three techniques are shown in Table III.
Note that, the recall of AOT equals 0.5 when the anomaly
duration is 10 seconds, which means the anomaly detection has
started working once we have more than 2 samples available
(the interval is 5 seconds).
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Fig. 6: F1 and recall scores from AOT, CUSUM, LOF using
a linear model with 20 time steps.

TABLE III: F1 & recall scores from different anomaly detec-
tion algorithms with anomaly different durations.

Duration F1 scores Recall scores
(seconds) LOF CUSUM AOT LOF CUSUM AOT

5 0.0005 0.0000 0.0000 0.1667 0.0000 0.0000
10 0.0030 0.0984 0.2000 0.5333 0.4500 0.5000
15 0.0058 0.1818 0.3287 0.6778 0.6111 0.6556
20 0.0088 0.2447 0.4208 0.7750 0.7167 0.7417
25 0.0115 0.3025 0.4979 0.8067 0.7733 0.8000
30 0.0148 0.3773 0.5566 0.8667 0.8111 0.8333
35 0.0171 0.4087 0.5950 0.8619 0.8476 0.8571
40 0.0199 0.4284 0.6204 0.8792 0.8542 0.8750
45 0.0227 0.4631 0.6602 0.8926 0.8593 0.8852
50 0.0254 0.4930 0.6801 0.9000 0.8867 0.9000
55 0.0283 0.5262 0.7026 0.9121 0.8970 0.9091
60 0.0313 0.5375 0.7127 0.9250 0.9056 0.9167
65 0.0340 0.5815 0.7461 0.9308 0.9103 0.9231
70 0.0369 0.6017 0.7500 0.9381 0.9190 0.9286
75 0.0393 0.6150 0.7595 0.9333 0.9178 0.9333
80 0.0425 0.6228 0.7847 0.9479 0.9271 0.9375
85 0.0448 0.6326 0.7837 0.9431 0.9333 0.9412
90 0.0476 0.6524 0.7876 0.9463 0.9315 0.9444
95 0.0507 0.6785 0.8030 0.9561 0.9386 0.9474

C. Anomaly Detection Case Study

1) Unauthorized access: The first synthetic attack simlu-
ates user login and making changes. The prediction results are
generated using a linear regression model with window size of
10 time samples. Figure 7 shows an example of unauthorized
access anomaly detection in system operations. Figure 7a
shows the prediction error with true anomaly marked. The
Figure 7b shows the anomaly detection results using LOF,
while Figure 7c and Figure 7d are those from CUSUM and
AOT. It is clear that the proposed AOT method has the
best performance, because it has the minimum false alarms
and detects the most anomalies, which is exactly the reason
why AOT has the highest F1 score. In addition, with further
investigation, we find that this anomaly was caused due to the
disk IO being extremely high as a result of excess usage.
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Fig. 7: Unauthorized access attack detection comparison
among different thresholding methods. (a) Prediction error.
Detection results from (b) LOF, (c) CUSUM and (d) AOT.

2) Port scan: A port scan attack is simulated using the
Nmap tool [41]. Since the simulated attack is continuous, the
system behavior generates relatively large MAE, which is also
constant to certain value according to the attack strength.

Fig. 8: Port scan attack detection example.

3) Virus: The simulated virus affects multiple system statis-
tics. So Figure 9 shows the prediction error behavior is quite
complicated. However, since our proposed method models nor-
mal behaviors, all the abnormal performances can be detected.

Fig. 9: Virus detection example.

4) Flood: We implement the network flood attacks with
a fixed interval. The periodic anomalies are detected by the
proposed method in Figure 10.

Fig. 10: Flood attack detection example.

VI. CONCLUSION

Cyber attacks on auto-sustainable IoT devices leave behav-
ior traces in system statistics. This paper proposes a general
anomaly detection based framework for detecting cyber attacks
and malicious behavior in IoT devices with limited computa-
tion and communication resources. The main advantage of this
technique is the capability to be implemented on any device
from a small sensor to a laptop scale computation node. Our
approach is especially suitable for auto-sustainable IoT since
these devices usually run specific types of applications unlike
general desktop computers. We have shown that statistical
techniques and machine learning models can be used effec-
tively to detect attacks on IoT devices. We have also found
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that it is possible to learn the behavior models of IoT devices
using relatively simple machine learning models.
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