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Abstract—WiFi has become a pervasive communication medi-
um in connecting various devices of WLAN and IoT. However,
WiFi connections are vulnerable to the impersonation attack
from rogue access points (AP) or devices, whose SSID and/or
MAC/IP address are identical to the legitimate devices. This kind
of attack is difficult to countermeasure with traditional network
security mechanisms. In this paper, we present a novel security
mechanism to detect and identify rogue WiFi devices or AP using
environment-independent characteristics extracted from channel
state information (CSI), and refuse their connections. We find
that nonlinear phase errors of different subcarriers change with
WiFi network interface cards (NIC), due to the I/Q imbalance
and imperfect oscillator of each WiFi NIC. Validated by our
experiments, this phase feature across subcarriers is consistent
and invariant to location and external environment, and can
be extracted to build an essential signature of the NIC itself.
Such signature of the transmitter can be calculated in real-
time by the receiver and cannot be forged by rogue devices.
Extensive experiments with dozens of WiFi devices demonstrate
that the proposed mechanism can reliably detect the rogue WiFi
connections and prevent impersonation in various scenarios. The
speed of identification is 8× faster than that of the state-of-the-art
solution. Moreover, the accuracy of rogue connection detection
is up to 96% and false alarm rate is shown below 2%.

I. INTRODUCTION

A. Backgrounds and Motivations
WiFi has become a pervasive communication medium in

connecting various wireless devices in Local Area Networks
(LAN) and Internet of Things (IoT). Specifically in IoT, the
number of connected devices will be measured in billions
and often use WiFi for connections due to the ease of
deployment [1]. Unfortunately, many security threats have
been discovered with WiFi connections. For example, the
authentication protocols, such as WEP, WPA and WPA2, have
been proved insecure and broken [2], [3]. Furthermore, the side
channel attacks can get the phone payment password from CSI
with a rogue AP [4].

Another serious threat is freeloading. In the network of
government, military and financial institutions, illegal users
can gain access to the Intranet with the spoofed MAC address
of authenticated device. The hacker can not only steal data
from the Intranet, but also form Mirai botnet among hijacked
devices to attack the infrastructure [5]. Despite of the pro-
tection mechanism via password authentication, replay attacks
can bypass this protection through the same legal management
frame [6].

All in all, in a WiFi network, the rogue AP and client
devices may forge password, SSID and/or MAC/IP address
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Fig. 1: Security threats from rogue AP and client device.

of legitimate devices, and play various impersonation and
replay attacks, as illustrated in Fig. 1. A real-time detection,
identification and prevention mechanism is needed to counter-
measure rogue WiFi connections. However, those problems are
difficult to solve with traditional network security mechanism,
particularly because the attack may happen in and below data
link layer.

Thus, in this paper, we design a device fingerprint based on
physical layer information and use it to identify and prevent
rogue WiFi connection. Specifically, we explore hardware
fingerprint-based security and countermeasure mechanism.
Compared with calculating a hardware fingerprint by the
receiver, transmitting it over the air brings more security
issues, thus those physical unclonable function (PUF) based
hardware fingerprint methods (such as PUF of microprocessor
and RAM) do not apply in this context [7].

Indeed, the fingerprint shall be consistent and invariant to
environment conditions. Different WiFi devices shall exhibit
different signatures with very high probability, so that the
chance for same signature between two devices is very small.
It shall be also impossible for a hacker to generate the same
signature at the receiver. Invariance means that the movement
of people or objects shall not change such a signature.

B. Challenges and Contributions

The needed fingerprint method shall be based on commu-
nication/WiFi connection, and related to hardware parameters.
According to the identification mechanism PARADIS pro-



posed by Brik et al. [8], the radio features such as frequency
error, magnitude error, sync correlation and I/Q imbalance, are
intrinsic with the NIC for fingerprinting. Although additional
equipments were required in PARADIS and these equipments
were expensive, it has inspired amounts of researchers to
design identification mechanisms based on radio features such
as received signal strength indicator (RSSI) and CSI. Unfor-
tunately, the existing fingerprint methods need many samples
and take long time to collect and calculate. Besides, RSSI
and CSI are usually used for localization and human activity
tracking due to their sensitivity to location and environmen-
t. Thus, these mechanisms only apply to static and stable
environment. In this paper, we are committed to resolving
the contradiction between identification speed and changing
application scenarios.

In order to obtain a fingerprint that is invariant to time,
location and environment, we discovered that it is possible to
extract new invariant feature from the constantly changing C-
SI. Nonlinear phase errors of different subcarriers change with
WiFi NICs, due to the I/Q imbalance and imperfect oscillator
at each WiFi NIC. Benefit from the convenience of extracting
CSI from any transmitters such as APs, laptops, smart watches
and mobile phones without additional equipments, this phase
feature across the subcarriers can be extracted to build a
device fingerprint. As mentioned above, CSI reflects fine-
grained characteristic of channel. It is necessary to eliminate
multipath effects without restricting the movement of IoT
devices. Moreover, previous identification mechanisms based
on CSI require large amounts of samples, and their sampling
processes consume a lot of time. How to obtain better accuracy
with less samples is a problem that have to be solved.

In summary, we face the following challenges to extract the
fingerprint:

• Invariant fingerprints vs. changing CSI: CSI is sen-
sitive to the change of location and environment. The
fingerprint should be independent of time, location and
environment. It is difficult to extract invariant fingerprints
from changing CSI.

• Long sampling time vs. high identification speed:
There is a lot of noise in wireless channels. The longer
the sampling time is, the less obvious the noise is and
the higher the accuracy is. However, too long sampling
time will make the system more vulnerable to hackers.
How to balance the accuracy and speed is an inevitable
problem.

To tackle these challenges, we designed a filter to seek out
the regular phases from the CSIs that change randomly. Then,
we combined the phase errors caused by oscillator and I/Q
imbalance after studying the components of NIC. Based on
normalization, we achieved an invariant fingerprint to location
and environment.

All in all, we make the following contributions:

• We propose a novel phase-based device identification
mechanism, which extracts hardware fingerprints from
CSI. These fingerprints are independent of locations and

robust to environments.
• We design a convenient approach for deployment in

commercial-off-the-shelf (COTS) wireless device without
any additional devices or system modifications.

• Extensive experiments with dozens of devices have been
performed in various scenarios. The results show that our
approach can achieve 96% rogue detection accuracy and
is 8× faster than the state-of-the-art solution.

The rest of this paper is organized as follows: Section II
presents the preliminaries and observations of CSI-based fin-
gerprinting. In Section III, we describe the algorithm and
system design of the proposed mechanism in details. Imple-
mentation and evaluation are presented in Section IV and
Section V. Section VI discusses the related works. We finally
conclude our work in Section VII.

II. PRELIMINARIES AND OBSERVATIONS

In this section, we present the basics of CSI and phase error,
and describe observations from some preliminary tests.

A. CSI and Phase Error

CSI: The NIC continuously captures CSI, which indicates
signal strength and phase information of each OFDM symbol.
It includes the combined effect of scattering, fading, multipath
and power decay on the signal propagation path from trans-
mitter to receiver. Recently, WiFi technologies commonly use
Multi-input Multi-output (MIMO), thus channel between each
transmitter-receiver (Tx-Rx) antenna pair consists of multiple
subcarriers [9]. The CSI of Tx-Rx pair i, expressed through
the channel matrix Hi, is trained by selected subcarriers. Let
Xi be the transmitted signal, the received signal Yi can be
expressed as

Yi = HiXi +Ni, (1)

where Ni is the noise matrix. By modifying the driver of
COTS NICs such as Intel5300 and AR9580 [10], CSI can
be easily obtained. A group of sampled channel frequency
response (CFR) is used to express this channel state [11]:

Hi =
∑

k∈K

‖hk‖ · e−j·6 hk

, (2)

where ‖hk‖ and 6 hk denote the amplitude and phase
of subcarrier k. K contains the subcarrier index. There
are total of 30 subcarriers are measured, i.e., K =
[−28,−26, ...,−2,−1, 1, 3, ..., 27, 28], for Intel 5300 NIC,
working at 2.4 GHz ISM band with 20 MHz bandwidth [12].
The raw CFR estimated in Intel5300 is recorded as the I/Q
signal. Each column of H is a subcarrier’s CFR of a pair of
Tx-Rx antenna, which is given by

Hi =
[
H(−28)

i H(−26)
i · · ·H(k)

i

]T
k ∈ K, (3)

H(k)
i = I

(k)
i + jQ

(k)
i . (4)

The phase 6 hk can be calculated from the I/Q component:

Φ = tan−1(
Q

I
). (5)
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(a) Phase errors of four different NICs.
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(b) Phase errors of four different mobile phones.
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(c) Phase errors measured at different time.

Fig. 2: Phase errors of NICs and mobile phones.

Phase Error: In wireless communication, the measured
phases at the receiver are different from that at the transmitter
due to both hardware design errors and the signal transmission
environment (e.g., location, distance and obstacle). According
to [12], for a particular pair of transmitter and receiver, the
phases of subcarriers Φ measured at the receiver can be
expressed as

Φ = φ+ ω + θ +ψ + ϵ, (6)

where φ denotes the phases of signal at the transmitter, ω, θ
and ψ represent the phase offset due to frame detection delay
(FDD), sampling frequency offset (SFO) and time of flight
(TOF) respectively. The last element ϵ denotes error caused by
I/Q imbalance. The effect of FDD and SFO of the same frame
are related to subcarrier sequence K, which can be expressed
by the following equations:

ω = 2πα · K,θ = 2πβK, (7)

where α and β are constant depending on FDD and SFO. The
TOF ψ is related to subcarrier frequency:

ψ = 2πtf F, (8)

where tf is time of fly and affected by location. F is the
set of subcarrier frequencies. As F can be denoted by center
frequency fc and subcarrier sequence K, i.e., F = fc · I⃗ +wK
the effect caused by ToF ψ can be rewritten as

ψ = 2πfctf I⃗ + 2πtfwK = Z + 2πtfwK, (9)

where w is the frequency difference between two continuous
subcarriers and equal to 312.5kHz according to IEEE 802.11g
standard. 2πfctf I⃗ is independent of subcarrier index K. In the
same frame, tf is a constant. Thus, we can use Z to replace
the first part. According to Eq. (7)and (9), the received signal
can be re-described as

Φ = φ+ 2π(α + β + tfw)K + Z + ϵ

= φ+ 2πλ · K + Z + ϵ.
(10)

For a specific frame, λ is also a constant and is the sum of
α, β and tfw. So, the phase error ϵ caused by I/Q imbalance
can be estimated by the equation below:

ϵ = Φ −φ− Z − 2πλK. (11)

B. Preliminary Tests and Observations

We performed preliminary tests to validate that phase error
can be used as the needed fingerprint. An industrial personal
computer (IPC) with an Intel5300 NIC is set as a WiFi AP and
a WiFi device is connected to it. We first obtain the original
CSI without multipath effect, by using a RF cable of 50cm
and an attenuator of 30dB to connect the NICs of transmitter
and receiver directly. Four NICs are installed on one device in
turn. Fig. 2a shows the phase errors of different NICs. In this
test, we set λ in Eq. (11) to 200ns. To confirm that the phase
errors are independent of time, the AP samples the CSI of
NICs connected through a RF cable and measures phase errors
for 10 minutes. Fig. 2c shows the change of phase error across
these tested NICs. It is obvious that phase errors are invariant
to time. Finally, in order to verify that such feature also exists
on mobile devices, we tested four smartphones when AP and
phones are all static. As shown in Fig. 2b, phase errors of
these four devices are distinguishable. We further measured
the CSIs when the smartphone was moving. Phases of four
consecutive samples are shown in Fig. 5a. There are random
changes of phase in dynamic environment.

From above tests, we have the following preliminary obser-
vations:

• Phase error is a feature related to hardware difference
which is common to smartdevices;

• If the transmission channel is stable, phase errors will be
invariant to time.

These observations give us confidence to use this feature to
identify WiFi devices and AP. However, smart devices will not
always stay static in realistic application scenarios. Multipath
owing to environment change will affect the transmission
channel and invariance of phase. If we want to use this feature
as fingerprint, how to remove the impact of environment is
inevitable. Next section, we will describe how to obtain steady
phase error from changing CSIs in the complex and dynamic
environment.

III. SYSTEM DESIGN

The proposed system has two most important functions.
Firstly, a fingerprint library of legitimate device shall be estab-
lished after authentication. Secondly, when a rogue device or
AP tries to connect with the other one, our system must detect
and reject it accurately and quickly. To establish the fingerprint
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(c) Phase errors measured at different time.

Fig. 2: Phase errors of NICs and mobile phones.

Phase Error: In wireless communication, the measured
phases at the receiver are different from that at the transmitter
due to both hardware design errors and the signal transmission
environment (e.g., location, distance and obstacle). According
to [12], for a particular pair of transmitter and receiver, the
phases of subcarriers Φ measured at the receiver can be
expressed as

Φ = φ+ ω + θ +ψ + ϵ, (6)

where φ denotes the phases of signal at the transmitter, ω, θ
and ψ represent the phase offset due to frame detection delay
(FDD), sampling frequency offset (SFO) and time of flight
(TOF) respectively. The last element ϵ denotes error caused by
I/Q imbalance. The effect of FDD and SFO of the same frame
are related to subcarrier sequence K, which can be expressed
by the following equations:

ω = 2πα · K,θ = 2πβK, (7)

where α and β are constant depending on FDD and SFO. The
TOF ψ is related to subcarrier frequency:

ψ = 2πtf F, (8)

where tf is time of fly and affected by location. F is the
set of subcarrier frequencies. As F can be denoted by center
frequency fc and subcarrier sequence K, i.e., F = fc · I⃗ +wK
the effect caused by ToF ψ can be rewritten as

ψ = 2πfctf I⃗ + 2πtfwK = Z + 2πtfwK, (9)

where w is the frequency difference between two continuous
subcarriers and equal to 312.5kHz according to IEEE 802.11g
standard. 2πfctf I⃗ is independent of subcarrier index K. In the
same frame, tf is a constant. Thus, we can use Z to replace
the first part. According to Eq. (7)and (9), the received signal
can be re-described as

Φ = φ+ 2π(α + β + tfw)K + Z + ϵ

= φ+ 2πλ · K + Z + ϵ.
(10)

For a specific frame, λ is also a constant and is the sum of
α, β and tfw. So, the phase error ϵ caused by I/Q imbalance
can be estimated by the equation below:

ϵ = Φ −φ− Z − 2πλK. (11)

B. Preliminary Tests and Observations

We performed preliminary tests to validate that phase error
can be used as the needed fingerprint. An industrial personal
computer (IPC) with an Intel5300 NIC is set as a WiFi AP and
a WiFi device is connected to it. We first obtain the original
CSI without multipath effect, by using a RF cable of 50cm
and an attenuator of 30dB to connect the NICs of transmitter
and receiver directly. Four NICs are installed on one device in
turn. Fig. 2a shows the phase errors of different NICs. In this
test, we set λ in Eq. (11) to 200ns. To confirm that the phase
errors are independent of time, the AP samples the CSI of
NICs connected through a RF cable and measures phase errors
for 10 minutes. Fig. 2c shows the change of phase error across
these tested NICs. It is obvious that phase errors are invariant
to time. Finally, in order to verify that such feature also exists
on mobile devices, we tested four smartphones when AP and
phones are all static. As shown in Fig. 2b, phase errors of
these four devices are distinguishable. We further measured
the CSIs when the smartphone was moving. Phases of four
consecutive samples are shown in Fig. 5a. There are random
changes of phase in dynamic environment.

From above tests, we have the following preliminary obser-
vations:

• Phase error is a feature related to hardware difference
which is common to smartdevices;

• If the transmission channel is stable, phase errors will be
invariant to time.

These observations give us confidence to use this feature to
identify WiFi devices and AP. However, smart devices will not
always stay static in realistic application scenarios. Multipath
owing to environment change will affect the transmission
channel and invariance of phase. If we want to use this feature
as fingerprint, how to remove the impact of environment is
inevitable. Next section, we will describe how to obtain steady
phase error from changing CSIs in the complex and dynamic
environment.

III. SYSTEM DESIGN

The proposed system has two most important functions.
Firstly, a fingerprint library of legitimate device shall be estab-
lished after authentication. Secondly, when a rogue device or
AP tries to connect with the other one, our system must detect
and reject it accurately and quickly. To establish the fingerprint
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(c) Phase errors measured at different time.

Fig. 2: Phase errors of NICs and mobile phones.

Phase Error: In wireless communication, the measured
phases at the receiver are different from that at the transmitter
due to both hardware design errors and the signal transmission
environment (e.g., location, distance and obstacle). According
to [12], for a particular pair of transmitter and receiver, the
phases of subcarriers Φ measured at the receiver can be
expressed as

Φ = φ+ ω + θ +ψ + ϵ, (6)

where φ denotes the phases of signal at the transmitter, ω, θ
and ψ represent the phase offset due to frame detection delay
(FDD), sampling frequency offset (SFO) and time of flight
(TOF) respectively. The last element ϵ denotes error caused by
I/Q imbalance. The effect of FDD and SFO of the same frame
are related to subcarrier sequence K, which can be expressed
by the following equations:

ω = 2πα · K,θ = 2πβK, (7)

where α and β are constant depending on FDD and SFO. The
TOF ψ is related to subcarrier frequency:

ψ = 2πtf F, (8)

where tf is time of fly and affected by location. F is the
set of subcarrier frequencies. As F can be denoted by center
frequency fc and subcarrier sequence K, i.e., F = fc · I⃗ +wK
the effect caused by ToF ψ can be rewritten as

ψ = 2πfctf I⃗ + 2πtfwK = Z + 2πtfwK, (9)

where w is the frequency difference between two continuous
subcarriers and equal to 312.5kHz according to IEEE 802.11g
standard. 2πfctf I⃗ is independent of subcarrier index K. In the
same frame, tf is a constant. Thus, we can use Z to replace
the first part. According to Eq. (7)and (9), the received signal
can be re-described as

Φ = φ+ 2π(α + β + tfw)K + Z + ϵ

= φ+ 2πλ · K + Z + ϵ.
(10)

For a specific frame, λ is also a constant and is the sum of
α, β and tfw. So, the phase error ϵ caused by I/Q imbalance
can be estimated by the equation below:

ϵ = Φ −φ− Z − 2πλK. (11)

B. Preliminary Tests and Observations

We performed preliminary tests to validate that phase error
can be used as the needed fingerprint. An industrial personal
computer (IPC) with an Intel5300 NIC is set as a WiFi AP and
a WiFi device is connected to it. We first obtain the original
CSI without multipath effect, by using a RF cable of 50cm
and an attenuator of 30dB to connect the NICs of transmitter
and receiver directly. Four NICs are installed on one device in
turn. Fig. 2a shows the phase errors of different NICs. In this
test, we set λ in Eq. (11) to 200ns. To confirm that the phase
errors are independent of time, the AP samples the CSI of
NICs connected through a RF cable and measures phase errors
for 10 minutes. Fig. 2c shows the change of phase error across
these tested NICs. It is obvious that phase errors are invariant
to time. Finally, in order to verify that such feature also exists
on mobile devices, we tested four smartphones when AP and
phones are all static. As shown in Fig. 2b, phase errors of
these four devices are distinguishable. We further measured
the CSIs when the smartphone was moving. Phases of four
consecutive samples are shown in Fig. 5a. There are random
changes of phase in dynamic environment.

From above tests, we have the following preliminary obser-
vations:

• Phase error is a feature related to hardware difference
which is common to smartdevices;

• If the transmission channel is stable, phase errors will be
invariant to time.

These observations give us confidence to use this feature to
identify WiFi devices and AP. However, smart devices will not
always stay static in realistic application scenarios. Multipath
owing to environment change will affect the transmission
channel and invariance of phase. If we want to use this feature
as fingerprint, how to remove the impact of environment is
inevitable. Next section, we will describe how to obtain steady
phase error from changing CSIs in the complex and dynamic
environment.

III. SYSTEM DESIGN

The proposed system has two most important functions.
Firstly, a fingerprint library of legitimate device shall be estab-
lished after authentication. Secondly, when a rogue device or
AP tries to connect with the other one, our system must detect
and reject it accurately and quickly. To establish the fingerprint

(c) Phase errors measured at different time.
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Phase Error: In wireless communication, the measured
phases at the receiver are different from that at the transmitter
due to both hardware design errors and the signal transmission
environment (e.g., location, distance and obstacle). According
to [12], for a particular pair of transmitter and receiver, the
phases of subcarriers Φ measured at the receiver can be
expressed as

Φ = ϕ+ ω + θ +ψ + ε, (6)

where ϕ denotes the phases of signal at the transmitter, ω, θ
and ψ represent the phase offset due to frame detection delay
(FDD), sampling frequency offset (SFO) and time of flight
(TOF) respectively. The last element ε denotes error caused by
I/Q imbalance. The effect of FDD and SFO of the same frame
are related to subcarrier sequence K, which can be expressed
by the following equations:

ω = 2πα ·K,θ = 2πβK, (7)

where α and β are constant depending on FDD and SFO. The
TOF ψ is related to subcarrier frequency:

ψ = 2πtfF, (8)

where tf is time of fly and affected by location. F is the
set of subcarrier frequencies. As F can be denoted by center
frequency fc and subcarrier sequence K, i.e., F = fc · ~I+wK
the effect caused by ToF ψ can be rewritten as

ψ = 2πfctf ~I + 2πtfwK = Z + 2πtfwK, (9)

where w is the frequency difference between two continuous
subcarriers and equal to 312.5kHz according to IEEE 802.11g
standard. 2πfctf ~I is independent of subcarrier index K. In the
same frame, tf is a constant. Thus, we can use Z to replace
the first part. According to Eq. (7)and (9), the received signal
can be re-described as

Φ = ϕ+ 2π(α+ β + tfw)K + Z + ε

= ϕ+ 2πλ ·K + Z + ε.
(10)

For a specific frame, λ is also a constant and is the sum of
α, β and tfw. So, the phase error ε caused by I/Q imbalance
can be estimated by the equation below:

ε = Φ−ϕ− Z− 2πλK. (11)

B. Preliminary Tests and Observations

We performed preliminary tests to validate that phase error
can be used as the needed fingerprint. An industrial personal
computer (IPC) with an Intel5300 NIC is set as a WiFi AP and
a WiFi device is connected to it. We first obtain the original
CSI without multipath effect, by using a RF cable of 50cm
and an attenuator of 30dB to connect the NICs of transmitter
and receiver directly. Four NICs are installed on one device in
turn. Fig. 2a shows the phase errors of different NICs. In this
test, we set λ in Eq. (11) to 200ns. To confirm that the phase
errors are independent of time, the AP samples the CSI of
NICs connected through a RF cable and measures phase errors
for 10 minutes. Fig. 2c shows the change of phase error across
these tested NICs. It is obvious that phase errors are invariant
to time. Finally, in order to verify that such feature also exists
on mobile devices, we tested four smartphones when AP and
phones are all static. As shown in Fig. 2b, phase errors of
these four devices are distinguishable. We further measured
the CSIs when the smartphone was moving. Phases of four
consecutive samples are shown in Fig. 5a. There are random
changes of phase in dynamic environment.

From above tests, we have the following preliminary obser-
vations:
• Phase error is a feature related to hardware difference

which is common to smartdevices;
• If the transmission channel is stable, phase errors will be

invariant to time.
These observations give us confidence to use this feature to

identify WiFi devices and AP. However, smart devices will not
always stay static in realistic application scenarios. Multipath
owing to environment change will affect the transmission
channel and invariance of phase. If we want to use this feature
as fingerprint, how to remove the impact of environment is
inevitable. Next section, we will describe how to obtain steady
phase error from changing CSIs in the complex and dynamic
environment.

III. SYSTEM DESIGN

The proposed system has two most important functions.
Firstly, a fingerprint library of legitimate device shall be estab-
lished after authentication. Secondly, when a rogue device or
AP tries to connect with the other one, our system must detect
and reject it accurately and quickly. To establish the fingerprint
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library, we should estimate the phase error. However, raw CSI
in the dynamic environment is fluctuating. We plot phases of
continuous CSIs when the transmitter is moving. As shown in
Fig. 5a, the change of phase between adjacent subcarriers is
significant.

From the above analysis, our system contains three main
parts: raw data preprocessing, establishment of fingerprint
library, and validation of legitimacy. We assume that there is
a set of legitimate devices for us to initialize the fingerprint
library.

A. Raw Data Preprocessing

Phase Extraction: As described in Section II, the raw CSI
is expressed by CFR like Eq. (2) and phases can be measured
from it according to Eq. (5). However, the calculated phases
are distributed between −π and π. It results in ambiguity of the
relationship of subcarriers. In order to analyze the relationship
between subcarriers, we should recover the real phase. From
Fig. 4, we can see that raw phases distributed at bandwidth are
mapped into [−π, π] and shaped like a saw. So we just need to
reduce the phase by q · 2π when the value of phase increases
sharply. Here, it is impossible and unnecessary to know the
value of q. We have to splice abnormal parts for coherent
phases. We define ∆Φ = C · Φ as the phase differences
between adjacent subcarriers, where

C =




−1 1 0 · · · 0 0
0 −1 1 · · · 0 0
0 0 −1 · · · 0 0
...

...
...

. . .
...

...
0 0 0 · · · 1 0
0 0 0 · · · −1 1
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(12)

Due to the mapping phase into [−π, π], there are some ∆Φk >
π. By reducing 2π, we get the real phase difference of adjacent
subcarriers. Eq. (13) shows the process of ∆Φk.

∆Φk =∆ Φk − 2π, if ∆Φk > π (13)

After these operations, we update all phases by taking the
phase of first subcarrier as reference. The blue line in Fig. 4
denote the unwrapped phases, it indicates that phases across
subcarriers are approximately linear. However, according to
the discovery of Zhu et al. [12], there are non-linear phase
errors. It will be introduced in the next subsection. In the rest
of this subsection, we describe how to eliminate the influence
of the environment on the phase.
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library, we should estimate the phase error. However, raw CSI
in the dynamic environment is fluctuating. We plot phases of
continuous CSIs when the transmitter is moving. As shown in
Fig. 5a, the change of phase between adjacent subcarriers is
significant.

From the above analysis, our system contains three main
parts: raw data preprocessing, establishment of fingerprint
library, and validation of legitimacy. We assume that there is
a set of legitimate devices for us to initialize the fingerprint
library.

A. Raw Data Preprocessing

Phase Extraction: As described in Section II, the raw CSI
is expressed by CFR like Eq. (2) and phases can be measured
from it according to Eq. (5). However, the calculated phases
are distributed between −π and π. It results in ambiguity of the
relationship of subcarriers. In order to analyze the relationship
between subcarriers, we should recover the real phase. From
Fig. 4, we can see that raw phases distributed at bandwidth are
mapped into [−π, π] and shaped like a saw. So we just need to
reduce the phase by q · 2π when the value of phase increases
sharply. Here, it is impossible and unnecessary to know the
value of q. We have to splice abnormal parts for coherent
phases. We define ∆Φ = C · Φ as the phase differences
between adjacent subcarriers, where

C =




−1 1 0 · · · 0 0
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Due to the mapping phase into [−π, π], there are some ∆Φk >
π. By reducing 2π, we get the real phase difference of adjacent
subcarriers. Eq. (13) shows the process of ∆Φk.

∆Φk =∆ Φk − 2π, if ∆Φk > π (13)

After these operations, we update all phases by taking the
phase of first subcarrier as reference. The blue line in Fig. 4
denote the unwrapped phases, it indicates that phases across
subcarriers are approximately linear. However, according to
the discovery of Zhu et al. [12], there are non-linear phase
errors. It will be introduced in the next subsection. In the rest
of this subsection, we describe how to eliminate the influence
of the environment on the phase.
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Elimination of environmental impacts: In the preliminary
tests of our design in Section II, we have introduced the impact
of environment to phases of subcarriers. To further study the
impact of environment on the phases of subcarriers, we need
to construct a scenario that can produce significant multipath
changes. To the best of our ability, we find a room with area
of 2.4m×2.4m and put all devices in it. To simulate changes
in the environment, we make the device and people at the
following three kinds of movement states:

• Static: The AP, mobile phone and people are all station-
ary;

• Dynamic 1: The AP and mobile phone are both static,
and four people keep walking around the mobile phone;

• Dynamic 2: The AP is static, and a person with the mobile
phone keeps walking.

To study the changes of phases, we define ∇Φ as the phase
gradients:

∇Φ =
[
Φ2−Φ1

K2−K1
· · · Φi+1−Φi

Ki+1−Ki
· · ·

]
. (14)

Fig. 6a shows the phases and gradients in above three kinds
of movement states. Obviously, when all people and devices
are stationary, the phase changes from one subcarrier to
another smoothly. The dark gray lines in Fig. 5a indicate that
there are randomly phase changes in dynamic environment.
If we want to obtain the phase characteristics affected by
physical components, it is necessary to purify the sampling
CSI phases. After further analysis of the obtained data, we
find that there are also phases of some sampled CSIs changing
smoothly. The blue lines in Fig. 5a validate our observation. A
feasible method is to filter out the frames which contain steep
phase changes. Compared with static environment, gradients
in dynamic environment change randomly. In other words,
Φ in static environment is more concentrated than that in
dynamic. As shown in Fig. 6a, there are steep variance
of phases in dynamic environment. We plot the cumulative
distribution of variance on Fig. 6b. The variance of phase
gradients in static environment is significantly smaller than
that in dynamic environment. Our purpose is to seek out
these CSIs whose gradients have smaller variance when the
external environment is changing. From above comparison, we
design a gradient filter to seek out phases with little gradient
variance. Algorithm 1 describes the filtration process. Phases
used for fingerprint extraction are filtered as shown in Fig. 5.
Obviously, phases of frames after filtering change smoothly
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changes. To the best of our ability, we find a room with area
of 2.4m×2.4m and put all devices in it. To simulate changes
in the environment, we make the device and people at the
following three kinds of movement states:

• Static: The AP, mobile phone and people are all station-
ary;

• Dynamic 1: The AP and mobile phone are both static,
and four people keep walking around the mobile phone;

• Dynamic 2: The AP is static, and a person with the mobile
phone keeps walking.

To study the changes of phases, we define ∇Φ as the phase
gradients:
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[
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Fig. 6a shows the phases and gradients in above three kinds
of movement states. Obviously, when all people and devices
are stationary, the phase changes from one subcarrier to
another smoothly. The dark gray lines in Fig. 5a indicate that
there are randomly phase changes in dynamic environment.
If we want to obtain the phase characteristics affected by
physical components, it is necessary to purify the sampling
CSI phases. After further analysis of the obtained data, we
find that there are also phases of some sampled CSIs changing
smoothly. The blue lines in Fig. 5a validate our observation. A
feasible method is to filter out the frames which contain steep
phase changes. Compared with static environment, gradients
in dynamic environment change randomly. In other words,
Φ in static environment is more concentrated than that in
dynamic. As shown in Fig. 6a, there are steep variance
of phases in dynamic environment. We plot the cumulative
distribution of variance on Fig. 6b. The variance of phase
gradients in static environment is significantly smaller than
that in dynamic environment. Our purpose is to seek out
these CSIs whose gradients have smaller variance when the
external environment is changing. From above comparison, we
design a gradient filter to seek out phases with little gradient
variance. Algorithm 1 describes the filtration process. Phases
used for fingerprint extraction are filtered as shown in Fig. 5.
Obviously, phases of frames after filtering change smoothly
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(a) Raw phases of different frames in dynamic
scene.
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(b) Phases after filtering based on variance of
gradients.
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(c) Normalized phases based on phase of center
frequency.

Fig. 5: Phase filtering and normalization for fingerprint extraction.
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Fig. 6: Phases in three different states.

Algorithm 1 LPF based on variance of gradients

Input: frames’ phases of subcarriers P = {Φ1,Φ2, · · · }, subcarrier
sequence K

Output: phases for fingerprinting Pf

1: len← length(P) ;
2: for i← 1; i <= len; i + + do
3: for j ← 1; j < 30; i + + do
4: ri

j ← (Φi
j+1 −Φi

j)/(Kj+1 −Kj) ;
5: end for
6: ∇Φi = [ri

1, r
i
2, · · · , ri

29] ;
7: if var(∇Φi) < εmin then
8: Pf .add(Φi);
9: end if

10: end for
11: return Pf

between adjacent subcarriers.

Elimination of internal impacts: As shown in Fig. 5,
the phases of subcarrier -28 are different among sampled
CSIs. The reason is that phases are affected by not only
environment but also internal components. Phases may be
interfered even if there are minor changes in oscillator and
amplifier components, by the factors such as temperature,
humidity and electric current. Phases of subcarriers can be
decomposed as true phase φI and component errors e, φ:

φ = φI + e. (15)

Here, component errors are different between subcarriers and
e is a vector, e = [e−28, e−26, · · · , ek, · · · ], k ∈ K. Then the
received signal can be rewritten as

Φ = 2πλ · K +φI + Z + e + ϵ = 2πλ · K + Z∗ + E, (16)

where errors from components and I/Q imbalance are com-
bined as E. Z∗ contains the true phase and constant Z. As

introduced in Section II, a pair of mirror subcarriers -1 and 1
are sampled. To remove the impact of FDD, SFO and TOF, we
sum phases of these two subcarriers as the following equstion:

Φ1 + Φ−1 = 2π · λ · (−1 + 1) + 2 · Z∗ + E−1 + E1

= 2 · Z∗ + E−1 + E1.
(17)

Here, we subtract Z∗ from the phases of each received
frame for phase normalization. From preliminary tests in
Section II-B, E−1 and E1 are almost opposite numbers. Z∗ can
be calculated by Eq. (18) approximately. After normalization,
phases of filtered CSIs are shown in Fig. 5c.

Z∗ ≈ Φ1 + Φ−1

2
(18)

B. Establishment of Fingerprint Library

Now we see the hope of getting phase errors introduced
in Section II-A. Different from the phase errors mentioned
earlier, our phase errors are measured in a real scene where
the signal is transmitted through the air. Our phase errors can
be calculated by the following equation:

E = Φ − (2πλ · K + Z∗) (19)

where E contains phase errors from not only I/Q imbalance
but also imperfect components of transmitter. The parameter
λ is related to FDD, SFO and TOF and will change across
sampled CSIs. In order to obtain a steady fingerpeint, we
use λ which makes E−28 and E28 equal to zero. Then we
can use Ek as the fingerprint of device. Fig. 7a shows the
phase errors of four moving smartphones. For each device,
we draw the fingerprints extracted six times. It is obvious that
the fingerprints are different across devices. The fingerprints
extracted six times for the same device are also approximately

(a) Raw phases of different frames in dynamic
scene.
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scene.
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(b) Phases after filtering based on variance of
gradients.
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(c) Normalized phases based on phase of center
frequency.

Fig. 5: Phase filtering and normalization for fingerprint extraction.
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Fig. 6: Phases in three different states.

Algorithm 1 LPF based on variance of gradients

Input: frames’ phases of subcarriers P = {Φ1,Φ2, · · · }, subcarrier
sequence K

Output: phases for fingerprinting Pf

1: len← length(P) ;
2: for i← 1; i <= len; i + + do
3: for j ← 1; j < 30; i + + do
4: ri

j ← (Φi
j+1 −Φi

j)/(Kj+1 −Kj) ;
5: end for
6: ∇Φi = [ri

1, r
i
2, · · · , ri

29] ;
7: if var(∇Φi) < εmin then
8: Pf .add(Φi);
9: end if

10: end for
11: return Pf

between adjacent subcarriers.

Elimination of internal impacts: As shown in Fig. 5,
the phases of subcarrier -28 are different among sampled
CSIs. The reason is that phases are affected by not only
environment but also internal components. Phases may be
interfered even if there are minor changes in oscillator and
amplifier components, by the factors such as temperature,
humidity and electric current. Phases of subcarriers can be
decomposed as true phase φI and component errors e, φ:

φ = φI + e. (15)

Here, component errors are different between subcarriers and
e is a vector, e = [e−28, e−26, · · · , ek, · · · ], k ∈ K. Then the
received signal can be rewritten as

Φ = 2πλ · K +φI + Z + e + ϵ = 2πλ · K + Z∗ + E, (16)

where errors from components and I/Q imbalance are com-
bined as E. Z∗ contains the true phase and constant Z. As

introduced in Section II, a pair of mirror subcarriers -1 and 1
are sampled. To remove the impact of FDD, SFO and TOF, we
sum phases of these two subcarriers as the following equstion:

Φ1 + Φ−1 = 2π · λ · (−1 + 1) + 2 · Z∗ + E−1 + E1

= 2 · Z∗ + E−1 + E1.
(17)

Here, we subtract Z∗ from the phases of each received
frame for phase normalization. From preliminary tests in
Section II-B, E−1 and E1 are almost opposite numbers. Z∗ can
be calculated by Eq. (18) approximately. After normalization,
phases of filtered CSIs are shown in Fig. 5c.

Z∗ ≈ Φ1 + Φ−1

2
(18)

B. Establishment of Fingerprint Library

Now we see the hope of getting phase errors introduced
in Section II-A. Different from the phase errors mentioned
earlier, our phase errors are measured in a real scene where
the signal is transmitted through the air. Our phase errors can
be calculated by the following equation:

E = Φ − (2πλ · K + Z∗) (19)

where E contains phase errors from not only I/Q imbalance
but also imperfect components of transmitter. The parameter
λ is related to FDD, SFO and TOF and will change across
sampled CSIs. In order to obtain a steady fingerpeint, we
use λ which makes E−28 and E28 equal to zero. Then we
can use Ek as the fingerprint of device. Fig. 7a shows the
phase errors of four moving smartphones. For each device,
we draw the fingerprints extracted six times. It is obvious that
the fingerprints are different across devices. The fingerprints
extracted six times for the same device are also approximately

(b) Phases after filtering based on variance of
gradients.
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(a) Raw phases of different frames in dynamic
scene.
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(b) Phases after filtering based on variance of
gradients.
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(c) Normalized phases based on phase of center
frequency.

Fig. 5: Phase filtering and normalization for fingerprint extraction.
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Fig. 6: Phases in three different states.

Algorithm 1 LPF based on variance of gradients

Input: frames’ phases of subcarriers P = {Φ1,Φ2, · · · }, subcarrier
sequence K

Output: phases for fingerprinting Pf

1: len← length(P) ;
2: for i← 1; i <= len; i + + do
3: for j ← 1; j < 30; i + + do
4: ri

j ← (Φi
j+1 −Φi

j)/(Kj+1 −Kj) ;
5: end for
6: ∇Φi = [ri
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i
2, · · · , ri

29] ;
7: if var(∇Φi) < εmin then
8: Pf .add(Φi);
9: end if

10: end for
11: return Pf

between adjacent subcarriers.

Elimination of internal impacts: As shown in Fig. 5,
the phases of subcarrier -28 are different among sampled
CSIs. The reason is that phases are affected by not only
environment but also internal components. Phases may be
interfered even if there are minor changes in oscillator and
amplifier components, by the factors such as temperature,
humidity and electric current. Phases of subcarriers can be
decomposed as true phase φI and component errors e, φ:

φ = φI + e. (15)

Here, component errors are different between subcarriers and
e is a vector, e = [e−28, e−26, · · · , ek, · · · ], k ∈ K. Then the
received signal can be rewritten as

Φ = 2πλ · K +φI + Z + e + ϵ = 2πλ · K + Z∗ + E, (16)

where errors from components and I/Q imbalance are com-
bined as E. Z∗ contains the true phase and constant Z. As

introduced in Section II, a pair of mirror subcarriers -1 and 1
are sampled. To remove the impact of FDD, SFO and TOF, we
sum phases of these two subcarriers as the following equstion:

Φ1 + Φ−1 = 2π · λ · (−1 + 1) + 2 · Z∗ + E−1 + E1

= 2 · Z∗ + E−1 + E1.
(17)

Here, we subtract Z∗ from the phases of each received
frame for phase normalization. From preliminary tests in
Section II-B, E−1 and E1 are almost opposite numbers. Z∗ can
be calculated by Eq. (18) approximately. After normalization,
phases of filtered CSIs are shown in Fig. 5c.

Z∗ ≈ Φ1 + Φ−1

2
(18)

B. Establishment of Fingerprint Library

Now we see the hope of getting phase errors introduced
in Section II-A. Different from the phase errors mentioned
earlier, our phase errors are measured in a real scene where
the signal is transmitted through the air. Our phase errors can
be calculated by the following equation:

E = Φ − (2πλ · K + Z∗) (19)

where E contains phase errors from not only I/Q imbalance
but also imperfect components of transmitter. The parameter
λ is related to FDD, SFO and TOF and will change across
sampled CSIs. In order to obtain a steady fingerpeint, we
use λ which makes E−28 and E28 equal to zero. Then we
can use Ek as the fingerprint of device. Fig. 7a shows the
phase errors of four moving smartphones. For each device,
we draw the fingerprints extracted six times. It is obvious that
the fingerprints are different across devices. The fingerprints
extracted six times for the same device are also approximately

(c) Normalized phases based on phase of center
frequency.

Fig. 5: Phase filtering and normalization for fingerprint extraction.

2.435 2.44 2.445 2.45
Frequency: GHz ×109

-25

-20

-15

-10

-5

0
P

ha
se

randomly changing phases
regularly changing phases

(a) Raw phases of different frames in dynamic
scene.

2.435 2.44 2.445 2.45
Frequency: GHz ×109

-25

-20

-15

-10

-5

0

P
h

as
e

regularly changing phases

(b) Phases after filtering based on variance of
gradients.
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Fig. 5: Phase filtering and normalization for fingerprint extraction.
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Fig. 6: Phases in three different states.

Algorithm 1 LPF based on variance of gradients

Input: frames’ phases of subcarriers P = {Φ1,Φ2, · · · }, subcarrier
sequence K

Output: phases for fingerprinting Pf

1: len← length(P) ;
2: for i← 1; i <= len; i + + do
3: for j ← 1; j < 30; i + + do
4: ri

j ← (Φi
j+1 −Φi

j)/(Kj+1 −Kj) ;
5: end for
6: ∇Φi = [ri
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2, · · · , ri

29] ;
7: if var(∇Φi) < εmin then
8: Pf .add(Φi);
9: end if

10: end for
11: return Pf

between adjacent subcarriers.

Elimination of internal impacts: As shown in Fig. 5,
the phases of subcarrier -28 are different among sampled
CSIs. The reason is that phases are affected by not only
environment but also internal components. Phases may be
interfered even if there are minor changes in oscillator and
amplifier components, by the factors such as temperature,
humidity and electric current. Phases of subcarriers can be
decomposed as true phase φI and component errors e, φ:

φ = φI + e. (15)

Here, component errors are different between subcarriers and
e is a vector, e = [e−28, e−26, · · · , ek, · · · ], k ∈ K. Then the
received signal can be rewritten as

Φ = 2πλ · K +φI + Z + e + ϵ = 2πλ · K + Z∗ + E, (16)

where errors from components and I/Q imbalance are com-
bined as E. Z∗ contains the true phase and constant Z. As

introduced in Section II, a pair of mirror subcarriers -1 and 1
are sampled. To remove the impact of FDD, SFO and TOF, we
sum phases of these two subcarriers as the following equstion:

Φ1 + Φ−1 = 2π · λ · (−1 + 1) + 2 · Z∗ + E−1 + E1

= 2 · Z∗ + E−1 + E1.
(17)

Here, we subtract Z∗ from the phases of each received
frame for phase normalization. From preliminary tests in
Section II-B, E−1 and E1 are almost opposite numbers. Z∗ can
be calculated by Eq. (18) approximately. After normalization,
phases of filtered CSIs are shown in Fig. 5c.

Z∗ ≈ Φ1 + Φ−1

2
(18)

B. Establishment of Fingerprint Library

Now we see the hope of getting phase errors introduced
in Section II-A. Different from the phase errors mentioned
earlier, our phase errors are measured in a real scene where
the signal is transmitted through the air. Our phase errors can
be calculated by the following equation:

E = Φ − (2πλ · K + Z∗) (19)

where E contains phase errors from not only I/Q imbalance
but also imperfect components of transmitter. The parameter
λ is related to FDD, SFO and TOF and will change across
sampled CSIs. In order to obtain a steady fingerpeint, we
use λ which makes E−28 and E28 equal to zero. Then we
can use Ek as the fingerprint of device. Fig. 7a shows the
phase errors of four moving smartphones. For each device,
we draw the fingerprints extracted six times. It is obvious that
the fingerprints are different across devices. The fingerprints
extracted six times for the same device are also approximately
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gradients.
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Fig. 5: Phase filtering and normalization for fingerprint extraction.
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Fig. 6: Phases in three different states.

Algorithm 1 LPF based on variance of gradients

Input: frames’ phases of subcarriers P = {Φ1,Φ2, · · · }, subcarrier
sequence K

Output: phases for fingerprinting Pf

1: len← length(P) ;
2: for i← 1; i <= len; i + + do
3: for j ← 1; j < 30; i + + do
4: ri

j ← (Φi
j+1 −Φi

j)/(Kj+1 −Kj) ;
5: end for
6: ∇Φi = [ri

1, r
i
2, · · · , ri

29] ;
7: if var(∇Φi) < εmin then
8: Pf .add(Φi);
9: end if

10: end for
11: return Pf

between adjacent subcarriers.

Elimination of internal impacts: As shown in Fig. 5,
the phases of subcarrier -28 are different among sampled
CSIs. The reason is that phases are affected by not only
environment but also internal components. Phases may be
interfered even if there are minor changes in oscillator and
amplifier components, by the factors such as temperature,
humidity and electric current. Phases of subcarriers can be
decomposed as true phase φI and component errors e, φ:

φ = φI + e. (15)

Here, component errors are different between subcarriers and
e is a vector, e = [e−28, e−26, · · · , ek, · · · ], k ∈ K. Then the
received signal can be rewritten as

Φ = 2πλ · K +φI + Z + e + ϵ = 2πλ · K + Z∗ + E, (16)

where errors from components and I/Q imbalance are com-
bined as E. Z∗ contains the true phase and constant Z. As

introduced in Section II, a pair of mirror subcarriers -1 and 1
are sampled. To remove the impact of FDD, SFO and TOF, we
sum phases of these two subcarriers as the following equstion:

Φ1 + Φ−1 = 2π · λ · (−1 + 1) + 2 · Z∗ + E−1 + E1

= 2 · Z∗ + E−1 + E1.
(17)

Here, we subtract Z∗ from the phases of each received
frame for phase normalization. From preliminary tests in
Section II-B, E−1 and E1 are almost opposite numbers. Z∗ can
be calculated by Eq. (18) approximately. After normalization,
phases of filtered CSIs are shown in Fig. 5c.

Z∗ ≈ Φ1 + Φ−1

2
(18)

B. Establishment of Fingerprint Library

Now we see the hope of getting phase errors introduced
in Section II-A. Different from the phase errors mentioned
earlier, our phase errors are measured in a real scene where
the signal is transmitted through the air. Our phase errors can
be calculated by the following equation:

E = Φ − (2πλ · K + Z∗) (19)

where E contains phase errors from not only I/Q imbalance
but also imperfect components of transmitter. The parameter
λ is related to FDD, SFO and TOF and will change across
sampled CSIs. In order to obtain a steady fingerpeint, we
use λ which makes E−28 and E28 equal to zero. Then we
can use Ek as the fingerprint of device. Fig. 7a shows the
phase errors of four moving smartphones. For each device,
we draw the fingerprints extracted six times. It is obvious that
the fingerprints are different across devices. The fingerprints
extracted six times for the same device are also approximately

(b) CDF of gradients’ variance in static/dynamic environment.
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Algorithm 1 LPF based on variance of gradients

Input: frames’ phases of subcarriers P = {Φ1,Φ2, · · · }, subcarrier
sequence K

Output: phases for fingerprinting Pf

1: len← length(P) ;
2: for i← 1; i <= len; i++ do
3: for j ← 1; j < 30; i++ do
4: rij ← (Φi

j+1 −Φi
j)/(Kj+1 −Kj) ;

5: end for
6: ∇Φi = [ri1, r

i
2, · · · , ri29] ;

7: if var(∇Φi) < εmin then
8: Pf .add(Φ

i);
9: end if

10: end for
11: return Pf

between adjacent subcarriers.

Elimination of internal impacts: As shown in Fig. 5,
the phases of subcarrier -28 are different among sampled
CSIs. The reason is that phases are affected by not only
environment but also internal components. Phases may be
interfered even if there are minor changes in oscillator and
amplifier components, by the factors such as temperature,
humidity and electric current. Phases of subcarriers can be
decomposed as true phase ϕI and component errors e, ϕ:

ϕ = ϕI + e. (15)

Here, component errors are different between subcarriers and
e is a vector, e = [e−28, e−26, · · · , ek, · · · ], k ∈ K. Then the
received signal can be rewritten as

Φ = 2πλ ·K +ϕI + Z + e + ε = 2πλ ·K + Z∗ + E, (16)

where errors from components and I/Q imbalance are com-

bined as E. Z∗ contains the true phase and constant Z. As
introduced in Section II, a pair of mirror subcarriers -1 and 1
are sampled. To remove the impact of FDD, SFO and TOF, we
sum phases of these two subcarriers as the following equstion:

Φ1 +Φ−1 = 2π · λ · (−1 + 1) + 2 · Z∗ + E−1 + E1

= 2 · Z∗ + E−1 + E1.
(17)

Here, we subtract Z∗ from the phases of each received
frame for phase normalization. From preliminary tests in
Section II-B, E−1 and E1 are almost opposite numbers. Z∗ can
be calculated by Eq. (18) approximately. After normalization,
phases of filtered CSIs are shown in Fig. 5c.

Z∗ ≈ Φ1 +Φ−1

2
(18)

B. Establishment of Fingerprint Library

Now we see the hope of getting phase errors introduced
in Section II-A. Different from the phase errors mentioned
earlier, our phase errors are measured in a real scene where
the signal is transmitted through the air. Our phase errors can
be calculated by the following equation:

E = Φ− (2πλ ·K + Z∗) (19)

where E contains phase errors from not only I/Q imbalance
but also imperfect components of transmitter. The parameter
λ is related to FDD, SFO and TOF and will change across
sampled CSIs. In order to obtain a steady fingerpeint, we
use λ which makes E−28 and E28 equal to zero. Then we
can use Ek as the fingerprint of device. Fig. 7a shows the
phase errors of four moving smartphones. For each device,
we draw the fingerprints extracted six times. It is obvious that
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Fig. 7: Fingerprint of four devices and Implement of Experiment.

coincident. Here, it is worthy to emphasize that, we will not
apply a fitting curve to fingerprint. Although Zhu et al. have
fitted the errors due to I/Q imbalance in [12], as shown in
Fig. 2a, we find that BCM943224’s errors do not match the
model Zhu et al. proposed. It is because E consists of errors
caused by imperfect oscillator of NIC. Thus, we use E as
fingerprint directly and build mapping relations between MAC
address and fingerprint (MAC 7→ fingerprint).

C. Attack Detection

For rogue WiFi connection, there are two main types: rogue
AP and rogue device. The main idea of detecting rogue AP is
to verify the legitimacy of fingerprint after matching SSID and
MAC address. When it comes to detecting rogue devices, we
assume that there is a white list of authorized devices. Rogue
device may use IP/MAC address spoofing or replay attacks to
impersonate legitimate devices. When the device sends data
to an AP, the AP will extract fingerprint from CSIs at once.
Then, the established fingerprint library will be used to check
legitimacy which depends on whether the MAC address is
match the fingerprint stored in the library.

IV. EXPERIMENT DESIGN AND EVALUATION

Hardware Implementation: In the experiment, we build
our system based on industrial personal computers (IPCs)
with Intel 5300 WiFi chips. Mobile communication terminals
include smartphones and smartwatches, e.g., Huawei, Nexus,
SamSung and Huawei Watch. All data is collected from IPCs
at 2.4GHz OFDM wireless signal.

Software Implementation: We modified the driver of
the network card in IPCs and installed Linux 802.11n CSI
Tool [13] to collect CSI for fingerprinting. To collect CSI at
AP, we also install Hostapd in IPC to make the network card
work in master mode as an AP. Due to the limitation of Linux
802.11n CSI Tool, we set the AP to be non-encrypted. After
training, we employ our fingerprint library in the IPC for attack
detection and identification.

Fingerprint Library Establishment: In this experiment,
we use 30 WiFi devices including 24 mobile terminals and
6 APs. The mobile terminals consist of different types of

TABLE I: WiFi Terminals.

Device Quantity Device Quantity
laptop with AR9580 3 Huawei Mate 9 2
laptop with AR5B22 3 Huawei Watch 3

OnePlus 3 2 Huawei Mate 10 2
Samsung S7 edge 2 Nexus 6P 2

Other devices 11

smartphones and smartwatches. Table I shows the types and
quantities of tested mobile terminals. When collecting raw
CSI, we send ICMP messages to the connected mobile ter-
minals and estimate CSI from the response frames. In our
test in wireless communication, the shortest interval of ICMP
ping is nearly 5 ms on average. So, we set the packet interval
as 5 ms. In other words, we collect almost 200 frames per
second containing CSIs. For each terminal or AP, we collect
data that lasts ten seconds every time, i.e., 2000 CSIs. Our
method has advantage in dynamic environment, and it does
not require the device to be stationary. We will identify the
smartdevices when they are moving in Section V. However,
we only let the equipment stand still for the same assumptions
when comparing our method with Hua’s solution which is
based on carrier frequency offset (CFO) [14].

V. SYSTEM EVALUATION

In this section, we will demonstrate the invariance of
fingerprints to time, space, and environment, as well as the
differences between different devices. Then, we will compare
our method’s accuracy and time cost with Hua’s [14] which is
the fastest solution to our knowledge. Finally, under realistic
cyber-attacks, we deploy our system to detect attacks.

Time Invariance: For identification, it is necessary for
fingerprints to be stable and invariant at different connection
times. As our intuitive feeling, the temperature of smartde-
vices are changing after starting up. It is non-negligible that
temperature and humidity are different every day, and CSIs
may change [15]. Our fingerprints are phase errors extracted
from CSI. So, it is important to ensure the stability of our
fingerprints. Fig. 8a shows the phase errors at different time.
We measured the CSI in a 4 × 15 m student office and
extracted fingerprints, day and night for 20 consecutive days,
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the fingerprints are different across devices. The fingerprints
extracted six times for the same device are also approximately
coincident. Here, it is worthy to emphasize that, we will not
apply a fitting curve to fingerprint. Although Zhu et al. have
fitted the errors due to I/Q imbalance in [12], as shown in
Fig. 2a, we find that BCM943224’s errors do not match the
model Zhu et al. proposed. It is because E consists of errors
caused by imperfect oscillator of NIC. Thus, we use E as
fingerprint directly and build mapping relations between MAC
address and fingerprint (MAC 7→ fingerprint).

C. Attack Detection
For rogue WiFi connection, there are two main types: rogue

AP and rogue device. The main idea of detecting rogue AP is
to verify the legitimacy of fingerprint after matching SSID and
MAC address. When it comes to detecting rogue devices, we
assume that there is a white list of authorized devices. Rogue
device may use IP/MAC address spoofing or replay attacks to
impersonate legitimate devices. When the device sends data
to an AP, the AP will extract fingerprint from CSIs at once.
Then, the established fingerprint library will be used to check
legitimacy which depends on whether the MAC address is
match the fingerprint stored in the library.

IV. EXPERIMENT DESIGN AND EVALUATION

Hardware Implementation: In the experiment, we build
our system based on industrial personal computers (IPCs)
with Intel 5300 WiFi chips. Mobile communication terminals
include smartphones and smartwatches, e.g., Huawei, Nexus,
SamSung and Huawei Watch. All data is collected from IPCs
at 2.4GHz OFDM wireless signal.

Software Implementation: We modified the driver of
the network card in IPCs and installed Linux 802.11n CSI
Tool [13] to collect CSI for fingerprinting. To collect CSI at
AP, we also install Hostapd in IPC to make the network card
work in master mode as an AP. Due to the limitation of Linux
802.11n CSI Tool, we set the AP to be non-encrypted. After
training, we employ our fingerprint library in the IPC for attack
detection and identification.

Fingerprint Library Establishment: In this experiment,
we use 30 WiFi devices including 24 mobile terminals and

TABLE I: WiFi Terminals.

Device Quantity Device Quantity
laptop with AR9580 3 Huawei Mate 9 2
laptop with AR5B22 3 Huawei Watch 3

OnePlus 3 2 Huawei Mate 10 2
Samsung S7 edge 2 Nexus 6P 2

Other devices 11

6 APs. The mobile terminals consist of different types of
smartphones and smartwatches. Table I shows the types and
quantities of tested mobile terminals. When collecting raw
CSI, we send ICMP messages to the connected mobile ter-
minals and estimate CSI from the response frames. In our
test in wireless communication, the shortest interval of ICMP
ping is nearly 5 ms on average. So, we set the packet interval
as 5 ms. In other words, we collect almost 200 frames per
second containing CSIs. For each terminal or AP, we collect
data that lasts ten seconds every time, i.e., 2000 CSIs. Our
method has advantage in dynamic environment, and it does
not require the device to be stationary. We will identify the
smartdevices when they are moving in Section V. However,
we only let the equipment stand still for the same assumptions
when comparing our method with Hua’s solution which is
based on carrier frequency offset (CFO) [14].

V. SYSTEM EVALUATION

In this section, we will demonstrate the invariance of
fingerprints to time, space, and environment, as well as the
differences between different devices. Then, we will compare
our method’s accuracy and time cost with Hua’s [14] which is
the fastest solution to our knowledge. Finally, under realistic
cyber-attacks, we deploy our system to detect attacks.

Time Invariance: For identification, it is necessary for
fingerprints to be stable and invariant at different connection
times. As our intuitive feeling, the temperature of smartde-
vices are changing after starting up. It is non-negligible that
temperature and humidity are different every day, and CSIs
may change [15]. Our fingerprints are phase errors extracted
from CSI. So, it is important to ensure the stability of our
fingerprints. Fig. 8a shows the phase errors at different time.
We measured the CSI in a 4 × 15 m student office and
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(a) Phase errors of four devices remain invariant
across the time.
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(b) Phase errors of four devices remain invariant at
ten different locations.
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(c) Phase errors of four devices remain invariant at
dynamic environments where people and objects are
in mobile.

Fig. 8: Invariance of fingerprints with respect to time, location and environment.

demonstrating the relative stability of the fingerprint over time.
From our experiment, phase errors are invariant to time.

Location Invariance: As mentioned in Section II, the
phases of recieved signal are sensitive to TOF. Indoor local-
ization methods have been proposed based on that [16]. If
the establishment of the device fingerprint library needs to be
sampled at all locations, it will be time-consuming and labor-
intensive. Fortunately, we have eliminated the effects of TOF
when the fingerprint is extracted. To verify that the fingerprint
is independent of the location, we set an AP at a student office
and use four different smartphones to connect to this AP at
different locations L1-L10 as shown in Fig. 7b. We sample
the CSIs and plot the phase errors of different smartphones
based on distance changes in Fig. 8b. It shows that the phase
errors change negligibly with location but are significantly
different among devices. It demonstrates that the fingerprints
are invariant when locations are changing. In other words, we
don’t have to sample every location to get fingerprints.

Environment Invariance: Compared with time and lo-
cation factors, influence from environment on CSI is more
dramatic. Such impact can come from crowd, movement
of tables and chairs and opening or closing of doors and
windows [17]. The invariance of fingerprint to environment is
vital because scenarios using smart devices are complex and
changeable. To evaluate this property, we first measured phase
errors in dynamic environment. We performed our experiments
in an office with people of 4 to 5. The following conditions
give the experiment details about movement of people and
objects:

• Condition A: Four people are walking in an office, and
one of them is taking along the connected smartphone;

• Condition B: The smartphone is deployed at a table,
and we move two chairs beside this table at different
locations;

• Condition C: The smartphone is deployed at a table, and
we make the door and window open or closed.

There are six different combinations of two chairs on the edge
of a table and four different opening and closing combinations
of a door and a window. Fig. 8c shows that phase errors change
little in the same room, although the surrounding environment
is changing. After that, we tested the same pairs of AP and
smartphones at different rooms in the campus such as a labora-
tory and a cafe. The obvious differences in interior furnishings

0.8 

0.4 

0.6 

0.2 • 
• 

Predicted Class 

Fig. 9: Accuracy of distinction

can be regarded as dramatical changes in these scenarios.
Fig. 8c shows fingerprints extracted in these scenarios. Those
experiments confirmed that the proposed fingerprint based on
CSI phase error is invariant to the environment.

Accuracy: As shown in Fig. 7a, the extracted fingerprints
are different across devices. To create a fingerprint library,
we set an AP at an office. In every device, our program
samples CSIs 10 times and every time lasts for 20 seconds.
Fig. 9 depicts the results of these 30 devices introduced in
Section IV. Results indicate that the average accuracy of
distinguishing devices ratio is 97.3%. Specially, there were not
only different types of equipment, but also the same type of
multiple devices. It demonstrates that our proposed fingerprint
mechanism can distinguish the subtle differences between the
same type of devices. It is impossible for an attacker to build
an impersonation attack by using the same type device.

Speed: Comparing to Hua’s method [14] that uses CFO
as fingerprint and needs at least 6-10 seconds to sample
CSIs, our method takes less than one second. We create
fingerprint libraries with our method and Hua’s from the
same raw CSIs. Then, we use them to distinguish devices
from the same CSI data. We assume that smart devices have
sufficient data processing capabilities and consider the raw
data collection time as the time cost of identification. Fig. 10
shows the comparison of them on accuracy and speed. Due to
the measurement of phase error is independent of the number
of samples, the accuracy of fingerprints extracted from phase

(a) Phase errors of four devices remain invariant
across the time.
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(a) Phase errors of four devices remain invariant
across the time.
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(b) Phase errors of four devices remain invariant at
ten different locations.
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(c) Phase errors of four devices remain invariant at
dynamic environments where people and objects are
in mobile.

Fig. 8: Invariance of fingerprints with respect to time, location and environment.

demonstrating the relative stability of the fingerprint over time.
From our experiment, phase errors are invariant to time.

Location Invariance: As mentioned in Section II, the
phases of recieved signal are sensitive to TOF. Indoor local-
ization methods have been proposed based on that [16]. If
the establishment of the device fingerprint library needs to be
sampled at all locations, it will be time-consuming and labor-
intensive. Fortunately, we have eliminated the effects of TOF
when the fingerprint is extracted. To verify that the fingerprint
is independent of the location, we set an AP at a student office
and use four different smartphones to connect to this AP at
different locations L1-L10 as shown in Fig. 7b. We sample
the CSIs and plot the phase errors of different smartphones
based on distance changes in Fig. 8b. It shows that the phase
errors change negligibly with location but are significantly
different among devices. It demonstrates that the fingerprints
are invariant when locations are changing. In other words, we
don’t have to sample every location to get fingerprints.

Environment Invariance: Compared with time and lo-
cation factors, influence from environment on CSI is more
dramatic. Such impact can come from crowd, movement
of tables and chairs and opening or closing of doors and
windows [17]. The invariance of fingerprint to environment is
vital because scenarios using smart devices are complex and
changeable. To evaluate this property, we first measured phase
errors in dynamic environment. We performed our experiments
in an office with people of 4 to 5. The following conditions
give the experiment details about movement of people and
objects:

• Condition A: Four people are walking in an office, and
one of them is taking along the connected smartphone;

• Condition B: The smartphone is deployed at a table,
and we move two chairs beside this table at different
locations;

• Condition C: The smartphone is deployed at a table, and
we make the door and window open or closed.

There are six different combinations of two chairs on the edge
of a table and four different opening and closing combinations
of a door and a window. Fig. 8c shows that phase errors change
little in the same room, although the surrounding environment
is changing. After that, we tested the same pairs of AP and
smartphones at different rooms in the campus such as a labora-
tory and a cafe. The obvious differences in interior furnishings
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can be regarded as dramatical changes in these scenarios.
Fig. 8c shows fingerprints extracted in these scenarios. Those
experiments confirmed that the proposed fingerprint based on
CSI phase error is invariant to the environment.

Accuracy: As shown in Fig. 7a, the extracted fingerprints
are different across devices. To create a fingerprint library,
we set an AP at an office. In every device, our program
samples CSIs 10 times and every time lasts for 20 seconds.
Fig. 9 depicts the results of these 30 devices introduced in
Section IV. Results indicate that the average accuracy of
distinguishing devices ratio is 97.3%. Specially, there were not
only different types of equipment, but also the same type of
multiple devices. It demonstrates that our proposed fingerprint
mechanism can distinguish the subtle differences between the
same type of devices. It is impossible for an attacker to build
an impersonation attack by using the same type device.

Speed: Comparing to Hua’s method [14] that uses CFO
as fingerprint and needs at least 6-10 seconds to sample
CSIs, our method takes less than one second. We create
fingerprint libraries with our method and Hua’s from the
same raw CSIs. Then, we use them to distinguish devices
from the same CSI data. We assume that smart devices have
sufficient data processing capabilities and consider the raw
data collection time as the time cost of identification. Fig. 10
shows the comparison of them on accuracy and speed. Due to
the measurement of phase error is independent of the number
of samples, the accuracy of fingerprints extracted from phase

(b) Phase errors of four devices remain invariant at
ten different locations.
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(a) Phase errors of four devices remain invariant
across the time.
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(b) Phase errors of four devices remain invariant at
ten different locations.
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(c) Phase errors of four devices remain invariant at
dynamic environments where people and objects are
in mobile.
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demonstrating the relative stability of the fingerprint over time.
From our experiment, phase errors are invariant to time.

Location Invariance: As mentioned in Section II, the
phases of recieved signal are sensitive to TOF. Indoor local-
ization methods have been proposed based on that [16]. If
the establishment of the device fingerprint library needs to be
sampled at all locations, it will be time-consuming and labor-
intensive. Fortunately, we have eliminated the effects of TOF
when the fingerprint is extracted. To verify that the fingerprint
is independent of the location, we set an AP at a student office
and use four different smartphones to connect to this AP at
different locations L1-L10 as shown in Fig. 7b. We sample
the CSIs and plot the phase errors of different smartphones
based on distance changes in Fig. 8b. It shows that the phase
errors change negligibly with location but are significantly
different among devices. It demonstrates that the fingerprints
are invariant when locations are changing. In other words, we
don’t have to sample every location to get fingerprints.

Environment Invariance: Compared with time and lo-
cation factors, influence from environment on CSI is more
dramatic. Such impact can come from crowd, movement
of tables and chairs and opening or closing of doors and
windows [17]. The invariance of fingerprint to environment is
vital because scenarios using smart devices are complex and
changeable. To evaluate this property, we first measured phase
errors in dynamic environment. We performed our experiments
in an office with people of 4 to 5. The following conditions
give the experiment details about movement of people and
objects:

• Condition A: Four people are walking in an office, and
one of them is taking along the connected smartphone;

• Condition B: The smartphone is deployed at a table,
and we move two chairs beside this table at different
locations;

• Condition C: The smartphone is deployed at a table, and
we make the door and window open or closed.

There are six different combinations of two chairs on the edge
of a table and four different opening and closing combinations
of a door and a window. Fig. 8c shows that phase errors change
little in the same room, although the surrounding environment
is changing. After that, we tested the same pairs of AP and
smartphones at different rooms in the campus such as a labora-
tory and a cafe. The obvious differences in interior furnishings

0.8 

0.4 

0.6 

0.2 • 
• 

Predicted Class 

Fig. 9: Accuracy of distinction

can be regarded as dramatical changes in these scenarios.
Fig. 8c shows fingerprints extracted in these scenarios. Those
experiments confirmed that the proposed fingerprint based on
CSI phase error is invariant to the environment.

Accuracy: As shown in Fig. 7a, the extracted fingerprints
are different across devices. To create a fingerprint library,
we set an AP at an office. In every device, our program
samples CSIs 10 times and every time lasts for 20 seconds.
Fig. 9 depicts the results of these 30 devices introduced in
Section IV. Results indicate that the average accuracy of
distinguishing devices ratio is 97.3%. Specially, there were not
only different types of equipment, but also the same type of
multiple devices. It demonstrates that our proposed fingerprint
mechanism can distinguish the subtle differences between the
same type of devices. It is impossible for an attacker to build
an impersonation attack by using the same type device.

Speed: Comparing to Hua’s method [14] that uses CFO
as fingerprint and needs at least 6-10 seconds to sample
CSIs, our method takes less than one second. We create
fingerprint libraries with our method and Hua’s from the
same raw CSIs. Then, we use them to distinguish devices
from the same CSI data. We assume that smart devices have
sufficient data processing capabilities and consider the raw
data collection time as the time cost of identification. Fig. 10
shows the comparison of them on accuracy and speed. Due to
the measurement of phase error is independent of the number
of samples, the accuracy of fingerprints extracted from phase

(c) Phase errors of four devices remain invariant at
dynamic environments.
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extracted fingerprints, day and night for 20 consecutive days,
demonstrating the relative stability of the fingerprint over time.
From our experiment, phase errors are invariant to time.

Location Invariance: As mentioned in Section II, the
phases of recieved signal are sensitive to TOF. Indoor local-
ization methods have been proposed based on that [16]. If
the establishment of the device fingerprint library needs to be
sampled at all locations, it will be time-consuming and labor-
intensive. Fortunately, we have eliminated the effects of TOF
when the fingerprint is extracted. To verify that the fingerprint
is independent of the location, we set an AP at a student office
and use four different smartphones to connect to this AP at
different locations L1-L10 as shown in Fig. 7b. We sample
the CSIs and plot the phase errors of different smartphones
based on distance changes in Fig. 8b. It shows that the phase
errors change negligibly with location but are significantly
different among devices. It demonstrates that the fingerprints
are invariant when locations are changing. In other words, we
don’t have to sample every location to get fingerprints.

Environment Invariance: Compared with time and lo-
cation factors, influence from environment on CSI is more
dramatic. Such impact can come from crowd, movement
of tables and chairs and opening or closing of doors and
windows [17]. The invariance of fingerprint to environment is
vital because scenarios using smart devices are complex and
changeable. To evaluate this property, we first measured phase
errors in dynamic environment. We performed our experiments
in an office with people of 4 to 5. The following conditions
give the experiment details about movement of people and
objects:
• Condition A: Four people are walking in an office, and

one of them is taking along the connected smartphone;
• Condition B: The smartphone is deployed at a table,

and we move two chairs beside this table at different
locations;

• Condition C: The smartphone is deployed at a table, and
we make the door and window open or closed.

There are six different combinations of two chairs on the edge
of a table and four different opening and closing combinations
of a door and a window. Fig. 8c shows that phase errors change
little in the same room, although the surrounding environment
is changing. After that, we tested the same pairs of AP and
smartphones at different rooms in the campus such as a labora-
tory and a cafe. The obvious differences in interior furnishings
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can be regarded as dramatical changes in these scenarios.
Fig. 8c shows fingerprints extracted in these scenarios. Those
experiments confirmed that the proposed fingerprint based on
CSI phase error is invariant to the environment.

Accuracy: As shown in Fig. 7a, the extracted fingerprints
are different across devices. To create a fingerprint library,
we set an AP at an office. In every device, our program
samples CSIs 10 times and every time lasts for 20 seconds.
Fig. 9 depicts the results of these 30 devices introduced in
Section IV. Results indicate that the average accuracy of
distinguishing devices ratio is 97.3%. Specially, there were not
only different types of equipment, but also the same type of
multiple devices. It demonstrates that our proposed fingerprint
mechanism can distinguish the subtle differences between the
same type of devices. It is impossible for an attacker to build
an impersonation attack by using the same type device.

Speed: Comparing to Hua’s method [14] that uses CFO
as fingerprint and needs at least 6-10 seconds to sample
CSIs, our method takes less than one second. We create
fingerprint libraries with our method and Hua’s from the
same raw CSIs. Then, we use them to distinguish devices
from the same CSI data. We assume that smart devices have
sufficient data processing capabilities and consider the raw
data collection time as the time cost of identification. Fig. 10
shows the comparison of them on accuracy and speed. Due to
the measurement of phase error is independent of the number
of samples, the accuracy of fingerprints extracted from phase
errors can exceed 90% in one second. It is nearly 8× faster
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Fig. 10: Comparison of time and accuracy between phase error
and CFO as device fingerprint.

errors can exceed 90% in one second. It is nearly 8× faster
than the CFO based approach.

Identification and prevention of rogue connections:
Given the CSI information from each packet, the receiver
calculates the fingerprint of each packet. If the fingerprint
does not match the elements in the fingerprint library, the AP
or mobile device may drop that packet out. This essentially
identify and prevent rogue sender or connection. We randomly
selected one-third of the 30 devices as illegal devices and
collected 1000 CSI samples per device. The CSI of the
30 devices is fingerprinted one by one and the legitimacy
is detected. Fig. 11 shows detection accuracy of these ten
rogue connections. Such random tests have been simulated
in different scenes. We define the probability that the rogue
device is detected as detection rate and the probability that the
legal device is misidentified as false alarm rate. The results of
detection rates and false alarm rates are displayed in detail on
Table II. Although the scenes are different, the detection rates
are all above 96%, while the false alarm rate are below 2%.
This further demonstrates that our fingerprint mechanism is
independent of the environment.

TABLE II: Identification accuracy of rogue connection in
didfferent scenes

Scene Attack detection rates False alarm rates
student office 97.33% 1.33%

library 96.32% 1.66%
meeting room 96.67% 1.83%

The experimental results demonstrate that our system is
capable of identifying and preventing rogue WiFi connections
reliably in real-time.

VI. RELATED WORK

Recently, device fingerprint-based authentication methods
have been proposed to enhance wireless security. Gao et
al. estimated packet interval time in Network Layer as the
AP’s feature [18]. In [19], transmit rate in PHY-layer is used
for distinguishing device. Although these methods of traffic
analysis are effective, a large amount of data collection is
required, even up to tens of GB. It takes huge time, storage
and computation costs.
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Some researchers turned to signal characteristics analysis.
Based on the difficulty of faking CSI, Jiang et al. proposed
a scheme by measuring the CSI of WiFi management frames
to ensure the legal status of both communication parties [6].
Li et al. used temporal probing and multiple tone probing
extracted from channel estimation to authenticate legitimate
transmitter [20]. Bagci et al. used multiple receivers’s CSI
to prevent tamper attack in IoT [21]. Their methods are
both based on that the location of the device is almost
unchanged. Some researchers consider acoustic signal as the
fingerprint [22]. However, similar to the CSI, it is sensitive to
the environment and not all the devices in the IoT are equipped
with microphone and speaker. Hua et al. [14] has proposed an
algorithm to estimate CFO from CSI as the device fingerprint.
Different from directly using CSI, the fingerpint based on CFO
is stable and invariant to time changes. It achieves excellent
performance in detecting illegal users. But all above methods
will not work when the device is mobile.

Combining device motion and radio signal strength, IoT de-
vice authentication mechanism Move2Auth [23] was limited to
use within 5cm. Similar to Move2Auth, Nirnimesh et al. also
built a legal identity system through changes of radio signal
strength due to movement [24]. It broke the limit of usage
distance and did not need any additional equipment in the
communication pairs. However, the assistance of a trusted third
party is indispensable. All those schemes need 10 seconds to a
few minutes to get enough samples. As Pei et al. [25] showed
that connection set-up time longer than 5 seconds will leave
a bad impression on the user. These methods remain trouble
mediating contradiction between security and user experience.

Location has also been used for attack detection, Demir-
bas et al. used RSSI based location to detect sybil at-
tack [26]. However, additional devices were also required in
their method. Combining the location and CSI, Liu et al.
authenticated users through multiple monitor [27], and devices
were required to be static. Wang et al. used beamforming to
position spoofing attacks [28]. In his method, smart antenna
array is indispensable.

In summary, how to design a real-time WiFi identification
and prevention mechanism in a dynamic and complex envi-
ronment remains as an urgent problem. Inspired by this need
and gap, we extract phase mismatches from all subcarriers
between signal transmitter and receiver as fingerprints.
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than the CFO based approach.
Identification and prevention of rogue connections:

Given the CSI information from each packet, the receiver
calculates the fingerprint of each packet. If the fingerprint
does not match the elements in the fingerprint library, the AP
or mobile device may drop that packet out. This essentially
identify and prevent rogue sender or connection. We randomly
selected one-third of the 30 devices as illegal devices and
collected 1000 CSI samples per device. The CSI of the
30 devices is fingerprinted one by one and the legitimacy
is detected. Fig. 11 shows detection accuracy of these ten
rogue connections. Such random tests have been simulated
in different scenes. We define the probability that the rogue
device is detected as detection rate and the probability that the
legal device is misidentified as false alarm rate. The results of
detection rates and false alarm rates are displayed in detail on
Table II. Although the scenes are different, the detection rates
are all above 96%, while the false alarm rate are below 2%.
This further demonstrates that our fingerprint mechanism is
independent of the environment.

TABLE II: Identification accuracy of rogue connection in
didfferent scenes

Scene Attack detection rates False alarm rates
student office 97.33% 1.33%

library 96.32% 1.66%
meeting room 96.67% 1.83%
The experimental results demonstrate that our system is

capable of identifying and preventing rogue WiFi connections
reliably in real-time.

VI. RELATED WORK

Recently, device fingerprint-based authentication methods
have been proposed to enhance wireless security. Gao et
al. estimated packet interval time in Network Layer as the
AP’s feature [18]. In [19], transmit rate in PHY-layer is used
for distinguishing device. Although these methods of traffic
analysis are effective, a large amount of data collection is
required, even up to tens of GB. It takes huge time, storage
and computation costs.

Some researchers turned to signal characteristics analysis.
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errors can exceed 90% in one second. It is nearly 8× faster
than the CFO based approach.

Identification and prevention of rogue connections:
Given the CSI information from each packet, the receiver
calculates the fingerprint of each packet. If the fingerprint
does not match the elements in the fingerprint library, the AP
or mobile device may drop that packet out. This essentially
identify and prevent rogue sender or connection. We randomly
selected one-third of the 30 devices as illegal devices and
collected 1000 CSI samples per device. The CSI of the
30 devices is fingerprinted one by one and the legitimacy
is detected. Fig. 11 shows detection accuracy of these ten
rogue connections. Such random tests have been simulated
in different scenes. We define the probability that the rogue
device is detected as detection rate and the probability that the
legal device is misidentified as false alarm rate. The results of
detection rates and false alarm rates are displayed in detail on
Table II. Although the scenes are different, the detection rates
are all above 96%, while the false alarm rate are below 2%.
This further demonstrates that our fingerprint mechanism is
independent of the environment.

TABLE II: Identification accuracy of rogue connection in
didfferent scenes

Scene Attack detection rates False alarm rates
student office 97.33% 1.33%

library 96.32% 1.66%
meeting room 96.67% 1.83%

The experimental results demonstrate that our system is
capable of identifying and preventing rogue WiFi connections
reliably in real-time.

VI. RELATED WORK

Recently, device fingerprint-based authentication methods
have been proposed to enhance wireless security. Gao et
al. estimated packet interval time in Network Layer as the
AP’s feature [18]. In [19], transmit rate in PHY-layer is used
for distinguishing device. Although these methods of traffic
analysis are effective, a large amount of data collection is
required, even up to tens of GB. It takes huge time, storage
and computation costs.
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Some researchers turned to signal characteristics analysis.
Based on the difficulty of faking CSI, Jiang et al. proposed
a scheme by measuring the CSI of WiFi management frames
to ensure the legal status of both communication parties [6].
Li et al. used temporal probing and multiple tone probing
extracted from channel estimation to authenticate legitimate
transmitter [20]. Bagci et al. used multiple receivers’s CSI
to prevent tamper attack in IoT [21]. Their methods are
both based on that the location of the device is almost
unchanged. Some researchers consider acoustic signal as the
fingerprint [22]. However, similar to the CSI, it is sensitive to
the environment and not all the devices in the IoT are equipped
with microphone and speaker. Hua et al. [14] has proposed an
algorithm to estimate CFO from CSI as the device fingerprint.
Different from directly using CSI, the fingerpint based on CFO
is stable and invariant to time changes. It achieves excellent
performance in detecting illegal users. But all above methods
will not work when the device is mobile.

Combining device motion and radio signal strength, IoT de-
vice authentication mechanism Move2Auth [23] was limited to
use within 5cm. Similar to Move2Auth, Nirnimesh et al. also
built a legal identity system through changes of radio signal
strength due to movement [24]. It broke the limit of usage
distance and did not need any additional equipment in the
communication pairs. However, the assistance of a trusted third
party is indispensable. All those schemes need 10 seconds to a
few minutes to get enough samples. As Pei et al. [25] showed
that connection set-up time longer than 5 seconds will leave
a bad impression on the user. These methods remain trouble
mediating contradiction between security and user experience.

Location has also been used for attack detection, Demir-
bas et al. used RSSI based location to detect sybil at-
tack [26]. However, additional devices were also required in
their method. Combining the location and CSI, Liu et al.
authenticated users through multiple monitor [27], and devices
were required to be static. Wang et al. used beamforming to
position spoofing attacks [28]. In his method, smart antenna
array is indispensable.

In summary, how to design a real-time WiFi identification
and prevention mechanism in a dynamic and complex envi-
ronment remains as an urgent problem. Inspired by this need
and gap, we extract phase mismatches from all subcarriers
between signal transmitter and receiver as fingerprints.
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party is indispensable. All those schemes need 10 seconds to a
few minutes to get enough samples. As Pei et al. [25] showed
that connection set-up time longer than 5 seconds will leave
a bad impression on the user. These methods remain trouble
mediating contradiction between security and user experience.

Location has also been used for attack detection, Demir-
bas et al. used RSSI based location to detect sybil at-
tack [26]. However, additional devices were also required in
their method. Combining the location and CSI, Liu et al.
authenticated users through multiple monitor [27], and devices
were required to be static. Wang et al. used beamforming to
position spoofing attacks [28]. In his method, smart antenna
array is indispensable.

In summary, how to design a real-time WiFi identification
and prevention mechanism in a dynamic and complex envi-
ronment remains as an urgent problem. Inspired by this need
and gap, we extract phase mismatches from all subcarriers
between signal transmitter and receiver as fingerprints.



VII. CONCLUSION

This paper has demonstrated that phase error can be used
as device fingerprint for real-time identification and prevention
of rogue WiFi connections. It not only improves the security
between the AP and the device, but also adds a layer of
authentication protection between the AP relay networks. Our
experiments show that such fingerprints are invariant to time,
locations and environments. As a result, such a mechanism
can be applied on top of traditional WLAN authentication
protocols with little impact on WiFi connection time. The
invariant phase error can be extracted from changing CSIs
in less than a second, which is at least 8× faster than that
of the state-of-the-art solution. The whole identification and
prevention process is non-intrusive and transparent to rogue
devices. The extensive experiments on COTS APs and smart-
phones in different scenarios show that the accuracy of rogue
connection detection is up to 96% and false alarm rate is below
2%. It demonstrates that the proposed approach is effective and
reliable in various environments and setup. In future, we plan
to address the problem of fingerprint migration in larger and
more complex scenarios with multiple AP networks.
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