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Abstract—With the growing penetration of renewable and
demand response programs which lead to frequent flow reversals
and substation reconfigurations, correct identification of the
topology becomes an imperative task in future power grid
management. However, due to low measurement redundancy
especially on distribution networks, the aforementioned task is
inevitably challenging. In this paper, we are thus motivated to
propose a maximum a posterior based mechanism, which is
capable of embedding prior information on the breaker status, to
enhance the identification accuracy. Building upon semidefinite
programming, our goal is converted to solving a relaxed convex
optimization problem. Within the optimization problem, the
sparsity in prior knowledge is also promoted using compressed
sensing technique to further alleviate the effect of insufficient
measurements. Numerical tests on the IEEE 14-bus model
corroborate the effectiveness of our proposed scheme.

Keywords—Topology Identification; Maximum a Posterior
Probability; Convex Relaxation; Smart Grid; Compressed Sens-
ing.

I. INTRODUCTION

An important feature of evolving modern Smart Grid is the
flexibility in network topology. In smart grid, transmission
and distribution infrastructure will be able to handle possible
bidirection energy flows, allowing for various distributed gen-
eration from photovoltaic panels, fuel cells, batteries of electric
cars, wind turbines, pumped hydroelectric power, and other
sources [1]. In this situation, an accurate identification of grid
topology becomes an imperative task since correct topology
information consists of a basis for various system analyse
functions such as contingency analysis aiming to improve the
reliability of the system [2].

In grid management, a critical task of a system operator is
to take quick actions to restore continuity of electric power
supply following forced outages. However, many existing
outage management system (OMS) are still based on the
process of call aggregation, which can take from tens of
minutes to hours to identify the culprit device. Thus, advanced
smart grid systems call for automatic detection schemes, which
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will dramatically improve the quality of service. Unfortunately,
it is said that in particular the distribution networks today may
still have only few measurements at the substation. On the
other hand, the number of circuit breakers is typically larger
than the available measurements [3].

In this work, we devise a novel framework capable of suc-
cessfully infer the true network topology with high probability
under limited measurements. Based on the prior information of
circuit breaker status, the topology identification can be posed
as a maximum a posterior (MAP) estimation problem (Section
II). Since the formulated MAP is a NP-hard problem which
is very difficult to solve exactly, we adopt semidefinite pro-
gramming (SDP) relaxation to obtain an approximated easier
optimization problem (Section III). By exploiting compressive
sensing advances, the objective function of the aforementioned
problem is regularized by the `1-norm of selected vectors,
which explores sparsity of the change of status of circuit
breakers (Section IV). Numerical tests on an expanded version
of the IEEE 14-bus power network show that our novel method
can correctly reveal the circuit breaker status in most cases
(Section V).
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Fig. 1. SCADA Topology. Analog measurements can be from phasor
measurement units (PMUs), power flow meters or power injection meters, etc.
Digital measurements contain readings from circuit breaker monitors installed
in the substation.



II. PROBLEM FORMULATION

In this section we describe the model in detail, and the
basic maximum a posteriori probability (MAP) method for
estimating the topology pattern.

A. Topology Pattern Model and Prior Distribution

We consider a system with N circuit breakers. We represent
a topology pattern, i.e., as a vector s ∈ {0, 1}N , where
si = 1 means that circuit breaker i is open and si = 0
means breaker is closed. Since circuit breaker is normally-
closed or open (circuit breaker operates rarely), leveraging
this prior knowledge will improve the accuracy of topology
identification from an information theory perspective [4]. For
instance, consider the case that the probability of a circuit
breaker is open equals to 0.5, then if no measurement is
available, we can only guess the status of breaker by tossing
a coin. However, in another case when the probability of a
breaker is open equals to 0.99, we can always decide the
breaker is open with a very high accuracy even without any
measurement. In other words, the prior knowledge in the later
case is more “informative” than the first case. We assume
that circuit breakers act independently, and the open state for
circuit breaker i occurs with known probability pi based on
the historical data. That is:

p(si) =

{
pi si = 1;
1− pi si = 0; (1)

Thus, the (prior) probability of topology pattern s occurring
is:

p(s) =

N∏
i=1

psii (1− pi)1−si (2)

For example, the topology pattern s = 0 corresponds to the
situation in which all the circuit breakers are in closed status,
with probability:

p(0) =

N∏
i=1

(1− pi) (3)

B. Measurement Model

In this paper, we combine two types of measurements:
Analog measurements and Digital measurements to infer the
true topology and state of the system. za denotes the vector of
analog measurements including readings from PMUs, power
flow meters and power injection meters. zd represents the
vector of digital measurements from circuit breaker monitors
with values 1 or 0 indicating the open/closed status of the
breaker. We will explain the relation between state variables
and analog measurements, circuit breaker status and digital
measurements and the constraint between state variables and
breaker status.

1) Analog Measurement Model: We define the state of the
system x ∈ RK as the voltage phasor angles in all the K
buses (substations) and assume M analog measurements are
available. These measurements depend on the state x by the
following linear model:

za = Hax + v (4)

where Ha ∈ RM×K is the analog measurement matrix. v
is the measurement noise vector which is assumed to be
Gaussian distributed, i.e., v ∼ N (0,Λ) and each element
of v is independent of each other and x, which implies that
the covariance matrix Λ is diagonal. Explicitly, the diagonal
element Λii equals to σ2 for i = 1, 2, . . . ,M .

2) Digital Measurement Model: Similar as the analog mea-
surement model, we assume L digital measurements can be
obtained, thus, the equation relating the digital measurements
to the breaker status s can be denoted as follows:

zd = Hds (5)

where zd ∈ {0, 1}L, Hd ∈ RL×N and each row of Hd is with
values of zeros except one entry of 1 that corresponds to the
measurement in that breaker. We assume digital measurements
zd are communicated through reliable channels which implies
(5) is a noise-free model. In network topology identification
scenario which we focus on in this paper, the above set of
linear equations is typically assumed to be under-determined
(L < N ), which means that the number of digital measure-
ments is smaller than the number of circuit breakers.

3) Relation between state variables and circuit breaker
status: Since both the analog and digital measurements will be
used to identify the topology with the state estimation stage,
the relationship between state x and topology pattern s can
be modeled in the following way [5]: Define the switch-bus
incident matrix A ∈ RL×K with the properties of: 1) its i-th
row aT

i corresponds to the (m,n) switch between buses m
and n with m < n; 2) the m-th (n-th) entry of the vector aTi
equals to +1(−1) and zero elsewhere. When the (m,n) switch
is closed, the voltage phasor angle difference between its two
ends is zero, and this can be expressed in the following:

aT
i x = 0 (6)

C. Posterior Probability

Let p(x, s|za, zd) to be the posterior probability of state
x and topology pattern s given the measurement za and zd.
Based on Bayes’ rule we can have:

p(x, s|za, zd) =
p(za, zd|x, s)p(x, s)

p(za, zd)

∝ p(za, zd|x, s)p(x, s)
∝ p(za, zd,x, s)

(7)

where p(za, zd,x, s) is the joint probability of (za, zd,x, s).
We assume that they are mutually independent, and by using



(2) and (4) we can derive:

p(za, zd,x, s) = p(za)p(s)p(zd)p(x)

= N (Hax,Λ)

N∏
i=1

psii (1− pi)1−sip(zd)p(x)

(8)

where N (Hax,Λ) means the probability of analog mea-
surements za. It is Gaussian distributed with mean Hax
and covariance matrix Λ. Note that (5) is noise-free, thus
p(zd) = 1. With respect to p(x), we assume no “informative”
prior information on x is available. In consequence, x can be
assumed uniform distributed which implies p(x) = c, where
c is a constant. Then (8) is simplified as:

p(za, zd,x, s) = cN (Hax,Λ)

N∏
i=1

psii (1− pi)1−si (9)

In next section, we will see “prior information” on x will not
influence our MAP estimation under this setting.

D. MAP Estimation

The MAP criterion is to choose an optimal pair (x∗, s∗) so
as to maximize p(x, s|za, zd). As discussed in the last section,
it can be rewritten as:

max p(za, zd,x, s) = max
x,s
N (Hax,Λ)

N∏
i=1

psii (1− pi)1−si

(10)
we can define the log-loss function as the negative log
probability lza,zd

(x, s) = − log p(za, zd,x, s), therefore it is
equivalent to reformulate the objective as follows:

min
x,s

lza,zd
(x, s) = − log

(
N (Hax,Λ)

N∏
i=1

psii (1− pi)1−si
)

= − log
(
N (Hax,Λ)

)
− log

( N∏
i=1

psii (1− pi)1−si
)

=
1

2
(za −Hax)

TΛ−1(za −Hax) + bT s + C

=
1

2σ2
(za −Hax)

T (za −Hax) + bT s + C

=
1

2σ2
xTHT

a Hax− 2zTa Hax + bT s + C′

(11)

where Λ is replaced by σ2I, and b = [b1,b2, . . . ,bN ] with
bi = log

(
(1 − pi)/pi

)
. C and C′ are constants that are

independent of the optimization variables x and s.
To ease the presentation, we define:

Q =
1

2σ2
HT

a Ha

qT = −2zTa Ha

(12)

Then (11) can be reposed as:

minimize
x,s

xTQx + qTx + bT s (13)

Now we add the aforementioned constraints of the problem
into (13), the complete MAP estimation problem becomes as
follows:

minimize
x,s

xTQx + qTx + bT s

subject to zd = Hds

Acx = 0

s ∈ {0, 1}N

(14)

where Ac is a sub-matrix of A (switch-bus matrix) corre-
sponding to the set of circuit breakers which are measured to
be in the closed status. Notice that (14) is a standard form of
mixed 0− 1 integer quadratic optimization problem which is
known to be NP-hard. We can analyze why (14) is very hard to
solve from an optimization point of view. From the definition
of Ha, it can be deduced that matrix Q is symmetric positive
semidefinite. Consequently, the objective of (14) is a convex
quadratic function of x and s. In other words, the difficulty
of this problem results from the constraint. The constraint
s ∈ {0, 1}N is non-convex which makes (14) to be a non-
convex problem as a whole.

We present in this paper a heuristic for solving (14) ap-
proximately. Our method is based on relaxing the original
problem (14) into an easier convex program which can be
solved efficiently and globally.

III. CONVEX RELAXATIONS

In this section, we describe a type of convex relaxation: SDP
relaxation. In recent years, it has been at the center of some
very exciting developments in the area of signal processing
and communications, and it has shown great significance and
relevance on a variety of applications. Roughly speaking, SDP
relaxation is a powerful, computationally efficient approxi-
mation technique for a host of very difficult optimization
problems [6].

A. SDP Relaxation

We now derive the SDP relaxation for the MAP problem.
The relevant notations are listed as follows for reference:

• SN = {A ∈ RN×N | A = AT } denotes the set of
symmetric matrices.

• A � B means matrix A−B is positive semidefinite with
A,B ∈ SN .

• A •B =
N∑
i=1

N∑
j=1

AijBij is the inner product of A,B ∈

SN .

Before the SDP relaxation, we first raise an equivalent
problem to (14). We introduce X = xxT , S = ssT and rewrite



(14) as follows:

minimize
x,X,s,S

Q •X + qTx + bT s

subject to zd = Hds

Acx = 0

Sii − si = 0 i = 1, 2, . . . , N(
1 xT

x X

)
=

(
1
x

)
·
(

1
x

)T

(
1 sT

s S

)
=

(
1
s

)
·
(

1
s

)T

(15)

Further reformulation can be done based on the following
theorem [6].

Theorem 1.
(

1 sT

s S

)
� 0 and rank S = 1⇔ S = ssT .

Notice that the constraint rank S = 1 is non-convex, by
removing it from (15) (remove the constraint for X in the
same way) we have the SDP relaxation:

minimize
x,X,s,S

Q •X + qTx + bT s

subject to zd = Hds

Acx = 0

Sii − si = 0 i = 1, 2, . . . , N(
1 xT

x X

)
� 0(

1 sT

s S

)
� 0

(16)

(16) is a standard form of SDP which can be solved efficiently
using interior-point algorithms in various solver packages
[7][8]. Note that the known Linear Programming (LP) re-
laxation technique can also be applied here, however, SDP
relaxation meets our requirement because it is superior to LP
relaxation in terms of approximation quality. In fact, a small
error in topology identification of power grid can mislead the
system operations significantly. The comparison of LP and
SDP relaxation is summarized in the following theorem [9].
The optimal objective value of LP, SDP relaxation and original
integer program are represented by v(LP), v(SDP), v(IP)
respectively.

Theorem 2. The SDP relaxation gives a tighter lower bound
than LP relaxation with respect to the original interger pro-
gram such as: v(LP) ≤ v(SDP) ≤ v(IP).

Another point needs attention is that the result of the SDP
relaxation problem (16) offers a soft decision on the topology
pattern, i.e., a continues value between 0 and 1 for each circuit
breaker. Hence, we need to recover the exact topology pattern
from this soft decision. This problem is investigated in the
next section.

IV. COMBINING `1-NORM WITH SDP RELAXATION

Inspired by the compressive sensing idea [10], we shall add
the `1-norm term in the SDP relaxation in order to further
improve the accuracy of our topology identification approach.

A. Adding `1-norm Regularization

Recall that in section II we assume every breaker has a
much higher probability staying in one state than the other.
We consider the state with higher probability to be common
state, and the other one is uncommon state for each breaker.
It implies that in each topology identification process, the
solved topology pattern should not change too much from
the expected “common” topology pattern that every breaker
is in its common state. This property enables us to employ `1-
norm regularization to achieve better performance. We explain
this idea in a formal way as follows. We first add the term
λ ‖s− su‖1 into (16) with the constrains unchanged (in (17)).
su is the vector of common status of the breakers. ‖s− su‖1
is the regularization function used to incorporate the rarity
of event that circuit breakers change from common status
to uncommon one. λ is the regularization parameter, which
controls the sparsity of the status change vector s − su.
The above idea is characterized in the following optimization
problem:

minimize
x,X,s,S

Q •X + qTx + bT s + λ ‖s− su‖1

subject to zd = Hds

Acx = 0

Sii − si = 0 i = 1, 2, . . . , N(
1 xT

x X

)
� 0(

1 sT

s S

)
� 0

(17)

(17) is not a standard SDP due to the non-linearity of
‖s− su‖1. However, we can convert it into a standard SDP
with the introduction of extra variable vector t as follows:

minimize
x,X,s,S,t

Q •X + qTx + bT s + λ1T t

subject to zd = Hds

Acx = 0

Sii − si = 0 i = 1, 2, . . . , N

diag(t− s + su) � 0

diag(t + s− su) � 0(
1 xT

x X

)
� 0(

1 sT

s S

)
� 0

(18)

where 1T is the vector with all 1’s. diag(x) is a matrix with
the entries of vector x in the diagonal and 0’s in the off-
diagonals. Note that now (18) is a standard SDP that both the
objective and the positive semidefinite cone constraints are
linear in control variables x,X, s,S, t [7].

B. Selection of Tuning Parameter λ

In our proposed algorithm stated in (18), we have to choose
the parameter λ first. From optimization theory [7], `1-norm



term in (18) will be forcing the item in the norm to be sparse
and λ determines the weighting/importance of this term. If λ
is very large, most of the components in the `1-norm would be
zeros. In addition, the selection of λ depends on the specific
application we are working on. Recall that we assume a prior
probability distribution for the topology pattern, and we further
assume that pui denotes the probability of occurring uncommon
status for breaker i, then the expected number of nonzero
entries of s− su would be

∑N
i=1 p

u
i . With the help of cross-

validation technique, we can determine an optimized λ∗ that
best fits this prior knowledge [11].

C. Rounding the Soft Decision

After obtaining the results of (18), we need to round its soft
decision of s with values [0, 1]N into feasible topology pattern
of (13) with s ∈ {0, 1}N . We denote the optimal solution
of (18) as (x∗,X∗, s∗,S∗, t∗) and sr as the hard decision
after rounding. Then we consider the following rounding
mechanism: Randomized rounding. It utilizes not only vector
s∗ but also matrix S∗ to come up a sampling scheme. Let us
assume a Gaussian distribution with s∗ be the mean vector,
S∗ − s∗s∗

T

to be the covariance matrix. Then we generate
sample from this distribution and round it to vector with 0’s
or 1’s. We can summarize this approach as follows:

a. Randomly draw a sample vector η with η ∈
N (s∗,S∗ − s∗s∗

T

).
b. Rounding the sample:

sri =
sign(ηi − 0.5) + 1

2
i = 1, 2, . . . , N

c. (Optional) Repeat procedure a,b multiple times to
obtain several sr.

d. Find the best rounded sample solution sbest such that:

sbest = argmin
sr

sr
T

Qsr + qT sr

where
sign(x) =

{
+1, x ≥ 0;
−1, x < 0. (19)

Note that here we only consider the rounding scheme for
topology pattern. If we are interested in the state estimation
result, similar rounding methods can also be used to recover
vector x [6].

V. PRELIMINARY NUMERICAL TESTS

In this section, the novel topology identification approach is
tested on IEEE 14-bus system in Fig. 2. The network model
parameters and system state are obtained using MATPOWER
[12]. The measurements are from PMUs and circuit breaker
monitors. They are assumed to be independent and the analog
PMU measurement error is modeled as zero Gaussian with
standard deviation σ = 0.05. We consider three scenarios that
1/3, 1/2 and 2/3 number of all states and breaker status are
randomly selected as our measurement pool. The probability
of uncommon status for each circuit breaker is set to be
0.05, 0.1, 0.3, 0.5. 50 different topologies are simulated with
each topology having a certain number of uncommon breaker

status according to different prior distributions. Our proposed
method in (18) is solved by CVX, an optimization package
targeted for solving convex optimization problems [8]. The
evaluation performance with different prior distributions and
measurement ratios is illustrated in Table. I.

TABLE I
AVERAGE SUCCESS RATE FOR TOPOLOGY IDENTIFICATION

Prob of uncommon status Ratio = 1
3

Ratio = 1
2

Ratio = 2
3

0.05 96% 98% 98%
0.1 91% 92% 95%
0.3 76% 82% 90%
0.5 63% 71% 80%

Fig. 2. The IEEE 14-bus system modeled at the substation level [13]. Solid
(hollow) squares indicate closed (open) circuit breakers, and thick (thin) lines
correspond to transmission lines (breaker connections).

The simulation results in Table I are compliance with our
expectation. Notice that when the probability of uncommon
status occurring is equal to 0.5, it is the situation that we have
no prior information on the breaker status, which is equivalent
to the case that only the measurement data is available for
topology inference. However, incorporating prior information
in our designed framework is shown to be able to improve
the accuracy of topology identification. Studying the proposed
scheme for practical power network dimensions is currently
under investigation.

VI. CONCLUSION

A novel circuit breaker identification scheme was proposed
in this paper. By exploiting the prior distribution on breaker
status which can potentially enhance the identification per-
formance, we formulated the topology detection problem as a
MAP estimation problem. To efficiently solve the optimization
problem thus obtained, a SDP relaxed problem was further
proposed. Leveraging the premises of compressive sampling,



the aforementioned objective was regularized by the `1-norm
of selected vectors to further account for prior information on
breakers. Numerical tests on the IEEE 14-bus model verified
the effectiveness of the novel scheme.
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