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Abstract—A novel distributed line outage detection algorithm
was developed in this paper through convex relaxation and
alternating direction method of multipliers (ADMM) method for
smart grid system. The devised approach allows identification
of multiple line outages using limited number of PMU measure-
ments. The diagnosis procedure is performed close to the place
where PMU measurements are collected and only partial variable
estimates are exchanged among the neighbours of processors.
It is shown that the proposed method outperforms the existing
methods, which are either suffering from computational complex-
ity or security and privacy issues. Numerical tests demonstrated
the merits of the proposed schemes in coordinately figuring out
multiple line outages in the system.

Keywords—Line outage detection; Convex optimization; Smart
Grid; Distributed computing; Alternating direction method of
multipliers.

I. INTRODUCTION

Recently the topic of Cyber-Physical Systems (CPS) has
been attracting much attention in computer science society.

CPS are integrations of computation, networking, and con-
trol for physical processes in which the physical system can
affect the cyber system and vice versa. Specifically, power grid
is seen as one of such CPS and form a rich environment for
the study of several inherent problems. In the first place, it
becomes one of the largest and most complex interconnected
networks in the world and the corresponding control task is
extremely difficult due to its vast scale. Second, new kind
of power transfers resulting from use of distributed energy
generation and storage will potentially make power systems
increasingly vulnerable to cascading failures in which a small
series of events can lead to a major blackout [1]. Third,
the new types of security issues arise in CPS, which is a
growing concern in smart grid systems. For instance, a fault or
malicious attack in the communication network can mislead
the decisions in centralized control center that will cause
dramatically changes in the physical power grid, such as line
overflows, generator outages, etc. Thus, advanced smart grid
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Fig. 1. IEEE 9-bus system with data attack on bus No. 9

system calls for distributed computation, communication and
control framework that local actions can be coordinated for
integrated and efficient protection of the power grid as a whole.

To demonstrate the validity of the security concerns above,
We test the IEEE 9-bus power system in Fig. 1 using the
MATPOWER simulation package under the default settings
specified by the IEEE document, and we obtain a set of
solutions which include the amount of power flow at each
branch and the voltage magnitude at each bus [11]. Suppose
the message sent from bus No. 9 to the control center (i.e.,
SCADA) containing the load information is intercepted and
tampered by malicious attackers, which induces a false change
of the demanded power at bus No. 9 from the original 125
MW to 560 MW while the overall power demand of this
system remains under its maximum generation capacity. We
retest this 9-bus system and we find that as a result, significant
power overflows will happen to branch a, b, and i, and the
voltage magnitudes at bus 4 − 9 will violate the prescribed
limit remarkably. The stability of this power system is thus in
great jeopardy due to this malicious data attack.



The rest of the paper is organized as following. Section
II presents the the related works of line outage detection
in smart grid. The system model, problem formulation and
related preliminary are discussed in section III. The design of
distributed algorithms are presented in section IV. In section
V, we analyze and discuss the simulation results. We then
conclude the paper in section VII.

II. RELATED WORK

Nowadays, the advances in information infrastructure pro-
vide opportunities to better cope with the reliability related is-
sues in smart grid. The development of real-time synchronized
phasor measurement units (PMUs) is enabling direct usage
of PMU-provided measurements to detect events within the
power system, which makes PMU-based line outage detection
a promising direction to help improve the chances of fault
identification.

Existing PMU-based line outage detection methods typi-
cally use the internal-external network model for the whole
interconnected system in which the goal is to identify external
line outages using only measurements within the internal
system [4], [9], [10], [12]. [9] formulates the line outage de-
tection as a best match problem which contains an exhaustive
searching process for the most likely outaged line. Thus it
can only handle single line outage scenario. Building upon
the work [9], double line outage detection is considered in
[10] while it restricts to the case with exactly double line
outaged in the system. A similar exhaustive search is also
applied in [10] but the searching space is even much larger
than single line’s, which is very computational expensive.
Another method to line-outage identification employs Gauss-
Markov graphical model of the power network and is capable
of dealing with multiple outages at moderate complexity
[7] while it needs the measurements across the grid. An
alternative sparse overcomplete representation based algorithm
was proposed in [12], which can also handle multiple line
outages. However, as aforementioned methods, they are all
carrying out the processing in a centralized manner, which is
vulnerable in practice. Further, these existing approaches need
to transmit raw data in the system that may encounter privacy
issues. The objective of this paper is to design a distributed
line outage detection scheme for smart grid system upon the
network of Wide Area Measurement System (WAMS). An
example of WAMS is showed in Fig. 4.

III. APPROACH PROCEDURE DESCRIPTION AND PROBLEM
FORMULATION

Our detection approach is based on the network of WAMS.
In each area of WAMS, certain number of PMUs are im-
plemented in the buses. They will measure the bus voltage
phasor and all the branch-current phasors that incident to the
corresponding buses. In the higher level, there is a Phasor Data
Concentrator (PDC) collecting the data from PMUs within its
area. The proposed line outage detection is then performed
among the PDCs in a distributed fashion. At last, the results
after detection not the raw data are transmitted to the WAMS
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Fig. 2. Power flow at each branch before and after attack.
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center aiming at providing critical information to the system
operators.

A. System Model

In typical power transmission system, the synchrophasor
measurements at the n-th PDC area expressed in rectangular
coordinates are collected in a vector ȳn and obey the following
linear model:

ȳn = H̄nx + ḡn (1)

where x is the state of the whole system containing all line
currents. H̄n ∈ RMn×2Nl is the measurement matrix, Mn is
the number of measurements within n-th PDC area, Nl is the
number of lines in the whole system. ḡn ∼ N (0,Λn) denotes
the additive Gaussian noise vector. For notational convenience,
we multiply with Λ

−1/2
n on both sides of (1) to yield:

yn = Hnx + gn (2)

where yn = Λ
−1/2
n ȳn, and the other terms are manipulated

similarly.
Let v = Re(v) + Im(v) be the Nb × 1 vector of complex

nodal voltages with Nb the number of buses in the system. By
writing down the node equations of Kirchhoff’s current law
(KCL) and Kirchhoff’s voltage law (KVL) at each node, we
can derive the vector of complex currents injected on each line
as follows:

ifl = x = Yflv (3)

where Yfl describes the line-to-bus admittance matrix. The
matrices H̄n in (1) can be expressed as:

H̄n =


QnRe(Y

−1
fl ) −QnIm(Y−1

fl )
QnIm(Y−1

fl ) QnRe(Y
−1
fl )

eT
n 0T

0T eT
n

 (4)

where Qn is the selection matrix according to the n-th PDC.

B. Possible Centralized Solution for Line Outage Detection

In this paper, we combine the measurements and the prior
information on the state to do line outage detection. We denote
x̃ as the statistics of historical data on the transmission line
currents, which follows normal distribution with mean vector
xp and covariance matrix Λp, that is x̃ ∼ N (xp,Λp). We
assume the state variables are independent which implies the
covariance matrix Λp is diagonal. Inspired by the idea of
compressive sensing, we can have sparse solution for certain
underdetermined system by adding the `1-norm regularization
[3]. Since most of the components of the item in `1-norm
term is pushed into zero, we let the unknown state vector x to
compare with its nominal model in the `1-norm term in order
to create “sparse” faulty branches.

Now we suppose the line outage detection is performed in
a single control center. We employ the `1-norm approximation
in [3] leading to a convex optimization criterion below:

min
x

1

2
‖y −Hx‖22 +λ

∥∥∥Λ−1/2p (x− xp)
∥∥∥
1

(5)

Note that if we decompose (5) into N PDC areas, then (5)
can be expressed in the following:

min
xn

N∑
n=1

fn(xn) (6)

accordingly the “cost function” for each PDC is:

fn(xn) =
1

2
‖yn −Hnxn‖22 + λ

∥∥∥Λ−1/2pn (xn − xpn)
∥∥∥
1

(7)

where xn, Hn, xpn and Λpn are corresponding to the states
involved in n-th PDC. Each PDC in the area can choose
to minimize (7) individually but this method is clearly sub-
optimal since the overlapping states are not taken into account.

IV. PROPOSED DISTRIBUTED LINE OUTAGE DETECTION

In this section, we derive to solve the optimization problem
in (6) in a distributed manner. Denote xn as the subset of x,
which contains the states involved in n-th PDC. Also denote
xnm as the value of the sharing states between neighbouring
n-th and m-th PDC (a sub-vector of xn or xm). Then the
estimate of overlapping state variables by neighbouring PDCs
should be the same. Then equation (6) can be reformulated
as:

minimize
xn

N∑
n=1

fn(xn)

subject to xnm = xmn, m ∈ Nn; n,m ∈ P
(8)

where Nn is the set of neighbouring PDCs of n-th PDC, P
is the set of PDCs.

Let us now apply the Alternating Direction Method of
Multipliers (ADMM) [2] to solve the line outage detection
problem formulated in (8) using a distributed mechanism. We
introduce auxiliary variables ϑnm and zn in order to fit the
ADMM framework. Then, (8) can be alternatively expressed
as:

minimize
xn,ϑnm,zn

N∑
n=1

fn(xn)

subject to xnm = ϑnm, m ∈ Nn; n,m ∈ P
xn − xpn = zn

(9)

We also introduce variable νnm denoting the lagrangian
multiplier for each constraint in first constraint in (9). sn

denotes the multiplier for the second constraint in (9). Note
that by using ADMM in our problem, there are three primal
variables: xn, ϑnm and zn; two dual variable: νnm and sn.
Firstly the augmented Lagrangian function can be obtained as:

Lρ(xn, ϑnm, zn, νnm, sn)

=

N∑
n=1

{
fn(xn) +

∑
m∈Nn

(νTnm(xnm − ϑnm)

+ (ρ/2) ‖xnm − ϑnm‖22) + sTn (xn − xpn − zn)

+ (ρ/2) ‖xn − xpn − zn‖22
}

(10)



where ρ is a predefined constant. Let k to be the iteration
index, then ADMM algorithm consists of the following update
rules:

xk+1
n = argmin

xn

Lρ(xn, ϑ
k
nm, z

k
n, ν

k
nm, s

k
n) (11a)

(ϑk+1
nm , zk+1

n ) = argmin
ϑnm,zn

Lρ(x
k+1
n , ϑnm, zn, ν

k
nm, s

k
n) (11b)

νk+1
nm = νknm + ρ(xk+1

nm − ϑk+1
nm ) for all n,m.

(11c)

sk+1
n = skn + ρ(xk+1

n − xpn − zk+1
n ) (11d)

Now, we are considering how to implement the updates in
(11a)-(11d) efficiently. Since (11c) and (11d) are simple linear
updating equations, we only need to focus on deduction of
(11a) and (11b). To solve (11a), we use some tricks to enable
simplification of the analysis. We define:

1) Dn as a diagonal matrix with its (m,m)-th entry to be
1;

2) rkn = ϑkn − (1/ρ)νkn;
3) In denotes an identity matrix with its dimension to be

the number of states in n-th area.

As a result, the term
∑

m∈Nn

(ρ2 )
∥∥∥xnm − ϑnm + ( 1ρ )ν

k
nm

∥∥∥2
2

in (11a) can be expressed as: (ρ/2)
∥∥Dn(xn − rkn)

∥∥2
2
. Then

after manipulating using matrix calculus, we obtain the mini-
mizer of (11a) as following:

xk+1
n = (HT

nHn + ρDn + ρIn)
−1

×
(

HT
nyn + ρ(Dnrkn + xpn + zkn − (1/ρ)skn)

)
(12)

For solving (11b), it is known that the optimality conditions
satisfy when zero vector belongs to subdifferentials of (11b)
with respect to variable ϑnm and zn [8]. We first consider the
minimization with ϑnm. An important fact can be observed
that will help infer the updates of ϑnm: For each pair of n,m
in (11c), νknm + νkmn = 0.

At this point, it is clear to see that by using the fact above,
we can derive that:

ϑk+1
nm = (xk+1

nm + xk+1
mn )/2 (13)

Next, we are concerning how to approach the updates of zn.
Note that due to the `1-norm term, (11b) is not differentiable
everywhere but subdifferentiable with respect to zn [8]. As
mentioned in previous, we take the subdifferential over (11b)
with respect to zn and the optimality condition becomes:

0 ∈ ∂λ
∥∥∥Λ−1/2pn zn

∥∥∥
1
+ ρ
(
zn − (xk+1

n − xpn + (1/ρ)skn)
)

By using the soft thresholding operator defined in [2], for
instance, the i-th component zk+1

n [i] (scalar) is updated as:

zk+1
n [i] = S

(λ/ρ)Λ
−1/2
pn [i][i]

(xk+1
n [i]− xpn[i] + (1/ρ)skn[i])

In a similar way, a closed-form solution for the updates of zn

is obtained as follows:

zk+1
n = S

(λ/ρ)Λ
−1/2
pn

(xk+1
n − xpn + (1/ρ)skn) (14)

where Sb(a) = (a− b)+ − (−a− b)+. Note here component-
wise updating is applied that i-th component of zn is updated
according to the i-th entry of the rest of the vectors in (14)
and (i, i)-th entry of the diagonal matrix Λ

−1/2
pn .

Now the ADMM updating in (11a)-(11d) for each processor
can be summarized in Algorithm 1.

Algorithm 1 Distributed Line Change Detection (D-LCD)
1: Input: yn,Hn,Λn,Λpn,xpn,Dn, λ > 0, ρ > 0, k = 0.
2: Initialize: xn, ϑnm, zn, νnm, sn.
3: while stopping criterion not reached do
4: k ← k + 1.
5: Update xk+1

n based on (12).
6: Exchange xk+1

nm with its neighbours.
7: Update ϑk+1

nm , zk+1
n via (13) and (14) respectively.

8: Update νk+1
nm and sk+1

n through (11c) and (11d).
9: end while

V. PRELIMINARY NUMERICAL RESULTS

For evaluating the proposed centralized and distributed line
change detection algorithms, we use the Intel Duo Core @1.8
GHz (1.5GB RAM) computer with MATLAB for numerical
testing. The state variables and measurements are obtained
from MATPOWER [13]. To solve the centralized algorithm
in (5), we used CVX, a package for specifying and solving
convex programs [6], [5]. The PMU measurement noise is
simulated as independent zero-mean Gaussian with its covari-
ance matrix Λn = 0.002In. The covariance matrix of the prior
state vector is considered to be Λp = 0.003Ip, where Ip is an
identity matrix with the same dimension as the state vector.

A. WSCC 9-Bus Test Case

In this section, the WSCC 9-Bus Test Case System was
used for our simulation. The diagram of the system is demon-
strated in Fig. 5. There are three generators (G1,G2,G3), three
transformers (T1,T2,T3).

Fig. 5. WSCC 9-Bus Test Case System
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From line parameters of the system, the line-to-bus admit-
tance matrix Yfl can be formed which is used for constructing
the measurement matrix H in (5). The system is assumed
to be at steady state before and after the line change. We
made the line change on the reactance of line (1 − 4) which
was altered from 0.0576 to Infinity. Then we ran DC power
flow in MATPOWER to obtain the state vector in normal
condition and the measurements after change. The above are
all the quantities considered as the input to our centralized
line change detection algorithm. The result in Fig. 6 shows
that the faulty line (1− 4) has been correctly detected by the
algorithm.

We also tested our D-LCD algorithm on this 9-Bus system
and the results of first nine ADMM iterations are captured
in Fig. 7. Note that initially branch 1,2,3,5,9 have positive
values which means they are all seen as a group of possible
faulty lines. During iteration 2-4, the values of branch 1,2,3,5,9
are actually decreasing while an interesting point is that
the decreasing speed of branch 2,3,5,9 is much faster than
branch 1’s. This observation is conformed with the theory
part discussed in previous that the most likely set of branches
should survive for the next iteration.

VI. CONCLUSION

The vulnerability of smart grid system was demonstrated
which implies the urgent demand of advanced and distributed
fault detection methods. We utilized ADMM-based method to
solve the line outage detection problem in a distributed fash-
ion. The proposed method is capable of detecting multiple line
outages using limited PMU measurements. It was illustrated
via numerical examples that the devised novel approach can
coordinately figure out line outages in the smart grid system.
Studying the proposed scheme for practical power network
dimensions is currently under investigation.
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