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Collaborative Data Collection with Opportunistic
Network Erasure Coding

Mingsen Xu Wen-Zhan Song Yichuan Zhao

Abstract—Disruptive network communication entails transient network connectivity, asymmetric links and unstable nodes, which pose
severe challenges to data collection in sensor networks. Erasure coding can be applied to mitigate the dependency of feedback
in such a disruptive network condition, improving data collection. However, the collaborative data collection through an in-network
erasure coding approach has been underexplored. In this paper, we present ONEC, Opportunistic Network Erasure Coding protocol,
to collaboratively collect data in dynamic disruptive networks. ONEC derives the probability distribution of coding degree in each node
and enable opportunistic in-network recoding, and guarantee the recovery of original sensor data can be achieved with high probability
upon receiving any sufficient amount of encoded packets. First, it develops a recursive decomposition structure to conduct probability
distribution deconvolution, supporting heterogeneous data rates. Second, every node conducts selective in-network recoding of its own
sensing data and received packets, including those opportunistic overheard packets. Last, ONEC can efficiently recover raw data from
received encoded packets, taking advantages of low decoding complexity of erasure codes. We evaluate and show that our ONEC can
achieve efficient data collection in various disruptive network settings. Moreover, ONEC outperforms other epidemic network coding
approaches in terms of network goodput, communication cost and energy consumption.

Index Terms—Disruptive Sensor Networks, Opportunistic Network Coding, Erasure Codes
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1 INTRODUCTION

Sensor networks are key technology to enable critical
applications in catastrophic or emergency scenarios, such
as floods, fires, volcanos, battlefields, where human par-
ticipation is too dangerous and infrastructure networks
are impossible or too expensive. However, those chal-
lenging environments pose severe challenges to network
sustainability and reliability. For instance, in a volcano
monitoring application [1], the occasional eruptions, rock
avalanches, landslides, earthquakes, gas/steam emis-
sions, as well as harsh weather conditions, often ex-
acerbate link qualities and even destroy stations. In
addition, weather conditions, such as heavy rain, wind,
and snow, may further challenge network connectivity.
In disruptive sensor networks, a predictable and stable path
may never exist, the network connectivity is intermit-
tent, and a node could suddenly appear or disappear.
Since the unpredictable node disruptions often result in
data packet lost, which makes traditional reliable data
transfer protocols infeasible. On particular, the lost of
important ACK (acknowledgment) or NACK (negative
acknowledgment) message can cause message implosion
disaster in reliable data transfer. Recent studies propose a
class of coding schemes based on erasure codes. Such cod-
ing eliminates the dependency of feeback and achieves
efficient data collection of high reliability in disruptive
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sensor networks.
The erasure codes were initially proposed to enable

reliable broadcast over “one-to-many” communication
conditions, where feedback is very expensive or even
infeasible, such as satellite broadcast or Internet video
broadcast applications. LT (Luby Transform) code [2]
is the first effective implementation of erasure codes
with low encoding and decoding complexity. Due to its
low complexity in both encoding and decoding sides,
it is appropriate to be utilized in wireless sensor nodes
where the computing capability is limited. However, the
redundant coding overhead introduced can compromise
its efficiency, if LT code applies without alteration to the
network where multiple data sources exist. The core of
LT code is the RSD (Robust Soliton Distribution), which
is a probability distribution of encoding degree for each
packet. The data recovery can be proved as high proba-
bility, providing that each degree in encoding packet is
independently drawn from RSD, and sufficient amount
of packets arrive at decoder, e.g. K+c ·

√
K · ln2(Kδ ), and

K is the symbol size. As each node encodes its own k
symbols using individual RSD, the overhead for success-
fully decoding, N ·c ·

√
k · ln2(kδ ), scales with the network

size N . In the other hand, if we view all the source sym-
bols as originating from single “super node”, allowing
recoding in the forwarding nodes, the message overhead
will be significantly reduced to c ·

√
N · k · ln2(N ·kδ ) for

large network size N . For example, in Figure 1, every
node has different symbol sizes to send, e.g. 50 or 100
respectively, totaling 400 in the network. In the first case
shown in the upper graph of Figure 1, individual RSD
is applied to generate encoded packets, and no recoding
occurs in the forwarding nodes. The total amount 650
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of packets are required for high-probability recoding,
where message overhead R =

∑
i c ·
√
ki · ln2(kiδ ) =

4 · 0.1 ·
√

50 · ln2( 50
0.05 ) + 2 · 0.1 ·

√
100 · ln2( 100

0.05 ) = 250.
However, in the lower graph, each node derives a degree
distribution from RSD, and encodes packet accordingly.
Recoding in forwarder nodes make the final degree dis-
tribution conform to the RSD, with much less redundant
overhead. The message overhead R can be calculated as:
R = c ·

√∑
i ki · ln2(

∑
i ki
δ ) = 0.1 ·

√
400 · ln2( 400

0.05 ) = 162.
The total packets entailed by successful recoding is only
400 + 162 = 562, which is 13.7% less under the total
symbol size of 400.
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Fig. 1. The Comparison of network erasure code and
individual LT code in network.

Moreover, intermediate recoding takes advantage of
opportunistic overhearing in wireless broadcasting to
combat communication loss. Those two reasons motivate
the design of ONEC for a collaborative data collection.

In this paper, we present the design, implementation,
and evaluation of ONEC, an Opportunistic Network
Erasure Coding protocol for reliable data delivery over
disruptive sensor networks. ONEC is designed to trans-
form the “end-to-end” paradigm of LT codes to “many-
to-one” network LT codes. Firstly, it adopts recursive de-
composition structure to conduct probability distribution
deconvolution, supporting heterogeneous symbol sizes
in each source nodes. Secondly, it allows every node to
carry out selective recoding from its own sensing data
and received packets. Thirdly, it enables opportunistic
recoding on the overheard packets, based on relay hop
distance. It can compensate the information deficit due
to lossy transceiving between neighbor nodes. Lastly,
ONEC make packet degree distribution closely approxi-
mate the RSD, which enables high probability decoding
with low computation complexity. The preliminary work
is published in [3], and we provide comprehensive de-
sign and theoretic analysis details in this article.

The main contributions of ONEC protocol are as fol-
lows:

• Low coding overhead: ONEC utilizes the intermediate
recoding to reduce the redundant encoding over-
head. The recursive deconvolution only takes place
during network initialization and the time when
network dynamics happen. The control message
cost for relaying decomposed degree distribution
message is minimized.

• Disruption tolerance: By enabling opportunistic en-
coding in the intermediate nodes on the forwarding
paths, ONEC becomes resilient to disruptive net-
works. Opportunistic overhearing of symbols are
incorporated into the encoded packets to make the
upstream nodes sustainable in presence of some
failure in downstream nodes.

• Low latency and buffer space: In ONEC, the interme-
diate nodes recode packets but not decode them.
Hence, little buffer space is required to store and
conduct XOR on received encoded packets.

• Performance with low coding complexity: Extensive per-
formance analysis reveals the advantages of ONEC
over existing methods, in terms of network goodput,
message complexity and buffer space.

The rest of the paper is organized as follows. In
section 2, we summarize the related works. Then we
presents the designs of ONEC protocol in section 3. In
the following section 4, we report our simulation results
in different network configurations. Finally we conclude
our paper in section 5.

2 RELATED WORK

2.1 Erasure Codes

Erasure codes enable the recovery of k symbol from a
subset of n symbols. It has been employed in many ap-
plications. For example, the most widely applied erasure
codes is Reed-Solomon codes. Additionally, LDPC [4]
codes and fountain codes were also designed to allow
for low complexity and computation cost encoding and
decoding.

LT Codes [2] is the first effective implementation of
erasure codes. LT Codes propose a RSD, which is essen-
tial to the success of decoding process. Raptor Codes [5]
is designed to yield a encoding solution of less packet
complexity. Raptor codes reduce the degree to a constant
factor of raw symbols size by inserting a pre-code stage
before LT codes. Though Raptor codes requires a less
decoding complexity, the pre-code stage is not rateless
and lost packets are possible to fail the decoding. LT
codes are completely rateless coding schemes, in which
random encoded packets are independent from each
other and lost packets do not compromise the entire
decoding. In other words, it can be applied to combat the
disruptive network communications. Therefore we focus
on the LT codes and design a LT codes based network
coding to cope with data collection in disruptive sensor
networks.
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2.2 Distributed Storage based on erasure codes
In [6], Dimakis et al. propose a class of distributed
erasure codes to solve the data collection query problem.
The contribution of paper is to prove that O(ln(k)) “pre-
routed” packets for each data node is sufficient such that
collecting packets from any k of n storage nodes can
retrieve raw data with high probability. In [7], Dimakis
et al. studied the problem of establishing fountain codes
for distributed storage and data collection. [8] provides
a LT codes based network coding to solve the data
persistence problem in a large-scale network. Each data
node disseminate a constant number of packet to the
network which will stop in specific storage node with
probability computed by its selected RSD degree. To
ensure the stop probability closely approach to the de-
sired degree distribution in the network, [8] utilized the
Metropolis algorithm to construct a transition probability
for forwarding packets on random walks. In [9], Aly et
al. designed two distributed data dissemination algo-
rithms based on LT codes, which eliminate the global
knowledge of maximum node degree. Most recently, a
survey [10] provides a summary of research problems
and results in maintaining the reliability of distributed
storage system by partially repairing the encoded pack-
ets in poor nodes.

The works in this section apply erasure codes, includ-
ing fountain codes to build a distributed data storage
system, which can tolerate some failure nodes. Our work
differ in the sense that we apply erasure codes (i.e. LT
codes) to network coding to solve a disparate problem
- data collection in disruptive network. The randomized
encoding structure is constructed along with collabora-
tive data collection.

2.3 Data Communication with erasure codes
DCAR [11] discover available paths and detect potential
network coding opportunities between a given source
and destination, eliminating two-hop coding limitation.
It also proposes a routing metric CRM to compare
“coding-possible with “coding-impossible paths. How-
ever, DCAR is based the “best-path” routing, without
considering lossy link and dynamic characteristics of
wireless channel. In disruptive wireless networks, the
coding opportunity on a path could vary according to
different traffic and link quality. CORE in [12] proposes
a coding-aware opportunistic routing protocol. It im-
proves the link-level data delivery reliability and net-
work throughput by combing hop-by-hop opportunistic
forwarding and localized inter-flow network coding.

The aforementioned schemes are deterministic net-
work coding, where coding opportunities are identified
beforehand, and nodes are assigned with fixed coding
responsibilities. Thereafter, they are heavily reliant on
the topology of the network and it may be a challenge
in disruptive wireless network.

Distributed LT Codes [13], [14] gives a data relay
model, based on which it derives individual degree

distribution for each source node one hop away from
relay. The degree deconvolution can yield a received
packet degree distribution closely approaching to RSD.
We distinguish our work by designing a network coding
that not only apply to a more general data collection
structure, but also employ the opportunistic routes to
construct the random structure in disruptive network.

GROWTH [15] achieves the data reliability in a zero-
configuration network. The main contribution is that
growth codes increase its code degree over time, which
gives better decoding probability than LT codes when
partial encoded packets are received. However, it per-
forms worse than LT codes as received packets accu-
mulate. The advantage of ONEC over GROWTH is that
ONEC sends out rateless encoded data stream, in which
source nodes are free of keeping degree order and degree
switching point. In other words, there is no critical time
point in ONEC that each source nodes move from degree
d to d+ 1 together, which needs some level of time syn-
chronization. MORE [16] uses random linear coding to
mix packets before forwarding them. It has advantages
over the ExOR [17], which is the first routing protocol
with opportunistic forwarding. The reason is that MORE
re-encode the received innovative packets by random
linear coding, not only alleviating the forwarder selec-
tion problem, but also take advantage of spatial usage to
gain coding benefits. The difference of our ONEC is that
first we use erasure codes, which fully benefits from the
low complexity of belief propagation decoding. Second,
ONEC does not resort to forwarding list in forwarder
nodes, where timely update in disruptive networks is
prohibitive. CCACK [18] utilizes a null-space based
(NSB) that allows nodes to acknowledge the reception
of encoded stream. The main contribution of CCACK is
to suppress redundant packets, which are not duplicates
but do carry linearly dependent information, which is
not helpful for decoding. In CCACK, forwarders add
a hash vector in the packet header to disseminate its
correlation information to others. When a neighbor node
overhears the vector from its neighbors, it can determine
if it can generate another linearly independent packets
for its neighbors or it should stop sending. However, the
issue of when the source node moves to next segmented
data and generate new coded packets is still open.

Opposite to segmented network coding, SlideOR in
[19] explore sliding window mechanism to deliver en-
coded packet. SlideOR uses random linear coding, and
the decoder determines which data can be decoded by
conducting Gauss elimination on the received packets.
The decoder notify source with the most recent decoded
packet so far, which advance the window on the source.
Forwarders only recode and generate the innovative
encoded packets. Basically, SlideOR determines the win-
dow sliding step size in a similar way to TCP Vegas
[20]. Compared with ONEC, SlideOR carries random
linear coding only on the intra-flow stream. And spatial
diversity and opportunistic coding is not considered
to improve coding gain. Moreover, the ACK feedback
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Fig. 2. Overview of ONEC working flow.

controlling window advance is assumed as always reli-
able in wireless networks. We evaluate and compare our
ONEC schemes with these network coding schemes in
section 4.

LTNC [21] applies LT codes to network coding for con-
tent dissemination in wireless sensor networks. LTNC
satisfies the RSD of encoded packet in a decentralized
way which enables a decoding process of low computa-
tion complexity. However, it introduces the intermediate
coding latency and requires a considerable amount of
memory space to store the received packets for future
encoding. Moreover, it is not designed for data collec-
tion scenario and for the context of disruptive sensor
network. To the best of our knowledge, our proposed
ONEC protocol is the first work to apply erasure codes to
in-network coding scheme in disruptive communication
network.

3 ONEC PROTOCOL DESIGN
In this section, we present the ONEC design, followed
by detailed discussions of each component in ONEC.
Illustrated in Figure 2, ONEC protocol is comprised of
four major phases: 1) Network Initialization and Update,
in which nodes in network use broadcast beacon to
acquire neighborhood information; 2) Recursive Degree
Deconvolution, in which nodes conduct deconvolution of
RSD in an recursive way; 3) Opportunistic In-Network Re-
coding, in which sensing nodes produce encoded packet
based on derived degree distribution and forwarding
nodes selectively incorporate the overheard symbols to
the encoded packets; 4) Data Decoding, the decoder apply
Belief Propagation algorithm to decode data with low
computation complexity.

3.1 Network Initialization and Update

In our network model, continuous sensing data is di-
vided into blocks or chucks, on which the erasure en-
coding and decoding are applied. Hence, the data rate
Ri also denotes the total symbol size Si for a specific time
frame {ti, ti+τ}. We use these two terms interchangeably
in the following presentation. As a distributed proto-
col, nodes can derive the degree distribution for itself,
with only information of neighbors’ status. Illustrated
in Figure 2, a local table is established as a prerequisite
for distribution deconvolution, including neighbor list, a
tuple of < Pi, S Pi > (parent degree distribution, parent
symbol size), multiple tuples of < Ci, S Ci > (children
degree distribution, children symbol size), and the sym-
bol size for itself. Parent-children relationship can be
obtained by constructing a tree structure T (V,E

′
) rooted

at sink, where E
′ ⊂ E, given a network G(V,E) by an

effective routing protocol. As network starts, Ci equals to
null, since the distribution deconvolution initiates from
root node, and then spread out to the whole network.

Without loss of generality, each node acts as a source
node, which generates data stream at a specific rate. The
source data rates are considered as heterogeneous across
the network, as well as dynamic over the time. Here,
we assume that data rate of each node is not changing
so dramatically fast, and kept steady for a time stretch.
Thus, the exchange and update beacons are suppressed
when there is no variation among neighbors after net-
work initialization. Once the topology or the sampling
data rate alters, the beacon exchange and message up-
date is launched to keep the neighbor table and degree
distribution updated. The details of updating degree
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distribution upon the dynamic conditions is discussed
in Section 3.2.

3.2 Recursive Degree Deconvolution
3.2.1 Degree Distribution of LT Codes
For sake of self-contained explanation, we briefly review
the general principle of LT codes before delving into
the deconvolution details. LT codes was designed and
proposed in [2]. Assuming k symbols in the source,
encoder in LT codes first select a degree from the de-
signed degree distribution, i.e., d, then XOR d randomly
selected raw symbols to an encoded packet. The en-
coding process can be conducted in a rateless fashion,
pushing out encoded packets continuously. With LT
codes, decoder can recover k original raw symbols as
long as receiving K = k + O(

√
k · ln2(k/δ)) encoded

packets with low computation complexity w.h.p. (with
high probability). Note that during the decoding pro-
cess, a set of covered but not yet processed symbols,
called ripple, is critical to the success of decoding, since
decoding stops once the ripple is empty. Therefore, it
is vital to keep the ripple size always larger than 0
during decoding process. LT codes [2] present its core:
degree distribution. The Ideal Soliton Distribution is to
guarantee the ripple size equals to 1 during decoding,
while the Robust Soliton Distribution try to increase
the ripple size large enough to survive the practical
fluctuation in the course of decoding. We quote the
definitions of these two degree distributions here, and
refer the detailed description to [2].

Definition 1: Ideal Soliton Distribution (ISD) [2]:

ρ(i) =

{
1/k, if i = 1

1
i(i−1) , if 2 ≤ i ≤ k

Definition 2: Robust Soliton Distribution (RSD) [2]:

µ(i) =
ρ(i) + τ(i)∑k

i=1(ρ(i) + τ(i))
, 1 ≤ i ≤ k,

where

τ(i) =


R/ik, if 1 ≤ i ≤ k

R − 1,

R · ln(S/δ)/k, if i = k
R ,

0, otherwise.

with

R = c ·
√
k · ln(

k

δ
)

3.2.2 Deconvolution Overview
Since LT codes originate from the context of single source
and destination communication, it introduces consider-
able redundant messages when applied to the network
data collection without changes. Thus, to apply the LT
codes to in-network erasure codes, which enables the
recoding of encoded packet, we convert the desired RSD
into individual degree distributions for each node based

on its own symbol size. Though we employ the similar
idea of deconvolution as in [13], our approach can adapt
to different network topology with lossy or lossless link
connection. Moreover, the bound for expected encoding
symbol under recursive deconvolution is proved.

The overall idea of the deconvolution is that the pro-
cess is initialized from root, and conducted recursively
level by level along the tree structure. Each parent com-
putes and disseminates the deconvolved distribution
for its children, the process repeats until the leaf node
receives its distribution. Our differences are three-folded:
first, the deconvolution method can support arbitrary
number of children with different input symbol sizes,
which is amenable to various topology. Second, we do
not restrict the deconvolution of distribution function to
the relay model network. Instead, we deconvolved the
distribution function with the help of a converge-cast
tree structure. Each layer derives its own degree distri-
bution from its parent distribution respectively. In fact,
the converged collection tree is only utilized for message
dissemination, in section 3.3 we show that opportunistic
recoding does not rely on particular tree structure. Third,
this process is able to apply in a network with lossy link.
If the deconvolution message lost, the receiving node
can compute the distribution locally with information
overheard from its other neighbors. The trade-off is that
accuracy of locally deconvolved distribution is less than
the distribution computed from parent.
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Fig. 3. Flow chart for recursive degree distribution decon-
volution.

3.2.3 Deconvolution Details

Basic Deconvolution. As described in [13], the “spike”
of degree distribution µ(i) needs to be removed before
the recursive deconvolution can be applied. After the



6

preprocessing the “spike” at µ(1), the distribution de-
convolution uses “enumerative combinatorics”. The es-
sential idea is to explore all the combinations of different
children degrees which can contribute to the parent’s
distribution. The deconvolved function f(i) from µ(i) is
given by [13]:

f(i) =


√
µ(2), i = 1

µ(i+1)−∑i−1
j=2 f(j)f(i+1−j)
2·f(1) , 2 ≤ i ≤ k

R

0, otherwise

(1)

We extend this basic deconvolution to apply in any
tree structure, by clustering all the children into 2 child
nodes (1 and 2) of different symbol sizes, say k1 and k2.

f(i) =



√
µ(2), i = 1

µ(i+1)−∑i−1
j=2 f(j)f(i+1−j)
2·f(1) , 2 ≤ i ≤ Θ

µ(i+1)−∑Θ
j=2 f(j)f(i+1−j)
f(1) , Θ < i ≤ k

R

0, otherwise

(2)

where Θ = min{ kR ,min(k1, k2)}, and i is the symbol
index ranging from 1 to k1 and k2 respectively. We
then show how to deconvolve the “spikes” of degree
distribution µ(i), such that the recovered degree distribu-
tion from those two children conform with the parent’s
distribution. The deconvolved degree distributions given
by Equation (1) does not deal with the “spike” points.
The idea is to explore the individual probability that
degree 1 symbol falls into each of two data sets: k1
and k2. The probability of µ(1) split into two parts is
proportional to the symbol size k1 and k2. Thus, the final
deconvolved degree distribution is given as:

pj(i) =

{
f(1) +

kj∑2
j=1 kj

µ(1), j = 1, 2 and i=1

f(i), i > 1
(3)

Recursive Deconvolution. We relax the previous as-
sumption that any subtree of a node consists of 2
child nodes (u and v). In other words, we make the
above degree decomposition not only fit for the 2-child
case, but also for more general m-child sub-tree case,
in which m is not necessarily equal to power of 2.
Illustrated in Figure 4, if a parent T has multiple children
A,B1, B2, ..., Bn, the above combinatorics approach can
not directly apply. Fortunately, we can do the node
clustering and hierarchically deconvolve the distribution
into each node. The recursive deconvolution in single
level is illustrated in the right figure, which shows that
all Bi node can first be considered as a super node,
which has the total input symbol equal to

∑n
i=1 (Bi).

By this transformation, “2-child” deconvolution can be
recursively conducted to generate the corresponding
distribution function for each source node.

Selective Recovery. For recovering the “spike” (i = 1),
we adopt selectively XOR to produce encoded packet,

T

A B

T

A B1 B2 B3

B1 B2 B3

Fig. 4. Illustration of recursive degree distribution decon-
volution.

upon receiving the packet of “spike” degrees. In the
receiver, the recoding accept a packet of degree i = 1

with the probability: Pr{α < µ(1)
µ(1)+f(1)}, where α is

a random variable uniformly distributed within range
[0, 1].

Local Deconvolution. Practically in lossy link commu-
nication, the message for disseminating the computed
degree distribution may get lost. Nodes which miss the
dissemination message from its parent can still obtain
degree distribution by conducting local computation. It
yields a rough degree distribution by decomposing RSD
recursively into two parts with k − w and w symbols,
assuming that node has w symbols.

Update Distribution. In dynamic network conditions,
target distribution µ(i) for deconvolution operation can
vary due to two reasons: first, topology alteration. Chil-
dren nodes switch their parents, resulting in symbol
size changes in subtree. Second, data sampling rate
fluctuation. As illustrated in Fig 3, there are three update
cases which address the dynamic distribution calculation
and update.

Case I: Receive new distribution through initialization.
Decompose distribution according to Equation (2).

Case II: Update on the variation of children symbol
size. When one node receives the children symbol size
update packet, it forwards this message to sink. Then,
sink initiates the distribution deconvolution from RSD.

Case III: Update only on the distribution µ(i) from
parent. Node and its children can apply the following
equation to update their degree distribution without re-
decomposing µ

′
(i):

f
′
(i) =



√
µ′(2), i = 1

f(i) + µ
′
(i+1)−µ(i+1)

2·f(1) , 2 ≤ i ≤ Θ

f(i) + µ
′
(i+1)−µ(i+1)

f(1) , Θ < i ≤ k
R

f(i), otherwise

(4)

where f
′
(i) can be derived by simple addition operation

based on previous probability distribution f(i).

3.2.4 Analysis of distribution deconvolution
The degree distribution deconvolution closely approxi-
mate the desired degree distribution from the decoder
perspective. Besides the effectiveness of distribution re-
construction, it is important to analyze the efficiency of
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proposed distribution deconvolution, in terms of mes-
sage complexity and decoding robustness.

Message Complexity. We first give a message com-
plexity bound on the data delivery based on distribution
deconvolution approach.

Lemma 1: Given k symbols, and distribution function
µ(i) (1 ≤ i ≤ k

R )), the deconvolved function f(i) satisfies:

k
R∑
i=1

f(i) ≤

√√√√ k
R∑
i=2

µ(i)

Proof: The function f(i) is derived from µ(i) by
“enumerative combinatorics” approach, which list all
the possible combinations of f(i) for each µ(i). The
combination is illustrated as follows:
µ(2) = f(1)f(1) + 2f(2)f(0)
µ(3) = 2f(2)f(1) + 2f(3)f(0)
µ(4) = 2f(3)f(1) + f(2)f(2) + 2f(4)f(0)
...
µ(i) = 2f(i− 1)f(1) + ...+ f(i/2)f(i/2) + 2f(i)f(0)

Add up the left and right items of equations
respectively, we can obtain:

k
R∑
i=2

µ(i) ≥ f(1)f(1) + 2f(1)f(2) + 2f(3)f(1) + ...

= (f(1) + f(2) + ...+ f(
k

R
))2

The left side is larger than the right side because we omit
the f(0) item. Thus, we prove the claim that:

k
R∑
i=1

f(i) ≤

√√√√ k
R∑
i=2

µ(i)

We now show that the expected value for the degree
of encoding symbol after distribution deconvolution. By
obtaining expected number of degree for encoding sym-
bols, we further analyze the total message complexity
compared with the case in which LT codes are applied
individually in each node.

Theorem 2: The recursive distribution deconvolution
gives an upper bound on the expected number of en-
coding symbols in the network as O(logN ·

√
k

ln(k/δ) ) · (k+

c ·
√
k · ln2(k/δ)).
Proof: The essential idea is to prove the expected

number of encoding symbols required for each node
after degree distribution deconvolution does not ex-
ceed that before degree distribution deconvolution. We
define an indicator variable Xi for each symbol, and
X =

∑
iXi. After j-th deconvolution, we assume the

distribution function as f(i), thus, the expected number
of encoding symbol is computed as:

Ej(X) =

k
R∑
i=2

f(i) · i+ p(1)

≤
k
R∑
i=2

f(i) · k
R

+ p(1) (5)

≤ (

√√√√ k
R∑
i=2

µ(i) + p(1)) · k
R

(6)

= (
√

1− µ(1) + p(1)) · k
R

(7)

< 2 · k
R

where in (3), we use the fact that i ≤ k
R , the inequal-

ity holds by replacing each i in the expected number
Ej(X) with k

R . Inequality (4) holds true according to
Lemma 1. Equality (5) shows that the summation of
probability distribution should equals to 1. As a result,
the expected number Ej(X) after j-th deconvolution is
less than 2· kR (R = c·

√
k·ln(kδ )). And in tree structure, the

depth of network is O(logN). Since decoder of ONEC
will observe the RSD, the number of encoding packets
required in decoder side is k + c ·

√
k · ln2(k/δ). There-

fore, the total expected number of encoding symbols is
O(logN ·

√
k

ln(k/δ) )·(k+c·
√
k·ln2(k/δ)), where N is network

size.
[2] proves that the average degree of encoding symbol

for LT codes is O(ln(kδ )). When every node applies LT
codes independently, its average message complexity is
O(log2N · ln(kδ )) · (k + c ·

√
k · ln2(k/δ)). The O(log2N)

is due to the fact that every intermediate node forwards
all packets from subset nodes. After distribution decon-
volution, ONEC save considerable amount of overhead
compared with LT codes.

Decoding Robustness. We use “And-Or Tree”, an the-
oretic analysis tool proposed in [22], to give an analysis
of the decoding robustness of ONEC. Specifically, it turns
out to see what fraction of raw symbol data can be
recovered when a portion of encoded packet are lost
during communication. We consider every communica-
tion link of reliability ϕ, and the average hop-count in
the network as h. Thus, the probability of lost encoded
packets is expected to be (1 − ϕ)h. Since encoded data
stream contain packets of degree 1, which can be directly
recovered, and packets of higher degree (d > 1), which
require the conducting of Belief Propagation algorithm
on decoding graph. It is obvious from RSD analysis in
[2] that the average number of packets of degree 1 equals
to c ·

√
k · ln(kδ ), and overall number of packets required

for high-probability decoding is c ·
√
k · ln2(kδ ). Now, we

denote the fraction of raw data which are not received as
φL = (1−ϕ)h

ln( kδ )
, and the fraction of missing encoded packet

with degree (d > 1) as φR = (1− ϕ)h · (1− 1
ln( kδ )

).
Next, we gives some terminologies for decoding pro-
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cess. During belief propagation decoding, a bipartite
graph is utilized to illustrate the procedure, with raw
data symbols on the left and encoded packets on the
right. Let (p0, p1, ..., pL) and (q0, q1, ..., qR) be the proba-
bility vectors, denoting that each node on the left has
degree i with probability pi, and each node on the
right has degree j with probability qj independently.
According to the “And-Or Tree” analysis, we first con-
sider a subgraph Gs: choose an edge (u, v) uniformly
at random from all the edges between left and right
sides, then construct Gs as by taking the left node u
and all its neighbors within certain distance 2l after
deleting the edge (u, v) [22]. Then, for any left node i,
αi := ipi∑L

i=1 ipi
is the probability that a uniformly chosen

edge is adjacent to it; and βj :=
jqj∑R
j=1 jqj

is the probability
for a node on the right who is attached to the chosen
edge. Define the polynomials: α(x) =

∑L
i=1 αi · xi−1 and

β(x) =
∑R
j=1 βj · xj−1.

According to Lemma 1 in [22], in order to make the
probability γl that the left node u can not be recovered
approach 0 as l grows, the following condition needs to
be true:

ϕL · α(1− (1− ϕR) · β(1− x)) < x(1− ε) (8)

for all x ∈ (0, ϕL], with a constant ε > 0.
When we consider a dual inequality of the above

problem, with the fraction ϕR of nodes on the right are
lost, we then can get:

β(1− ϕL · α(1− (1− ϕR)x)) > x(1 + ε) (9)

for all x ∈ (0, x∗]. Here, x∗ is the largest value for
which Inequality (9) holds. Therefore, we can draw the
following theorem.

Theorem 3: When there is ϕ fraction (ϕ = ϕL + ϕR,
ϕL denotes lost fraction of degree 1 packets and ϕR for
the lost fraction of packets of degree greater than 1) of
encoded packets lost, the recovery ratio of decoding can
be obtained by: 1−ϕL ·P (1−(1−ϕR) ·x∗), where P (x) =∑L
i=1 pi · xi and x∗ is the maximum fraction of edges, to

which right node can recover left node.
Proof: The value of x∗ can be considered as the

maximum fraction of edges between left and right nodes,
so that each of right node v has all its neighbor nodes
recovered except u, making u recoverable during de-
coding. And ξ = (1 − (1 − ϕR) · x∗) is the fraction of
edges (u, v) between left and right which are not able
to recover the value at node u. Therefore, at the end of
decoding, a left node u with degree i has probability δ ·ξi
to be unrecovered. In total, there are pi fraction of such
node with degree i, and summing up all the nodes from
degree 1 to degree L gives the results.

3.3 Opportunistic In-Network Recoding
We recall that our goal is to achieve data collection
of high reliability in challenged sensor network. The

alive nodes status are intermittent and link connection is
lossy. In such a disruptive communication environment,
the data collection at the base station becomes partial,
which might compromise or even halt the decoding
procedure. ONEC design has observed this and as a
result employ the opportunistic recoding to combat the
disruptive network communications.

We then explain the idea for opportunistic recoding.
Once every node derives its degree distribution, each
source node produces encoded packet based on its own
derived degree distribution. In forwarding nodes, a re-
ception window (buffer) is set to receive packets for
recoding. To note that, this buffer is only used to store
the received packets inside window, and it is cleared as
soon as the XOR is carried out and the encoded packet
has been generated. In the good link communication,
each intermediate node can receive more packets than
those from all its children in the reception window, then
generate recoded packets and forward them towards the
sink. In the poor link connection, some packets from
children can get lost, but some opportunistic overheard
packets can fill the gap. According to the degree dis-
tribution deconvolution, the aggregated packet degree
distribution eventually satisfies the RSD in the sink.

43
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6
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100%

7 p7

Fig. 5. Opportunistic in-network recoding.

Illustrated in Figure 5, overheard link is denoted by
dashed line, and tree routing path is in solid line. By on-
path opportunistic recoding, if node 5 fails, node 3 can
still overhear the packet from 7. If the node 5 comes alive,
node 3 can selectively receive and recode the packet from
node 7 by checking the symbol redundancy in the packet
from node 5. However, if the node 1 fails, sink node
will miss the the packets from node 3 and the nodes in
its subtree even with on-path opportunistic XOR. It is
because that only node 1 and 2 can reach the sink in
one hop. As illustrated, node 2 is able to overhear the
encoded packet from 3 and 7 respectively. If we make
full utilization of this overhearing over multiple paths to
execute the opportunistic XOR in the forwarders, more
innovative symbols can seep through the disruptive
network to reach sink, and hence the data reliability can
be largely improved.

The Algorithm 1 described the approach on how to
calculate the probability that a node accept and recode
the overheard packets.
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Algorithm 1 Opportunistic XOR Algorithm
1: Receive an overheard encoded packet
2: Calculate the difference of hop-count: hd
3: if Entire symbol is contained in current received

packet then
4: Drop the symbol
5: else
6: The symbol is accepted with probability:

p(ds)
(1−1/hd)

7: end if

In the Algorithm 1, ds is the degree of innovative
overheard packet and p(ds) is the probability for for-
warder to select the symbol with degree of ds, derived
from its own degree distribution. And hd is the hop-
count difference between the source of overheard packet
and current forwarder. The acceptance probability is
proportional to hop-count difference. The reason is that
the overheard packet would be more likely to reach the
sink, by assigning more probability to the nodes closer
to the sink. And fi equals max{(p(ds))(1−1/hd)} on the
path i. In line 6 of Algorithm 1, if hd equals to 1, the
accept probability is 1, which conforms with the normal
encoding scheme.

One practical issue of on-path opportunistic recoding
scheme designs is that encoded symbol along different
paths might get cancelled in converged points because
of the simplistic XOR operation. The cancellation occur
only when there are even number of nodes along the
path who encode the same symbol into packet. In fact,
in our simulation, the occurrence of symbol cancellation
by XOR is rare.

Overall, with the opportunistic overhearing applied in
the network, the original encoded symbol can have a
considerably higher probability to reach sink.

3.4 Data Decoding
Finally, the code degree distribution of arrival packets
in decoder is expected to be consort with the Robust
Soliton Distribution. At the beginning of decoding, when
an encoded packet arrive, it will be buffered for later
decoding if it is not a packet with degree one. If a
native packet (degree one) is received and recovered, it
is placed in the ripple.

While the ripple size is above 0, a released symbol x
in the head of ripple is processed, and every encoded
packet y containing x is XOR-ed with x and hence
the packet degree is reduced by 1. When the degree
of an encoded packet decreases to 1, its value can be
recovered. The value can be stored into ripple, as long
as the symbol has not been processed and not in the
ripple either. The decoding is successful if all the data is
recovered.

4 PERFORMANCE EVALUATION
In this section, we have evaluated the performance of
our proposed ONEC based on simulation experiments.

The experiments are conducted on TOSSIM [26], the
TinyOS [27] simulator.

4.1 Simulation Setup
Performance of ONEC is compared with other coding
schemes: TCP: it only uses TCP protocol to realize re-
liable data delivery. LT: it simply applies the LT en-
coding in every source node, but no network coding
in the intermediate nodes. MORE [16]: Random linear
encoding is used in the forwarding nodes, and Gaussian
Reduction is applied in decoder. GROWTH [15]: the
GROWTH CODES increases the degree of encoded
packet is growing over time, which make sure that
increase is in efficiency as data accumulates at the sink.
CCACK [18]: a node can suppress the redundant pack-
ets of its neighbors, by broadcasting the acknowledge
message. The duplicated dependent encoded packets
are reduced by CCACK. SlideOR [19]: SlideOR applies
random linear codes and utilizes the sliding window
to encode intra-flow data traffic. The ACK message is
assumed to be reliable in the design.

4.2 Communication evaluation
We conduct simulations to evaluate the impact of various
factors on the data decoding probability. The comparison
results show the advantages of ONEC coding, which
has consistent performance with the scaling factors.

4.2.1 Impact of message cost
We evaluate the impact of message cost on decoding by
varying the number of sent packets under the network
size of 100, with 50 symbols in each node. The link
reliability is assumed as 20%. The simulation is con-
ducted in random tree topology with 100-time repetition.
The results illustrated is measured in average value.
In Figure 6, the number of total sent packets during
evaluation ranges from 2, 500 to 50, 000. It unveils that
ONEC has higher decoding probability than other cod-
ing schemes, at any given number of packet sent. ONEC
achieves 100% decoding with message cost of 20, 000
packets, which is at least one-third less than MORE,
GROWTH and LT codes. Though the decoder expect
the same degree distribution from ONEC and LT codes,
the decomposed degree distribution and opportunistic
recoding help ONEC reduce considerable amount of
redundant message cost in the entire network. Thus,
from the network perspective, ONEC considers the
network as an integral source, which saves message from
redundant encoded messages and shift the “increasing
leap” of LT codes earlier.

Since shifted earlier, the performance of ONEC also
surpass the GROWTH . For GROWTH , it makes the
optimal degree changing point to accommodate the de-
coding pace. But, the considerable amount of neighbor
data exchanging make the message cost high. Compar-
ing to MORE, ONEC still has performance advance
as the opportunistic recoding take place with different
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Fig. 6. CDF of decoding success probability under differ-
ent sent packet numbers.

probability based on hop-count discrepancy. But, MORE
makes nodes in the forwarding list encode the packets
and forward them, which has slightly more message
cost. We evaluate their performances in various network
environment, including disruptive networks in subse-
quent sections. Another observation from Figure 6 is that
TCP has similar decoding probability as ONEC codes
when the total 2, 500 packets are sent at the beginning.
With the increasing number of packets sent, decoding
probability of TCP grows slowly, ending in 45, 000
packets for 100% decoding. It is because TCP uses
end-to-end acknowledgement mechanism to guarantee
delivery, which cause a lot of message waste in the ACK
messages.

5 CONCLUSIONS

We designed Opportunistic Network Erasure Coding
(ONEC) protocol for collaborative data collection in
wireless sensor networks, subject to disruptive network
environment, including asymmetric links and intermit-
tent nodes. By recursive degree deconvolution in a dis-
tributed way and opportunistic recoding, ONEC realizes
the collaborative coding in the disruptive network, while
trading the Gaussian Reduction for low-complexity be-
lief propagation in decoding. Simulation evaluations
reveal that ONEC outperforms other coding schemes in
terms of data robustness and encoding cost. We are also
aware of practical issues related to network coding, for
example security issue, which includes pollution attacks
and others. We consider it as a future work.
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