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Abstract—A Sensor Web is a coordinated observation in-
frastructure composed of a distributed collection of resources,
e.g. sensors, platforms, models, communications infrastructure,
that can collectively behave as a single, autonomous, task-able,
dynamically adaptive and reconfigurable observing system that
provides raw and processed data, along with associated metadata,
via a set of standards-based service-oriented interfaces. The
definition of the term, sensor, is intentionally broad and abstract
to include a wide range of data and/or information providers.
This definition, for example, includes models and not just physical
instruments capable of sensing a phenomenon. Human reports,
radar, satellite feeds, models, and thermometers are all examples
of sensors within the context of a sensor web. In this paper, we
propose an Sensor Web Service Framework to enable information
sharing program in P2P manner. It provides the interface for the
data providers to publish their data, also provides the interface
for the clients to set alert on their desired data and to query/view
those data. As the proof of concept, we will use it for managing 2
types of data: the online merchandise database and the volcanic
datastream including seismic and infrasonic. Our work is a first
step to provide an intelligent backbone as the core of the next
Internet. An implicit contribution of this project is to provide
realtime and situation-aware information sharing services over
the Internet in the P2P manner.

I. INTRODUCTION

Sensor Web related research spans multiple domains include
distributed systems, wireless sensor networks, remote sensing,
artificial intelligence, sensor web services and etc. Originally,
the development of wireless sensor networks was motivated
by military applications such as battlefield surveillance and the
data is highly confidential. However, wireless sensor networks
are now used in many civilian application areas, including
environment and habitat monitoring, healthcare applications,
home automation, and traffic control. As the result, it is
important to develop the system to share those data throughout
different platform. This research work is largely motivated by
the needs of real-time and situation-aware information sharing
over the Internet.

In this paper, we develop a Sensor Web Service Framework
- an online system that can enable real-time and situation-
aware (alarm setting) information sharing. The Sensor Web
Service Framework provide the back-end middleware for the
data providers to publish their database, which could be
an online database or could be a wireless sensor networks
datastream. It also provides the front-end application for the
users to query/view the information or to set the alarm for

their desired information. The core of this system is the Peer-
to-peer(P2P) architecture that allows the end-users machine
to query and receive data from providers machine effectively.
P2P networking has come to a family of technologies and
techniques for organizing distributed applications, which takes
advantage of resources available at the Internet edges. Since
the Sensor Web Service Framework provides the real-time
data sharing features, it must support hundred of clients
machines to communicate simultaneously. Therefore, P2P is
our preferred architecture to client/server architecture.

Several existing P2P schemes build a distributed hash table
(DHT) on top of the overlay to provide efficient querying.
In DHTs, keys are mapped into a keyspace and assigned to
all participated hosts. Each host needs to take care of the
related information of its assigned keyspace. Then, a lookup
request for a key simply means finding the host which is
responsible for the keys hash value. In this paper, we will use
an innovative P2P system architecture, called CBRBrain [7],
which implements the content based routing (CBR) service
for P2P applications over the Internet backbone instead of
at the edges. Data locating process is easily implemented on
CBRBrain by associating a hashed key with each data item
and storing the (key, address) pair in routers, so edge hosts are
not involved in the routing chains. The CBRBrain backbone
adopts the self-routing structure de Bruijn graph [3] as the
topology, which has a number of preferred properties such as
bounded degrees, low diameters and fault tolerance.

However, our P2P architecture is facing a severe Network
Address Translation (NAT) problem on large scale deploy-
ment. NAT causes well-known difficulties for peer-to-peer
(P2P) communication, since the peers involved may not be
reachable at any globally valid IP address. Recent work
has proposed work-arounds that establish a TCP connection
without the use of proxies or tunnels as in NATBLASTER
[1], STUNT [6], and NUTSS [4]. This is accomplished by
setting up the necessary connection-state on the NAT through
a carefully crafted exchange of TCP packets. However, not
all NATs in the wild react the same way, causing these
approaches to fail in various cases. This paper will combine
the most reliable but least efficient relaying method and the
less reliable but more efficient NUTSS method [4] to provide a
practical NAT traversal solution. In this paper, we will discuss
the core architecture of our system, which implements both



CNRBrain and P2P NAT traversal technique to enable P2P
communication.

The remainder of the paper is organized as follows. In
section II we review other system that enable real-time and
situation-aware information sharing over the Internet. We
review components of Sensor Web Service Framework in
section III. Section IV through VI explains our key functions
in detail. Limitation of our current implementation and future
work have been presented in section VII before we conclude
in section VIII.

Fig. 1. Conceptual View Of Sensorweb Service.

II. RELATED WORK

This section briefly reviews existing work on system that
enable real-time and situation-aware information sharing over
the Internet. Currently, the most popular standard is called the
Open Geospatial Consortium (OGC). OGC develops Sensor
Web Enablement (SWE), which consists of five sub specifi-
cations including SensorML, Observation and Measurement,
Sensor Collection Service, Sensor Planning Service and Web
Notification Service. As [2] states, the purpose of SWE is
to make all types of web-resident sensors, instruments and
imaging devices, as well as repositories of sensor data, dis-
coverable, accessible and, where applicable and controllable
via the World Wide Web. In other words, the goal is to enable
the creation of web-based sensor networks.

In the OGC, many commercial, governmental, nonprofit
and research organizations worldwide collaborate to develop
and implement of an XML standards for geospatial content
and services, data processing and exchange. Information is
provided in the XML schema about a sensors control interface
enables communication with the sensor system: to determine,
for example, its state and location; to issue commands to the
sensor or its platform; and to access its stored or real-time
data.

Microsoft is also developing SensorMap [5] as part of
its SenseWeb project to provide an online GUI application
enabling the querying and visualizing of captured physical
data. The Microsoft SensorMap project allows WSN owners

to register their sensing devices and publish their captured
physical data to a centralized Web portal consisting of four
components:
• The GeoDB database consists of the publishers informa-

tion and the WSN description.
• The DataHub provides the interface for the publishers to

publish their real-time data to the portal
• The Aggregator can aggregate the sensor data at the same

location to give the summary report to the users
• The SensorMap is the GUI, in which end-user can send

query and receive result
Although OGC has provided a popular XML standard to

specify how the information can be shared over the Internet,
it does not provide the underlying infrastructure to share those
data. In addition, the SensorMap uses the centralized Web
portal to relay the data for several WSNs.

We will use XML standard for data sharing as in the OGC
project. In addition, we will design the P2P architecture so that
the data is hosted distributively as opposed to the SensorMap.
Essentially, our work will focus on solving the different prob-
lem so that we can enable the P2P architecture for large scale
real-time and situation-aware information sharing over the
Internet. In this architecture, we would allow any individual
to share their data across our Sensor Web Service Framework.
As a proof of concept, we will demonstrate its great benefit
with an online bookstore database and a WSN datastream such
as seismic data or infrasonic data.

III. SYSTEM DESIGN

A. A Tour of Sensorweb Browser

To lay the groundwork for our exploration of Sensor Web
Service Framework design, we begin with a brief description
of Sensorweb Browser of Sensor Web Service Framework. The
Sensorweb Browser is the end-users application that allows the
naive users to publish or query real-time information through
the Sensor Web Service. In Figure 2, we see a screen shot of
Sensorweb Browser as in this panel, the Sensorweb Browser
provides the users the ability to create their own dataset. This
dataset consists of different column which is either text or
numeric. After creating the dataset, the user can publish his
dataset to the central server so that others can find it.

In Figure 3, our system gives the users the ability to publish
their own database or their WSN datastream. This ability
illustrates our idea of providing a realtime and situation-
aware information sharing services over the Internet in the
P2P manner. When data provider updates their local database
or WSN datastream, the clients machines will immediately
receive the alert.
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Fig. 2. Publish data to the central database

Fig. 3. Publish DXM connection. DXM can serve the Serial Forwarder or the Microsoft
Access Database

In the central database approach, the data providers must
also update their data into the central database. Currently,
our system can support Microsoft Access database and WSN
datastream coming from a Serial Forwarder. The Serial For-
warder is a java application developed by the tinyos commu-
nity. It can receive the inputstream from the sink node and send
out the outputstream to a TCP port. In addition, minor changes
can be made so that the system can support different databases
such as MySQL or Microsoft SQL Server. In Sensor Web
Service Framework, the Data Exchange Middleware (DXM)
is used to connect the Serial Forwarder or a database to the
other components of the Sensor Web Service Framework. We
will explain the Data Exchange Middleware in details in the
next section.

In addition, minor changes can be made so that the system
can support different databases such as MySQL or Microsoft
SQL Server. In Sensor Web Service Framework, the Data
Exchange Middleware (DXM) is used to connect the Serial
Forwarder or a database to the other components of the Sensor
Web Service Framework. We will explain the Data Exchange
Middleware in details in the next section.

Fig. 4. Published Event of the current users

Fig. 5. Event Management Functions allow users to set alarm time, alarm type and
email address to send alert message

Fig. 6. View Event Panel shows the event details such as BookName and Price
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Fig. 7. Sensorweb Service Framework Architecture

When the user logins into the system, he can see his current
published events as in figure 4. When the event is registered
into the Sensor Web Service, it will be given a timestamp. If
the event is inactive for a long time. It will be deleted from
the server and the publisher will receive a message whether
he wants to republish it or not. The most important function
of Sensor Web Service is the event querying and alerting. In
Figure 5, the user first searches for the book event, which is
already existed in the system. Therefore, this event is showed
in the list of ”Received Event”. Then, the user can further set
the alerting properties such as how often the event should be
alerted, what email address will receive the alert, and only
when the event should be monitored. If he chooses to monitor
the events between 9:00 AM and 9:00 PM, you will not receive
alert email when the event is received outside of this time
window. When the user receives the alert, he can view the
event details as in figure 6. In this version, we support the
table view for database event and the oscilloscope view for
datastream event such as seismic or infrasonic stream.

B. Main Components of the Sensor Web Service Framework

The Sensor Web Service Framework would be composed of
a number of components each of which would offer defined
roles within the system. This system could be distributed over
the Internet with components being held on accessible servers
as required. Sensor Web Service Framework has 5 compo-
nents: Data Exchange Middleware (DXM), RealTime Sharing
Center (RTSC), Routing-Center (RC), Sensorweb Browser
(SB) and Rendezvous Server. Among these components, the
DXM and SB can reside on private networks, while the RTSC,
RC and Rendezvous Server are hosted on public computers
(Figure 7).

First, it is the Data Exchange Middleware component
(DXM) which bridges the datasources of the providers and

our Sensor Web Service. In figure 3 above, Andy tried to
publish the Seismic DataSource to the Sensorweb Browser
system. First, he needs to register his IP address, port and
data source name into the RC component, which will check
for duplication datasources. If the information is accepted by
the RC, the publisher can run the DXM which will receive the
inputstream from their data source and send the outputstream
to the registered IP address and port.

Second, RealTime Sharing Center cloud (RTSC) acts as the
P2P search engine to the client applications. Each RTSC peer
is a public computer anywhere in the earth and form a P2P
network. When the SB sends a request to the RTSC cloud,
the cloud will find the appropriate DXM machine by using
the CBRBrain algorithm, and send this request to this DXM
machine. When the request is received by the DXM machine
and the response is returned to the SB, the DXM and SB can
communicate with each other directly without maintaining a
persistent connection with RTSC cloud.

Third, the RoutingCenter (RC) is the superpeer among all
of the RTSC peers. A superpeer is a necessary entry point
for boot-strapping a RTSC peer willing to join the overlay
network. When an RTSC peer starts, it will contact the RC
to retrieve the list of available peers that it will maintain in
its internal cache. Each peer will ping the superpeer every 5
minutes to update its status. Together, the RC and RTSC will
form an overlay network to perform the P2P communication
protocol. Finally, the RC is also running the central DXM
which saves the registered dataset of the clients. In this
architecture, the RTSC and RC servers must have the public
IP address and must be accessible from other components.

The next component is the Rendezvous Server. This com-
ponent is developed and maintained by Cornell University. It
helps 2 computers from different NAT to setup the direct TCP
connection. We used this ability to setup the TCP connection
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between the DXM and SB machines, which are resided on
different NATs. Upon receiving the request from the client,
the DXM machine will generate an unique connection identi-
fication, and return this identification back to the SB through
RTSC cloud. When SB receives this connection identification,
both DXM and SB can close the connection with RTSC cloud.
Then DXM will register this connection identification into the
Rendezvous Server. Next, the SB will request the connection
to the DXM using the same connection identification. When
Rendezvous Server receives the request, it will reconcile the
connection between the DXM and the SB so that they can
create the direct TCP connection. The detail of this technique
will be discussed in the next section.

The final component is called Sensorweb Browser (SB).
This component is installed in the client machine and it
provides the GUI for the end-user to interact with our system.
The SBs roles are mainly:
• Provides a user interface for the data providers to register

their dataset to the Routing Center (RC).
• Provides a user interface for the data providers to register

their DXM connection to the Routing Center (RC) .
• Provides a user interface for the users to search and

register their request to the data providers.
• Provides a user interface for the users to manage their

alarm properties such as set alarm type, set alarm time,
set email address to send alert.

• Provides a user interface for the users to view their alert
details. For example, when the book event is received, the
users can see the name and the price of the book (Figure
6).

C. Information Sharing All Based On XML

In Sensor Web Service Framework, each data provider must
define their dataset in the XML file. The DXM component will
use the XML to interpret input from the datasource. The most
important attributes of the datasource are:
• Datasource name is used as the end-user search keyword
• The database and datastream datasource must use differ-

ent parser. Therefore, the datasource type is important for
the DXM to know which parser can be used

• Data name is one of the search criteria. For example, the
user can choose to search for Computer Book

• Data value is one of the search criteria. For example, the
user can choose to search for the Price between 10$ and
20$ (table 1)

When the inputstream meets the search criteria, the DXM
will send the data as well as this XML to the client machine
so that they know how to visualize this dataset.

TABLE I
EXAMPLE OF A SIMPLE DXM’S XML FILE

DataSource DataSourceType DataName DataValue
Book Database BookName Price
Volcano DataStream Seismic Amplitude
Volcano DataStream Infrasonic Amplitude

D. RTSC Cloud Mechanism

1) Sensorweb Service Framework uses CBRBrain as the
Overlay Network Protocol: Sensor Web Service Framework
implements CBRBrain as the overlay network for our P2P
communication. It uses the RTSCs to construct the CBRBrain
backbone. Each RTSC is acting as the IP router in CBRBrain
algorithm. When the RTSC startups, it will connect to the
RC to get the list of active RTSC peers. Then the RTSC will
select 4 other RTSC peers from the list to form its neighbor
table. Each RTSC is acting as the gateway for some DXM
machines. Each DXM machines is hosting a database or a
datastream sources, which are identified by their source names.
Therefore, each RTSC can create its key (as explaining in
the CBRBrain algorithm) by hashing its DXM source names.
Then the RTSC can publish this key to its neighbor. When the
SB client requests some information, it will send the search
keyword to some random RTSC server. Since this random
RTSC server is inside the CBRBrain backbone, it can perform
the content based routing and find the target router who has the
search keyword in its lookup table. This router then delivers
the request to the target DXM machines.

2) CBRBrain: The backbone of CBRBrain system is a
content addressable network, which can be described by a pair
(K,G) where K is a set of keys and G = (V;E) is a logical graph
or topology. The set K is generated by hosts who hash each
shared content into a value, hereafter called key, and publish
it to the backbone. Each node u in G is assigned a subset of
keys Ku such that ∪u∈V Ku = K. In practice, node u needs
to store a lookup table which contains necessary information
related to each key k ∈ Ku, such as the address of the host
who published the key and owns the content. The assignment
of keys to nodes is performed by mapping both keys and nodes
labels to a real domain, then the key/value pairs are assigned
to the closest server. As opposed to other networks, routing in
a content addressable network is not performed according to
the destination address, but according to the content key. More
precisely, no one can know the address of the closest server
in advance. It is eventually found out by content routing and
key matching.

In CBRBrain system, IP routers act as content ROUTERS
in finding the best route from one point to another, and
the user host will not participate in any intermediate routing
and forwarding. Figure 8 illustrates such an architecture. The
region inside the cloud represents the CBRBrain backbone
which overlays the backbone of Internet. The set of routers
construct a self-routing topology. The end hosts connect to the
network through those gateway routers inside the backbone.
Notice that, we do not force all routers to participate into
CBRBrain network, as will see later, the uninvolved routers
are transparent to the system like network cables; and any
dedicated host can also act as a router in the system if it
is authorized by the system coordinator. For simplicity of
presentation, here before and after, the router always represent
the backbone router or dedicated host who has joined the
routing chain by authorization.
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Fig. 8. The architecture of CBRBrain System

From the viewpoint of users, CBRBrain network works like
a central server, where user could query to and get response
from, though the backbone is formed by many routers and the
content location is actually decentralized to individual user
hosts. From the viewpoint of Internet, CBRBrain backbone is
an overlayed logical network over Internet backbone, which
provides additional service, Content Based Routing, to sustain
various P2P applications and other intelligent services in the
future. For illustration, we briefly discuss how to retrieve a file
in P2P file sharing application under the CBRBrain system.
Notice that the CBRBrain architecture itself is not restricted to
the file sharing. Figure 8 illustrates an example that follows:

1) A host X inquires the CBRBrain system about a file
stored in Internet. Host X first uses the globally prede-
fined DHT function to map to a key k, then sends it to
the gateway router u.

2) The CBRBrain backbone performs the content based
routing service and finds the target router v who has
the key k in its lookup table. The router v then finds the
corresponding IP address(es) of the target host Y if it
exists. There are two options here: 1) the router could
then retrieve the content and feed it to the requesting
host, or 2) the router gives the IP address of Y to the
requesting host and let it retrieve the content. The first
approach makes the targeting host anonymous to the
requesting host, while the second approach alleviates the
burden of the router.

E. EVENT REGISTERING AND DELIVERY PROCESS

Each RTSC peers maintains a complete or partial knowledge
of the sensorweb network. The RC maintains the registration
of peers through a list called routingtable.xml. Each element
simply is the pair of the host IP and services port of the
RTSC machine and the host IP and service port of each DXM
connected to this RTSC. Each RTSC maintains a local cache
of the RC routingtable.xml, called cached list. It periodically
contacts its RC to update its cached list.

When the client sends out a query to its RTSC, this peer
will forward this request to the peer that contains the keyword
search in its hash key. By using this method, the RTSC cloud
will distribute this query to every DXM that contains the

search keyword. The DXM will continuously compare the
inputstream with the event criteria. When the incoming data
satisfies the criteria, the DXM will deliver the data to the SB
client using the proposed NAT traversal method.

Fig. 9. Event Registering and Data Delivery Process

F. DATA PUBLISHING PROCESS

1) Using DXM (Figure10): If the users have a big database,
they can share it using the DXM. First, they should make
sure that their database can connect to the DXM. Then,
they can register their DXM connection to the superpeer
so that the superpeer can tell the other peer to locate their
DXM. Currently, the DXM only support the MSAccess
database connection. However, it should be easy for the
developers to add other database connection to their
DXM such as MySQL. The DXM owner must verify
that the database connection defined in the dxmConfig
xmlfile is correctly pointed to their database. Once the
connection is setup, they should be able to start the DXM
component and see the connected status. Then the data
provider can register their DXM to the RC by using
the service provided by SB. They have to submit their
public IP address, their DXM port number as defined
in the dxmconfig filexml (this port must be open for
RTSC and SB to setup their connection), and their DXM
name. The request will be submitted to the RC to verify.
Once the request is accepted, the RC will add this DXM
connection to the routingtable.xml list and announce its
existence to RTSC peer. RTSC peer will then update
their local cache and open the connection to the new
DXM.

Fig. 10. Publish DXM Connection for online Database or WSN DataStream
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2) Submit the data to the central database (Figure 11): If the
users just want to share a single piece of data instead
of a big database, they can upload their data into the
central database by using the SB service. The users can
use the SB service to create and submit their dataset to
the RC. After the RC verifies this dataset, the dataset is
saved into the central database and the RC will send the
new dataset ID back to the client. The client can later
view and modify this dataset using the dataset ID.

Fig. 11. Publish data to central database

G. NAT Traversal

1) Relaying Method: The most reliable but least efficient
method of P2P communication across NAT is simply to
make the communication to the network look like standard
client/server communication, through relaying. Suppose two
client hosts A and B have each initiated TCP or UDP con-
nections to a well-known server S, at Ss global IP address
18.181.0.31 and port number 1234. As shown in Figure 12, the
clients reside on separate private networks, and their respective
NATs prevent either client from directly initiating a connection
to the other. Instead of attempting a direct connection, the two
clients can simply use the server S to relay messages between
them. For example, to send a message to client B, client
A simply sends the message to server S along its already-
established client/server connection, and server S forwards
the message on to client B using its existing client/server
connection with B.

Fig. 12. NAT Traversal using relaying method

2) TCP Hole Punching Method: Suppose that client A
wishes to set up a TCP connection with client B. We assume as
usual that both A and B already have active TCP connections

with a well-known rendezvous server S. The server records
each registered client’s public and private endpoints.

1) Client A uses its active TCP session with S to ask S
for help connecting to B.

2) S replies to A with B’s public and private TCP end-
points, and at the same time sends A’s public and private
endpoints to B.

3) From the same local TCP ports that A and B used to
register with S, A and B each asynchronously make
outgoing connection attempts to the other’s public and
private endpoints as reported by S, while simultaneously
listening for incoming connections on their respective
local TCP ports.

4) A and B wait for outgoing connection attempts to
succeed, and/or for incoming connections to appear.
If one of the outgoing connection attempts fails due
to a network error such as connection reset or host
unreachable, the host simply re-tries that connection
attempt after a short delay (e.g., one second), up to an
application-defind maximum timeout period.

5) When a TCP connection is made, the hosts authenticate
each other to verify that they connected to the intended
host. If authentication fails, the clients close that con-
nection and continue waiting for others to succeed.
The clients use the first successfully authenticated TCP
stream resulting from this process.

Consider the common-case scenario in which the clients A
and B are behind different NATs, as shown in Figure 13. The
outgoing connection attempts A and B make to each other’s
private endpoints will fail. However, the clients’ outgoing
connection attempts to each other’s public endpoints cause
the respective NATs to open up new ”holes” enabling direct
TCP communication between A and B. If the NATs are well-
behaved, then a new peer-to-peer TCP stream automatically
forms between them. If A’s first SYN packet to B reaches
B’s NAT before B’s first SYN packet to A reaches B’s NAT,
for example, then B’s NAT may interpret A’s SYN as an
unsolicited incoming connection attempt and drop it. B’s first
SYN packet to A should subsequently get through, however,
because A’s NAT sees this SYN as being part of the outbound
session to B that A’s first SYN had already initiated.

3) NAT Traversal In Sensorweb Browser: In the current
version, our Sensor Web Service Framework implements both
the relaying method and the TCP Hole Punching method for
NAT Traversal. We use the TCP Hole Punching algorithm
as the preferred method and the relaying algorithm as the
backup method. According to the test result as in [4], the
TCP Hole Punching algorithm fails on the NAT, which does
not support hairpin translation. On the other hand, relaying
method is 100% reliable. In Sensor Web Service Framework,
our NAT Traversal works in the following steps.

1) When two random peers try to communicate with each
other, they will first exchange a unique connection
identification. This exchange will need to go through
RTSC cloud.
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Fig. 13. NAT Traversal with TCP Hole Punching

2) When both machines receive the connection identifica-
tion, they can close the connection to the RTSC cloud.

3) The machine which create the connection identification
will register its connection to the rendezvous server. The
other machine will request the direct TCP socket using
the received connection identification. The rendezvous
server is a public machine which run the NUTSS
program developed Cornell University. This NUTSS
program implemented the hole punching technique.

4) If the connection is setup successfully, the process is
done (figure 14).

5) If the connection is failed for 3 times, both machine will
switch to the relaying method for further communication
(figure 15).

Fig. 14. NAT Traversal using Hole Punching Method In Sensorweb Browser

IV. CONCLUSION

The Sensor Web Service Framework demonstrates some
of the benefits of the realtime and situation-aware informa-
tion sharing services over the Internet. It bridges the gap
between the end-users and the data providers so that any
changes in the data providers datasource is immediately alerted
in the client machine. The implementation uses CBRBrain
as the content-based routing overlay network. Sensor Web

Fig. 15. NAT Traversal using Relaying Method In Sensorweb Browser

Service Framework uses this algorithm to search for the
datasource location efficiently in P2P manner. Finally, Sensor
Web Service Framework combined the TCP Hole Punching
and Relay Method to travel NAT reliably. It is our hope that
the application will help achieve the full potential of the WSNs
to enable realtime information sharing.
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